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Preface

More than 30 years ago, at the age of twenty, I joined the Swiss Armed Forces as
one of around 35,000 new recruits. Until today, this day remains memorable to me
as it marked the transition from a young man’s normal everyday life to being part of
a uniform collective, subjected to a rather strict set of rules. The thing that struck me
the most was how at times I felt completely cut off from my previous environment.
Back then, I did not have a smartphone on which to look at the Instagram pictures
of my friends. Neither was I able to post pictures of the blisters I got during the first
march to relieve some tension, or even to look up simple tricks for how to treat
them. In addition, I did not have a fitness tracker that could reveal the location where
I was to do my workout.

The change from my civil life to becoming a soldier was overwhelming and all-
encompassing. Nevertheless, I managed to find my way. After finishing my aca-
demic education more than two decades ago in 1999, I started my academic work in
the Defence sector. In 2008, I became Head of Military Sociology at the Military
Academy (MILAC) at the ETH Zurich in Switzerland. Ever since the start of my
academic career, [ have been an active member of the ‘European Research Group on
Military and Society’ (ERGOMAS) and the Research Committee ‘Armed Forces
and Conflict Resolution’ of the International Sociological Association (ISA RCO1).
Furthermore, I continued my military service as a special officer in the rank of cap-
tain until the end of 2014. This has enabled me to observe the constant changes the
armed forces are undergoing on both the national and the international level, one of
them being the changes related to new communication technologies.

Within the last 20 years, the world we live in has undergone profound transfor-
mations. The advancement of the World Wide Web, the dynamic and interactive
Web 2.0, was designed for collaboration and participation. Web 2.0 enables users to
communicate almost in real time and to combine and exchange dynamic informa-
tion online, thus reducing the need to physically exchange document-based infor-
mation to a minimum. Social media is a key player amongst the communication
tools based on Web 2.0. Its use has been particularly impacted by the triumphant
market launch of smartphones in 2007.
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Just as letterpress printing was not only a technological innovation but also
changed society as a whole, Web 2.0 and social media affect the way we think,
behave, and communicate. At the dawn of the 2020s, social media has — in line with
the great sociologist Emile Durkheim — become a social fact. It is an integral ele-
ment of everyday life for large parts of the world’s population and takes concepts
like the information society, the knowledge society or the network society to a new
level, hence the interest of many scholars.

As a social fact, social media does not stop at the doorstep of the Defence sector.
Armed forces, whatever system they may be based on (professional, conscript or
militia), above all consist of people. These people are not only members of the
armed forces, they also have a life before, alongside, and after their service. Most of
them are young and belong to the cohorts of the digital natives and the always-on-
generation. It goes without saying that they will not put aside their smartphones
once they join the armed forces, and neither will they cease using social media.
What does this mean for the armed forces?

Armed forces are organisations characterised by unity and secrecy. They usually
communicate very formally and factually — both internally and externally. Social
media, in turn, stands for open, informal, and emotional communication. This
potentially leads to tensions between social media and armed forces, which can
result in a range of new threat scenarios for the latter. Social media thus holds new
forms of vulnerability for the armed forces, the state, and society. Sensitive informa-
tion published by military personnel on social media — wilfully or not —, misinfor-
mation or disinformation scattered on social media, or targeted hacker attacks via
social media represent unprecedented dangers and risks with which the armed
forces have to deal. These are opposed to the many benefits and chances that this
new way of communication brings. Social media opens up promising opportunities
for civil-military relations. Although traditional mass media continue to play an
important role in how society’s ideas about the armed forces are constructed, social
media enables the armed forces to reach a potentially vast audience on direct chan-
nels, without a gatekeeper in between. In addition, social media offers the possibil-
ity of interaction. The armed forces no longer have to rely on one-way communication,
but can interact with their community and get first-hand impressions of how people
feel about them.

This book examines the phenomenon of social media from a sociological per-
spective, aiming to point out current developments, potentials, and risks for armed
forces throughout the world. It comprises 12 contributions by 28 scholars from 10
countries, mostly members of either the ‘European Research Group on Military and
Society’” (ERGOMAS) or the Research Committee ‘Armed Forces and Conflict
Resolution’ of the International Sociological Association (ISA). In addition to some
very renowned authors with longstanding expertise and a rich fundus of experience,
the book features young scholars who probably look at the subject differently. I
consider this mix of experienced and young scholars a great advantage. On the one
hand, it includes the voices of those who might have the experience and knowledge
to critically assess new developments. On the other hand, the research field of social
media is still young, and as such does not necessarily require years of experience,
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but can actually profit from fresh perspectives. Young scholars might even under-
stand the phenomenon of social media better, as they started living with it at an
earlier age.

At any rate, I hope the current book will support armed forces and military schol-
ars around the globe in dealing with the different social media platforms and the
challenges they present — because one thing has become clear within the last decade:
social media is here to stay.

Zurich, Switzerland Tibor Szvircsev Tresch
2020



Contents

Introduction. . ... ... ... .. 1
Eva Moehlecke de Baseggio and Olivia Schneider

PartI Social Media in the Everyday Life of Military Personnel

Ubiquity with a Dark Side: Civil-Military Gaps

in Social Media Usage. .. ......... .. ... .0ttt 15
Karin K. De Angelis, Ryan Kelty, Morten G. Ender, David E. Rohall,

and Michael D. Matthews

Social Media Use at a U.S. Military Academy: Perceived

Implications for Performance and Behavior ........................ 31
Sara Beth Elson, Ryan Kelty, Keith Paulson, John Bornmann,

and Karin K. De Angelis

The Need for Visibility: The Influence of Social Media
Communication on Swiss Armed Forces Officers .................... 51
Eva Moehlecke de Baseggio

PartII Gender-Specific Representation on Social Media

Managing Femininity Through Visual Embodiment:

The Portrayal of Women on the Instagram A ccounts

of the Swedish and the Swiss Armed Forces. . ....................... 71
Andrea Rinaldo and Arita Holmberg

(Dis-)Empowered Military Masculinities? Recruitment
of Veterans by PMSCs Through YouTube .......................... 95
Jutta Joachim and Andrea Schneiker

ix



X Contents

Part III Social Media Discussions as Insights into Public Opinion

The Importance of Discussions on Social Media
for the Armed Forces ......... ... . .. ... . . .. . . . ... 113
Olivia Schneider

Debating German Special Forces: A Scandal in the Military,
aDocumentary,andaThread .. .................................. 129
Gerhard Kiimmel

Sentiment of Armed Forces Social Media Accounts

in the United Kingdom: An Initial Analysis of Twitter Content. . ... .... 145
Daniel Leightley, Marie-Louise Sharp, Victoria Williamson,

Nicola T. Fear, and Rachael Gribble

A Transparent Network — Soldiers’ Digital Resistance
and Economic Unrest . ........... .. .. ... . .. .. . . i 167
Shira Rivnai Bahir

Part IV Risks and Dangers of Social Media
The Dark Side of Interconnectivity: Social Media

Sofia Martins Geraldes

Misinformation and Disinformation in Social Media

as the Pulse of Finnish National Security . .......................... 207
Teija Norri-Sederholm, Elisa Norvanto, Karoliina Talvitie-Lamberg,

and Aki-Mauri Huhtinen

Social Media Use in Contemporary Armed Forces
asaMixed Blessing. . ....... ... ... . ... 227
Jelena Juvan and Uro§ Svete



About the Editors and Contributors

Editors

Eva Moehlecke de Baseggio manages the research project ‘Social Media as a
Communication Channel of the Swiss Armed Forces’ in the Department of Military
Sociology at the Military Academy (MILAC) at the ETH Zurich, Switzerland,
where she has been working since 2016. She analyses the effects of the social media
communication of the Swiss Armed Forces on their legitimacy in Swiss society and
on the motivation of youth to join the military. Her research interests lie in public
opinion formation, digital sociology, and social legitimacy processes. Eva holds a
Master of Arts in Sociology and Cultural Sciences from the University of Zurich.
eva.moehlecke @moehlecke.com

Olivia Schneider is currently doing her PhD in Sociology at the University of
Zurich. She researches the online social negotiation processes concerning the Swiss
Armed Forces. Since 2017, Olivia has been a research assistant in the Department
of Military Sociology at the Military Academy (MILAC) at the ETH Zurich. She
works on the project ‘Social Media as a communication channel of the Swiss Armed
Forces’. In this context, Olivia has contributed several times to the annually pub-
lished study series ‘Sicherheit’. She also heads a sub-project that analyses the con-
tent of communication by the Swiss Armed Forces and related discussions on social
media. oliviaschneider @ gmx.net

Tibor Szvircsev Tresch (PhD) studied Sociology, Political Science, and
Criminology at the University of Zurich, receiving his doctorate in 2005. Since
2008 he has been a lecturer in Military Sociology at the Military Academy (MILAC)
at the ETH Zurich. In 2008, he became the coordinator of the Working Group on
Recruitment and Retention in the ‘European Research Group on Military and
Society” (ERGOMAS). Since 2014, he has been vice president of Research

xi


mailto:eva.moehlecke@moehlecke.com
mailto:media. oliviaschneider@gmx.net

Xii About the Editors and Contributors

Committee 01 of the International Sociological Association (ISA RCO1). From
August 2018 to July 2019, he was a Visiting Researcher at the Saltzman Institute
of War and Peace Studies (SIWPS) at Columbia University, New York.
tibor.szvircsev@vtg.admin.ch

Contributors

John Bornmann (PhD) received his PhD from George Washington University in
2009, writing on the experiences of new soldiers going through basic training.
While completing his dissertation, he was deployed in support of the 345th
Psychological Operations Company to Baghdad in 2004 and returned to Iraq twice
in a civilian role supporting MNF-I and USF-I in conducting surveys and interviews
with local Iraqi residents. He has been working at MITRE since 2010 as a qualita-
tive data analyst and military experience SME. jbornmann @mitre.org

Karin K. De Angelis (PhD) is an associate professor of Sociology in the Department
of Behavioral Sciences & Leadership at the US Air Force Academy (USAFA). She
joined the USAFA faculty in 2011 and serves as the department’s socio-cultural
discipline lead. Her research interests include race/ethnicity in the US military, with
a focus on Hispanic servicemembers; the intersection of gender, work, and family;
military families; sexual assault prevention; and diversity in organisations.
karin.deangelis @usafa.edu

Sara Beth Elson (PhD) is a Behavioural Scientist with The MITRE Corporation.
She studies the ways in which people use technology and the implications of that
usage for well-being, achievement, political activism, and other topics. In particular,
she has studied the implications of social media use within diverse populations,
including the military and populations experiencing political turmoil. She has also
led the development of new techniques for analysing social media, with an empha-
sis on indicators of emotion and how changes in these indicators can be analysed
mathematically. She holds a PhD in Social Psychology from Ohio State University.
selson@mitre.org

Morten G. Ender (PhD) is Professor of Sociology at the United States Military
Academy at West Point, New York, USA. He has taught at the University of
Maryland European Division, the University of Maryland; Marymount University;
the University of North Dakota; the American College of Norway; Mount Saint
Mary’s College; and the Universitit der Bundeswehr Miinchen. He writes about the
military, war, and teaching. His articles have been published in Teaching Sociology,
Journal of Adolescence, Death Studies, Military Psychology, Journal
of Homosexuality, War & Society, and Armed Forces & Society. He is the Book
Review Editor for Res Militaris: The European Journal of Military Studies.
morten.ender @westpoint.edu


mailto:tibor.szvircsev@vtg.admin.ch
mailto:jbornmann@mitre.org
mailto:karin.deangelis@usafa.edu
mailto:selson@mitre.org
mailto:morten.ender@westpoint.edu

About the Editors and Contributors Xiii

Nicola T. Fear (DPhil) joined the Academic Department of Military Mental Health
at King’s College London in 2004, having trained as an epidemiologist at the
London School of Hygiene and Tropical Medicine and at the University of Oxford.
She has also worked as an epidemiologist within the UK Ministry of Defence. Since
2011, she has been Director of the King’s Centre of Military Health Research along-
side Professor Sir Simon Wessely. In 2014, Nicola was awarded a Chair in
Epidemiology. She is the lead epidemiologist on the KCMHR’s military cohort
study and heads several studies examining the impact of military service on fami-
lies. nicola.t.fear @kcl.ac.uk

Sofia Martins Geraldes is a PhD candidate in History, Studies of Security and
Defense (ISCTE-IUL & Military Academy), and holds a PhD scholarship. Her the-
sis is about the impact of external online disinformation, disseminated through
social media, on the security governance of the EU and NATO. She was the founder
and coordinator of EuroDefense-Jovem and worked as trainee at the National
Defence Institute. She holds a BA in Political Science and International Relations
and an MA in International Relations (University of Beira Interior). Her research
interests include international relations theory, security studies, influence opera-
tions, cyberspace, the EU, and NATO. sofia_cristina_geraldes @iscte_iul.pt

Rachael Gribble (PhD) is a Lecturer in War and Psychiatry at King’s College
London. With a background in public health, her work focuses on military families,
women’s health, and public attitudes towards the military, using a mixture of quan-
titative and qualitative methodologies. rachael.gribble @kcl.ac.uk

Arita Holmberg (PhD, Stockholm University, Sweden) is an associate professor
and senior lecturer in Political Science in the Department of Security, Strategy and
Leadership at the Swedish Defence University. She has published within the field of
security and defence transformation, gender and the military, and security and
defence policy. Her current research concerns social and political challenges for the
military organisation as well as children, security, and sustainability. Her recent
articles have been published, among others, in Defence Studies, Childhood, and
Gender, Work and Organization. arita.holmberg @ths.se

Aki-Mauri Huhtinen (LTC (GS), PhD) is a military professor in the Department of
Leadership and Military Pedagogy at the Finnish National Defence University. His
areas of expertise are military leadership, command and control, information war-
fare, and the philosophy of science in military organisational research. He has pub-
lished peer-reviewed journal articles and books on information warfare and
non-kinetic influence. aki.huhtinen @mil.fi

Jutta Joachim (PhD) is a senior lecturer of International Relations at Radboud
University. She received her PhD in Political Science from the University of
Wisconsin-Madison and her MA in International Studies from the University of
South Carolina. She is the author of Agenda Setting, the UN, and NGOs: Gender


mailto:nicola.t.fear@kcl.ac.uk
mailto:sofia_cristina_geraldes@iscte_iul.pt
mailto:rachael.gribble@kcl.ac.uk
mailto:arita.holmberg@fhs.se
mailto:aki.huhtinen@mil.fi

Xiv About the Editors and Contributors

Violence and Reproductive Rights (Georgetown University Press 2007), co-author
of Private Security and Identity Politics: Ethical Hero Warriors, Professional
Managers and New Humanitarians (Routledge 2018), and co-editor of International
Organizations and Implementation: Enforcers, Managers, Authorities (Routledge
2007) and Transnational Activism in the UN and the EU: A Comparative Study
(Routledge 2008). Numerous articles of hers have appeared in international peer-
reviewed journals and edited volumes. j.joachim@fm.ru.nl

Jelena Juvan (PhD) is an assistant professor in the Department of Defence Studies
at the Faculty of Social Sciences, University of Ljubljana, and a senior research fel-
low at the Defence Research Centre at the aforementioned Faculty. She is an assis-
tant professor of the following courses: Common Foreign and Security Policy of the
European Union, Common Security and Defence Policy of the European Union,
Disaster Management, Informatisation and Contemporary Armed Forces, Defence
and Security System, and Security in Information Society. As a researcher, she has
been involved in several national and international research projects. She has been
acting as an independent evaluator for the EU FP7 and H2020 Research Projects
since 2007. From 2013 to 2015, she was a member of the NATO International
Scientific Evaluation Group (NATO ISEG 2013-2015). Her research fields include
European security, crisis management, contemporary armed forces, use of digital
media, and ICT in contemporary armed forces. jelena.juvan @fdv.uni-lj.si

Ryan Kelty (PhD) is an associate professor of Sociology at the US Air Force
Academy. He is an award-winning teacher and scholar whose research focuses on
diversity and social psychology issues in the military. Dr Kelty has consulted with
numerous national and international defence organisations. He is the co-editor of
Private Military and Security Contractors: Controlling the Corporate Warrior
(Rowman & Littlefield, 2016) and Risk-Taking in Higher Education: The Importance
of Negotiating Intellectual Challenge in the College Classroom (Rowman &
Littlefield, 2017). He earned his BA from Middlebury College and his PhD from the
University of Maryland. Dr Kelty previously served on the faculty at West Point and
Washington College. ryan.kelty @usafa.edu

Gerhard Kiimmel (PhD) is a senior researcher at the Center for Military History
and Social Sciences of the Bundeswehr in Potsdam, Germany. He studied Political
Science, Sociology, and History at the Philipps-University in Marburg, Germany,
and received the J. William Fulbright Dissertation Award in 1996. From 2010 to
2014, he was the president of the Research Committee 01: Armed Forces and
Conflict Resolution (RCO1) of the International Sociological Association (ISA). His
work centres on women in the military, the representation of the military in film, and
veterans’ issues. gerhardkuemmel @bundeswehr.org

Daniel Leightley (PhD) is a Post-Doctoral Research Associate at the King’s Centre
for Military Health Research (KCMHR). His research focuses on the interface
between machine learning and mobile health technologies, specifically on the


mailto:j.joachim@fm.ru.nl
mailto:jelena.juvan@fdv.uni-lj.si
mailto:ryan.kelty@usafa.edu
mailto:gerhardkuemmel@bundeswehr.org

About the Editors and Contributors XV

diagnosis, treatment, intervention, and management of physical and mental health
conditions in the British Armed Forces community. daniel.leightley @kcl.ac.uk

Michael D. Matthews (PhD) is Professor of Engineering Psychology at the United
States Military Academy. He is a Templeton Foundation Senior Positive Psychology
Fellow, a Fellow of the Army Chief of Staff’s Strategic Studies Group (2014-2015),
and the author of Head Strong: How Psychology is Revolutionizing War (Oxford
University Press, 2014) as well as numerous other books, chapters, and scientific arti-
cles. Dr Matthews is a founding member of the Military Child Education Coalition’s
Science Advisory Board and a leadership consultant to governmental agencies, profes-
sional sports teams, and other organisations. mike.matthews @westpoint.edu

Teija Norri-Sederholm (PhD) is an adjunct professor in the Department of
Leadership and Military Pedagogy at the Finnish National Defence University. Her
main research areas are situational awareness, inter-organisational communication
in command centres and hybrid environments, national security, and the dark side
of social media. teija.norri-sederholm @mil.fi

Elisa Norvanto currently works at the Ministry of Defence as a Special Adviser in
the defence cooperation unit. Her permanent post is at Laurea UAS, where she
serves as director of Research & Development. Norvanto holds a master’s degree in
Political Sciences and is currently doing her PhD at the National Defence University.
Her research interests relate to trust in international security and defence coopera-
tion. elisa.norvanto @mil.fi

Keith Paulson is an architect and engineer at MITRE, which operates federally
funded research and development centres and is dedicated to solving hard problems
for a safer world. Keith has lived and worked as an engineer and director across the
Middle East, Far East, Europe, and the USA. He graduated with dual degrees in
Electrical Engineering and Computer Engineering from the University of Missouri
and a Master’s degree in Software Engineering from the University of Colorado. He
actively works in system design, artificial intelligence, and social impact of technol-
ogy. kpaulson @mitre.org

Andrea Rinaldo graduated from the University of Zurich in 2014 with a Master of
Arts in Sociology. She has been working as a research assistant at the Military
Academy (MILAC) at the ETH Zurich since 2014. Her research interests concen-
trate on diversity and inclusion in organisations, military sociology, public opinion,
and qualitative research methods. She is currently working on her PhD on diversity
management in the Swiss Armed Forces. The thesis focuses on experiences of
minorities in the armed forces, their perception of inclusion, as well as on inclusion
strategies of military organisations. rinaldoandrea@gmx.ch

Shira Rivnai Bahir is a Digital Sociology researcher. She is a PhD Candidate in
the Department of Sociology and Anthropology, Ben-Gurion University of the


mailto:daniel.leightley@kcl.ac.uk
mailto:mike.matthews@westpoint.edu
mailto:teija.norri-sederholm@mil.fi
mailto:elisa.norvanto@mil.fi
mailto:kpaulson@mitre.org
mailto:rinaldoandrea@gmx.ch

Xvi About the Editors and Contributors

Negev (Negev and Darom Scholarship). Her doctoral research explores the role of
anonymity and secrecy practices in digital activism. In addition, Shira is a researcher
at the IDF Behavioral Science Center. Her studies focus on civil-military relations,
digital activism, and the sociology of Al. songa7@gmail.com

David E. Rohall (PhD) is Professor of Sociology and Department Head of the
Department of Sociology & Anthropology at Missouri State University. He has
been studying trends in American society generally and the military services spe-
cifically for almost 20 years. His most recent works include Symbolic Interaction in
Society (Rowman & Littlefield, 2019) and Inclusion in the American Military: A
Force for Diversity (Lexington Press, 2017). drohall @missouristate.edu

Andrea Schneiker (PhD) is a junior professor of Political Science at the University
of Siegen. She received her PhD in Political Science from the University of Miinster,
after which she worked as an assistant professor at the Leibniz University of
Hannover and the University of Bremen. She is the author of Humanitarian NGOs,
(In)Security and Identity (Routledge, 2015) and co-editor of Researching Non-state
Actors in International Security (with Andreas Kruck; Routledge, 2017). Her arti-
cles have been published in numerous journals, including International Studies
Review, International Studies Perspectives, Comparative European Politics,
Millennium, Security Dialogue, Cambridge Review of International Affairs,
Contemporary Security Policy, European Policy, and Global Policy.
andrea.schneiker @googlemail.com

Marie-Louise Sharp (PhD) is a Senior Research Associate at the King’s Centre for
Military Health Research. She is a mixed methods researcher with research exper-
tise in psychological medicine and epidemiology and is responsible for KCMHR
research strategy. Her research interests include military mental health and help-
seeking behaviours as well as the health and well-being of Emergency Responders
and focuses on methods to extend research impact. Marie-Louise previously worked
in the non-profit sector, specialising in armed forces healthcare policy and advising
the UK Government on research and best practice. marie-louise.sharp@kcl.ac.uk

Uros Svete (PhD) is an associate professor in the field of Defence Science at the
Faculty of Social Sciences, University of Ljubljana. From 2011 to 2015, he was
Chair of the Department of Defence Studies at the Faculty of Social Sciences.
His research interest spans areas such as information technology and security
issues, analysis of contemporary (asymmetric) conflicts, military/defence tech-
nology, security theories, and security concepts in contemporary societies.
uros.svete @fdv.uni-1j.si

Karoliina Talvitie-Lamberg (PhD) is a post-doctoral research fellow in the Faculty
of Information Technology and Communication Sciences at the University of
Tampere, specialising on participation in social media and video-streaming cultures
as well as the formation of the digital social self. Recent research projects include


mailto:songa7@gmail.com
mailto:drohall@missouristate.edu
mailto:andrea.schneiker@googlemail.com
mailto:marie-louise.sharp@kcl.ac.uk
mailto:uros.svete@fdv.uni-lj.si

About the Editors and Contributors xvii

datafication and vulnerability, Al for social inclusion, social bots, DIY surveillance
in self-care technologies, and data-driven Al solutions for health and well-being.
karoliina.talvitie-lamberg @tuni.fi

Victoria Williamson (PhD) is a Post-Doctoral Research Associate at the King’s
Centre for Military Health Research. Her research focuses on military-related trauma,
moral injury, and Post-Traumatic Stress Disorder. victoria.williamson@kcl.ac.uk


mailto:karoliina.talvitie-lamberg@tuni.fi
mailto:victoria.williamson@kcl.ac.uk

Introduction )

Check for
updates

Eva Moehlecke de Baseggio and Olivia Schneider

Abstract Social media has fundamentally changed communication and interaction
in today’s societies over the past two decades. This applies not only to the individual
members of a society, but also to its institutions and organisations. The tendencies
of isomorphism, which is the process of adopting processes and strategies that have
proven to be successful in other organisations (DiMaggio PJ, Powell WW: Am
Sociol Rev 48(2):147-160, 1983), force public sector organisations such as armed
forces to establish social media as part of their reality. Yet, what is it that makes
social media the phenomenon it is?

Keywords Social media in the everyday life of military personnel - Gender-
specific representation on social media in the military - Social media discussions
as insights into public opinion - Social media in the military: risks and dangers

Social media has fundamentally changed communication and interaction in today’s
societies over the past two decades. This applies not only to the individual members
of a society, but also to its institutions and organisations. The tendencies of isomor-
phism, which is the process of adopting processes and strategies that have proven to
be successful in other organisations (DiMaggio and Powell 1983), force public sec-
tor organisations such as armed forces to establish social media as part of their real-
ity. Yet, what is it that makes social media the phenomenon it is?

Essentially, social media platforms are communication channels that allow users
to share information, including audio and visual content such as pictures and vid-
eos. On social media, information is conveyed and exchanged in almost real-time.
Users can connect many-to-many, which in itself is already an innovation compared
to other communication channels. Social media in its nature is about collaboration
and participation, with the intent to bring people together. People communicate in
an informal, open, and ideally deliberate way. Thus, as is evident in the emergence
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of new forms of communitisation, for instance Facebook groups or family chats,
social media is a reflection of societal changes and, at the same time, changes soci-
ety itself (Hinton and Hjorth 2012). These platforms are not mere media, but have
become institutions in the sociological sense, as they structure the way people
behave and relate to each other. Social media as an institution sets societal norms,
such as the handling of private data and privacy in general. Especially younger
people are fully immersed in these platforms, and are consequently adapting their
communication and information behaviour completely. This can be attributed to the
fact that social media particularly serves the preferences of young people, who
favour pictures and videos over purely textual media. Many studies show the dis-
placement of more traditional communication and information channels in favour
of social media platforms by young people (Fog 2018, 2019; Reuters Institute 2019).

Building on the media aspect, there is another relevant novelty compared to more
traditional communication channels. In times of newspapers and television or radio
broadcasting, journalists traditionally were the gatekeepers of information. On
social media, however, anyone can communicate — private persons, companies, pub-
lic sector agencies, and media outlets. On the one hand, this is a democratising
function of social media, whereas, on the other hand, it fosters the proliferation of
fake news and misinformation. Furthermore, not only can anyone communicate, but
the contents can also be debated anytime, anywhere, and by anyone. While this has,
of course, always been possible orally, with social media the formerly face-to-face
conversations about media content have become written and therefore enduring
(Katzenbach 2017). This is a change which should not be underestimated. The tex-
tuality of these new forms of conversations influences their endurance and hence
their accessibility as well as their consequences, which is illustrated by convictions
for hate speech on the web, for example.

Armed forces rely on societal acceptance; as cost-intensive organisations they
need legitimacy in order to exist. Trust is a precursor of legitimacy (Suchmann
1995). Thus, for people to invest trust in them, armed forces need to communicate
in an open, transparent, competent, ethical, and adequate manner — and with the
appropriate frequency (Bentele 1994). This fosters the creation of public trust
(ibid.). In this context, social media becomes an important communication channel
for armed forces. It is especially adequate for the main target group of armed forces,
namely youth, and furthermore serves to inform society about them and to increase
their presence. Besides that, armed forces also need to grapple with social media
because their recruits, cadets, soldiers, and officers are human beings not excluded
from the comprehensive phenomenon of social media. Thus, armed forces need to
understand the everyday implications of social media, and to build up awareness
towards the strategic chances, opportunities, and threats social media brings, both
generally and specifically, for armed forces.

In this anthology, the opportunities and risks with which various Western armed
forces feel confronted in relation to social media, and which therefore are part of
military sociological research, are collected and highlighted. This book is the first
work to bundle the state of research on social media usage in armed forces. Thus, it
not only offers fascinating insights into the handling of social media for a (military)
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academic audience interested in findings from the scope of communication, organ-
isational sociology, recruitment, diversity, armed forces, and democratic control,
but is also of particular importance for political decision-makers, defence practitio-
ners, and other public sector organisations. The way in which the various challenges
social media poses to democracies and armed forces are handled is examined from
an international perspective and scientifically processed, and guidance is provided
on how to deal with this type of media. This work is intended to provide an overview
of the state of military social-scientific research on the subject of social media and
armed forces, highlighting both the positive and the negative aspects. Four topics
emerged in the process, which in the following are portrayed briefly.

1 Social Media in the Everyday Life of Military Personnel

As is the case for all other spheres of life, digitalisation has also permeated the
armed forces. The distinction between offline reality and online virtual existence
has become obsolete, as is expressed by terms like ‘onlife’ or the ‘digital mundane’
(Floridi 2014; Maltby and Thornham 2016). Digital technology and gadgets are
completely interwoven in today’s everyday life, shaping the daily routines of peo-
ple, which is illustrated by habits such as checking for free Wi-Fi or taking selfies
(Maltby and Thornham 2016). The example of the Swiss Armed Forces sports app
‘ready #teamarmee’, which prepares future recruits for the physical requirements of
military service, shows that this has become a reality for armed forces, as well.

As part of these developments, social media has also become part of the ordinary
infrastructure we use, becoming visible through its everyday use and reaching nor-
mative character, for instance in tying success to visibility (Maltby and Thornham
2016). Digitalisation in the armed forces includes the everyday life of the individual
recruits, cadets, soldiers and officers, too. In times of the internet, social media, and
smartphones, soldiers are potentially permanently available and only one click
away. Military personnel use social media just as any other population group does.
An analysis of the tweets of military personnel shows that their tweets are about
their everyday life in the armed forces, including the use of mundane military slang
(Pavalanathan et al. 2016). Hence, soldiers making their doings visible can be
understood as transferring societal norms into the realm of the armed forces.
Different to other societal groups, however, the business of military personnel is the
security of the respective nation and its people. This raises questions about a possi-
ble influence of social media on the effectiveness of armed forces, be it as a distrac-
tion only or in a more aggravated form. Are there differences between the social
media usage of soldiers and officers and civilians, and does this affect performance
of armed forces?

In the first chapter of this anthology, Karin K. De Angelis, Ryan Kelty, Morten
G. Ender, David E. Rohall, and Michael D. Matthews elaborate how comprehen-
sively the phenomenon of social media influences the lives of young people in par-
ticular, including their education. In their contribution, Ubiquity with a Dark Side:
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Civil-Military Gaps in Social Media Usage, they pursue the question whether there
is a difference in the social-media related behaviour of civilian students and military
cadets. The results of their research suggest a gap between the groups, with civilian
students spending more time on social media and suffering from greater distraction
both in class and when doing homework. Military cadets, on the other hand, seem
to be less exposed to social media and therefore have less contact with the dark side
of social media. The research thus indicates differences in the everyday social media
behaviour of civilian students and military cadets.

In the second contribution, Social Media Use at a U.S. Military Academy:
Perceived Implications for Performance and Behavior, Sara Beth Elson, Ryan Kelty,
Keith Paulson, John Bornmann, and Karin K. De Angelis explore a similar path.
They focus on the impact of social media on the academic performance of military
cadets, surveying both cadets and faculty members. Just as their civilian counter-
parts, cadets spend too much time on social media, whereby self-assessment and
external assessment by faculty members correspond. Cadets and faculty members
agree that this impacts academic performance negatively. In its positive manifesta-
tion, however, social media enables cadets to break through the isolation of their
education at the academy and keep in touch with their families, friends, and part-
ners. A surprising result of this research is the attractiveness and popularity of a
social media platform which is considered much less popular among civilian stu-
dents. Jodel, a social media platform that grants anonymity, seems to serve the spe-
cific needs of cadets seeking an outlet to express opinions that are not in line with
the values and attitudes of military culture.

The everyday use of social media does not only relate to the individual members
of armed forces. Armed forces as an organisation also use social media as commu-
nication channels. This organisational use of social media exerts influence on mili-
tary personnel just as much as does individual use. Eva Moehlecke de Baseggio
illustrates this in her contribution, The Need for Visibility: The Influence of Social
Media Communication on the Swiss Armed Forces’ Officers. The results of semi-
structured interviews with cadre members of the Swiss Armed Forces suggest that
military personnel feel that society is not informed well enough about the armed
forces. They link this lack of knowledge to a certain disregard for the organisation
and its members. Conversely, they connect the external visibility of the organisation
to the perceived appreciation for what they do, which translates further into the
degree of organisational identification and affective commitment they feel. Cadre
members in particular stress the importance of social media platforms for young
people, who are the future recruits of the Swiss Armed Forces.

2 Gender-Specific Representation on Social Media

Social media platforms are an ideal tool to make use of the power of rich imagery,
which usually is something that armed forces dispose of in abundance. Research
proves that visual media evoke more emotions in the audience (Fahmy et al. 2006).
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Emotions, in turn, attract more attention (Hendricks and Vestergaard 2019), hence
armed forces’ communication will benefit from this. Simultaneously, however,
another process takes place. The distinct visual character of social media and its
abundance fosters the process of social learning (Yilmaz et al. 2019). Social learn-
ing theory goes back to Albert Bandura (1977, 2001), stating that people internalise
what they perceive through the media and learn from it by deriving consequences
for their own actions and attitudes. The main target group of armed forces’ social
media communication, youth, will consequently be the group most affected by
visual content. This happens at a time in the lives of young people when the role of
the media as an instance of socialisation is of great importance (Miihler 2008). The
media convey models and guiding principles, which, among other things, impact the
formation of identity of young people (ibid.). In this regard, gender roles are rele-
vant elements. In fact, the media rank among the most powerful and omnipresent
influences on the perception of gender roles (Wood 1994).

As armed forces are traditionally regarded as gendered organisations that trans-
port a stereotypical image of masculinity, opening them to women potentially chal-
lenges this stereotype and the idea of the masculine soldier implicitly contained
therein. The question arises which effect the integration of women into armed forces
has on gender images. Thus, in their contribution, Managing Femininity through
Visual Embodiment: The Portrayal of Women on the Instagram Accounts of the
Swedish and the Swiss Armed Forces, Andrea Rinaldo and Arita Holmberg compare
how the two countries’ female soldiers are represented. They find that the ways
female soldiers are portrayed reflect both the societal context and the respective
characteristics of the respective armed forces. However, this always occurs in rela-
tion to the reference category male, thus reproducing the gendered organisation by
making use of the power of visuals inherent in Instagram.

At the other end of the spectrum of a military career are veterans. Unlike recruits,
they have already undergone the process of adult socialisation by joining the armed
forces. Thus, their concept of gender roles was not only affected by their primary
and secondary socialisation, but also by tertiary organisational socialisation pro-
cesses, which, in the case of the military, perpetuate a concept of masculinity that
portrays the male military archetype as strong, silent, self-reliant, and loyal (Arkin
and Dobrofsky 1978; Caddick et al. 2015). Manliness is expressed through military
skills and combat training, and success means to conform to this concept (Arkin and
Dobrofsky 1978). It is clear that such a concept of masculinity is problematic espe-
cially for wounded veterans. In their contribution, (Dis-)Empowered Military
Masculinities? Recruitment of Veterans by PMSCs through YouTube, Jutta Joachim
and Andrea Schneiker analyse how the YouTube recruitment clips of two U.S. Private
Military and Security Companies, or PMSCs, partake in the construction of this
stereotypical masculinity. The major recruitment base for PMSCs consists of mili-
tary veterans, who are explicitly addressed in the corresponding recruitment videos.
By performing a content analysis of the recruitment clips, the authors manage to
disclose how skilfully PMSCs deconstruct and reassemble the different manifesta-
tions of military masculinity by addressing both the skills and needs of veterans,
while at the same time restoring them to their place in society and giving them back
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a sense of self-worth that may have been lost previously. The production of the
notion of military masculinity therefore goes beyond armed forces and profits from
visual media platforms such as social media.

Thus, the way masculinity and femininity are portrayed in the social media
appearances of armed forces potentially influences the identities both of young
audiences and of veterans. Armed forces need to consider the responsibility they
bear in regard to taking part in shaping societal concepts of gender roles. While
modern societies, of course, rely on the reduction of complexity in order to stay
functional, we must nevertheless be aware of the reverse side of such complexity
reduction, namely prejudices and stereotypes, including stereotyped conceptions of
gender roles and abilities. It is not just about social responsibility towards society,
youth, and veterans — the representation of gender roles also influences how and
which future recruits are addressed.

3 Social Media Discussions as Insights into Public Opinion

The media not only convey gender roles, but also the image a population has of its
armed forces. One way to mediate between the military and the civilian is through
communication, whereby there naturally are tensions in the media-military relation-
ship (Porch 2002). While bureaucratic organisations like the armed forces tend to do
business behind closed doors — especially with regard to war-related issues, the
contents of which may be shocking —, the media see themselves as a fourth power
whose task it is to monitor the state and thus ensure public control. Military affairs
and warfare are political acts about which the people must be informed, and citizens
must be convinced that the objectives pursued can be achieved at acceptable costs.
The majority of this is done via the mass media, which in turn means that the armed
forces are — to a certain degree — dependent on the mass media (Porch 2002).
However, traditional mass media are no longer the only major players in the infor-
mation business. In contrast to established communication media, social media can
reach a large audience low-threshold and without a gatekeeper (Jacobs 2016). In
addition, social media enables many-to-many communication that has not existed in
a comparable form up to now. Thus, it is not only direct organisational communica-
tion that is moving into the focus of interest, but also the written and public follow-
up discussion of armed forces’ social media communities. Online follow-up
discussions offer the possibility to interact with citizens, which allows armed forces
to reveal themselves to the public and to exercise their control function in a democ-
racy. Moreover, deliberative follow-up discussions on relevant topics enable armed
forces to anchor themselves in society through public debate, thus legitimising
themselves and their monopoly on the use of force in democracies. The contribution
by Olivia Schneider, The Importance of Discussions on Social Media for the Armed
Forces, explains the importance of such discussions on social media for the armed
forces, using a theoretical model that she applies to the communicative situation of
armed forces and illustrates with empirical results from reader commentary research.
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She thus shows that discussions on social media can be highly significant for armed
forces, as they can have a meaningful impact on the image a society has of its
armed forces.

The nature of the topics and how they are discussed on social media, however, is
often beyond the control of the armed forces, which is contrary to their nature of
wanting to keep things under control. Discussions on social media can even create
a wave of outrage, a so-called shitstorm. Social media content may be picked up by
traditional and established media houses, who, on the one hand, need to fulfil their
role as fourth estate, monitoring large institutions and addressing possible abuses of
power (Porch 2002). On the other hand, the media function according to news val-
ues — they want to sell their content and attract the attention of readers. As was
elaborated above, the attention of the general public is attracted by emotions
(Hendricks and Vestergaard 2019). Scandals can be understood as the climax of
emotions and thus draw a maximum of attention. This applies in particular to secu-
rity policy issues, because these do not often occur in the lives of most citizens
(Jacobs 2016). Furthermore, according to Jacobs (2016), the news value of the
German Bundeswehr is usually connected with negatively evaluated events, as these
evoke more emotions (Hendricks and Vestergaard 2019). In his contribution to this
volume, Debating German Special Forces: A Scandal in the Military, a Documentary,
and a Thread, Gerhard Kiimmel shows how a television feature on a scandal in the
Bundeswehr, originally produced and broadcast by public television, generates a lot
of attention and is the subject of lively discussions on Facebook. In the course of
this process of public negotiation of meaning, five topics crystallise that are taken
up repeatedly by various commentators. The controversial debate on the feature
thus provides an insight into civil-military relations in Germany.

Social media can be understood as a digital gathering in which information is
weighed, evaluated, and commented on (Jacobs 2016). Thereby, social media users
leave a footprint on social media which allows for insights into the social attitudes
and conditions of communities (Pavalanathan et al. 2016). Due to social media,
such discussions — which, until recently, were reserved mainly for the private
sphere — become accessible and public (Katzenbach 2017). Depending on the issue
and platform, users’ comments and surrounding data become large data records
which allow for new forms of analyses. In their contribution, Sentiment of Armed
Forces Social Media Accounts in the United Kingdom: An Initial Analysis of Twitter,
Daniel Leightley, Marie-Louise Sharp, Victoria Williamson, Nicola T. Fear, and
Rachael Gribble research public attitudes towards and perceptions of the British
Armed Forces by analysing tweets for linguistic patterns. They find that public per-
ceptions of the British Armed Forces were fairly stable over time, as well as being
more positive than negative. However, the time of day plays an important role, as
late in the evening and at night, there are more negative tweets than during the day.

Discussions in different groups and forums can be held on various topics, not just
on those that professional media players consider relevant according to their mis-
sion and news value. Through social media and the internet, like-minded people can
be found for virtually any interest or subject one can think of. Thus, alternative top-
ics and innovative patterns of interpretation can be discussed (Schrape 2011).
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However, they are also distributed further in society due to their written form and
public accessibility. Social media makes it possible to identify subgroups who dis-
cuss alternative issues and to analyse the digital exchange of such groups
(Pavalanathan et al. 2016). In her contribution, A Transparent Network — Soldiers’
Digital Resistance and Economic Unrest, Shira Rivnai Bahir selected discussions
on social media to find out how certain governmental conditions are discussed by
Israeli soldiers and their families. She is able to show how narratives concerning the
microeconomic situation of people receive more attention in social media discus-
sions. Through the constant repetition of these narratives by different people in such
forums, an individual voice is formed. The topics thus expressed therefore do not
correspond to the problems that the mass media address in this context.

4 Risks and Dangers of Social Media

On social media, users do not just leave information about themselves through com-
ments. Social media activities are often linked to other, perhaps unconsciously pub-
lished data. For instance, a study by Pavalanathan et al. (2016) found that military
personnel are more likely to write tweets with geotags than people in the non-
military control group. Geotags can reveal sensitive information about the location
of troops, especially when deployed abroad, and thus could endanger the mission as
well as the soldiers. The danger of social media, especially in a military context, is
that sensitive information could end up in the wrong hands (Olsson et al. 2016). In
this regard, the heads of the information departments of 28 EU states were asked
whether social media could harm the mission of organisations (ibid.). Although
most do not see a risk in the national context, many show some concern regarding
publishing sensitive information on social media in an international context, while
a clear majority sees the greatest danger in the possibility of exposing soldiers
abroad to risks by disclosing sensitive information (ibid.). However, social media is
not a risk for a state or a society — and thus a challenge for the armed forces — simply
due to the disclosure of sensitive information. As was outlined above, mass media
shape the image of armed forces and the public attitude towards them (Rukavishnikov
and Pugh 2018). Social media must be considered as part of the mass media, but
with particularly low access barriers and a wide reach, also internationally. Indeed,
social media operations can be launched in one’s own country to spread uncertainty
and chaos in another country, thus potentially manipulating the recipients. Given
that the manipulation of information is not a new tactic, public information has long
been an important battlefield which must not be neglected (Porch 2002). However,
the situation has been aggravated and changed by social media. Two decades ago,
tyrants and terrorists, such as Saddam Hussein, Slobodan MiloSevi¢, and Osama bin
Laden, discovered mass media as a valuable vehicle for spreading their message
(Porch 2002). Moreover, potential enemies no longer need to be in direct contact
with established formats, but can share their message directly with the world via
social media. Governments and armed forces must therefore also show their point
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of view. However, caution is called for, because by “manipulating media images for
operational advantage, the military courts scepticism and hostility” (Porch
2002, 102).

In her contribution, The Dark Side of Interconnectivity: Social Media as a Cyber-
Weapon, Sofia Martins Geraldes describes how social media can be used as a
weapon. She explains why social media is classified as a cyber-weapon and what
dangers it entails. Using the Russia-Ukraine conflict as an example, she illustrates
how social media was used to spread fear and insecurity and how this, in turn, can
influence people’s trust in government and institutions. Furthermore, as part of the
population, soldiers are just as much as civilians exposed to mass media communi-
cation, which can therefore also have an impact on the attitude and behaviour of
soldiers (Rukavishnikov and Pugh 2018).

Similarly, in their contribution, Misinformation and Disinformation in Social
Media as the Pulse of Finnish National Security, Teija Norri-Sederholm, Elisa
Norovanto, Karolina Talvitie-Lamberg, and Aki-Mauri Huhtinen examine the chal-
lenges that misinformation and disinformation pose to governments and armed
forces in Europe in general and in Finland in particular. On the one hand, demo-
cratic governments cannot launch information operations to the same extent as other
political systems because of the risk of losing credibility. On the other hand, the
question is how to fend off such attacks in order to stabilise society. The authors
show that public trust and the provision of true news is a key concept for this.
However, measures to ward off mis- and disinformation attacks should not only be
implemented nationally, but also in international cooperation, as social media func-
tions transnationally.

The various contributions in this book show that social media is neither just an
opportunity nor simply a danger. As a ubiquitous interaction tool, it shapes the lives
of prospective soldiers already in training. This potentially results in a higher level
of distraction, which in turn — different to prior generations — can be detrimental to
their education. Moreover, the anonymity of certain social media platforms pro-
motes cyberbullying. As attacks on comrades and superiors can negatively influence
the ‘esprit de corps’, this could affect the effectiveness of armed forces. An advan-
tage of social media, however, is the fact that the images conveyed through it shape
the image of armed forces in society. In addition, social media discussions about the
armed forces give an insight into the online community’s attitude, which enables
unfiltered, direct feedback for armed forces, something that did not exist before the
social media era. Direct communication by members of the armed forces, in turn,
can be used to transport personal views. However, this type of communication also
carries the risk of conveying certain implicit ideas, clichés or role expectations,
which can lead to stereotyping of the armed forces. In addition to these unconscious
dangers inherent in the use of social media, social media can also be used in a tar-
geted manner to harm and manipulate others, just as it has been done before with
other media types (Porch 2002). Whether social media is an opportunity or a threat
depends on the context and the way in which it is used, as well as on the information
available in this context. In their contribution, Social Media Use in Contemporary
Armed Forces as a Mixed Blessing, Jelena Juvan and Uro$ Svete consider all these
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risks and chances, showing that social media is indeed a mixed blessing. They
explain that there are opportunities as well as risks in social media both on an insti-
tutional and an individual level. On the individual level, social media facilitates
communication with the home-front, which is an opportunity for soldiers. At the
same time, it is also a danger because, depending on the (type and extent of) infor-
mation they receive from home, soldiers can also become distracted from their mis-
sion, which could have fatal consequences. From an institutional point of view, on
the other hand, social media is a valuable and cost-effective tool for recruitment.
However, public sector organisations, such as armed forces, are not immune to
being victims of hate speeches or shitstorms, which can affect their reputation and
popular support.
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1 Introduction

The term “social media” originated in the 1990s (Bercovici 2010), and within a
generation its use in North American culture had become ubiquitous (Danesi 2019).
While to be human is to be social — we are unique in our abilities to read emotions,
communicate with a shared language, and co-build shared cultures — the need to be
face-to-face in social spaces no longer holds. Currently, we can express and experi-
ence our social nature through social media, which uses technologies for informa-
tion sharing, and social networking sites, which allow for communication and
interaction, typically within a bounded system of networks (boyd and Ellison 2007).
We see the impact of social media at the micro and macro level from psychological,
interpersonal, and institutional viewpoints as well as through beneficial connections
(and challenges) across major social institutions, societies, and cultures.

In this chapter, we contribute to emerging research on social media use and its
positive and negative consequences among university undergraduates in the United
States. We focus on comparing civilian students with their Reserve Officer Training
Corps (ROTC) and federal military academy peers. These three groups allow us to
examine civilian-military differences across a range of contexts. Military academy
cadets operate in a setting resembling aspects of a total institution (Goffman 1961) —
meaning large groups of people working and residing together for considerable
amounts of time in relative isolation from the larger community to which they
belong. Cadets sleep, socialize, eat, attend classes, and complete physical training
in the secure grounds of the academy and under its military regulations and ethos.
ROTC cadets attend a civilian university, live in civilian housing and attend pre-
dominantly civilian classes, but also attend ‘non-civilian’ classes as well as military
and physical training as part of their university’s military detachment. Civilian stu-
dents attend colleges and universities without directly engaging with military edu-
cation or training, regardless of whether or not their school happens to have an
ROTC detachment. Thus, military academy cadets and civilians represent the
‘purer’ ends of the continuum, while ROTC students exist at the intersection of the
civilian and military environments. A total institution can be more or less usurped
by social media, which might help us understand how undergraduates in these three
contexts differ in their use and experience of social media.

In the following sections we review the literature on social media use and the
military as well as trends in social media use among youth — including university
students. We then present preliminary findings from our study examining civilian
students, academy cadets, and ROTC cadets across a range of social media out-
comes, including how they use social media, educational impacts, negative social
impacts, and self-censorship and anxiety related to social media use. The chapter
concludes with a discussion of the implications of our study’s findings and thoughts
on directions for future research.
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1.1 The Military and Social Media

Although the United States military is at the forefront of many technological devel-
opments and adaptations, it can nevertheless lag behind mainstream society in
adopting new technologies. However, as is the case for civilian society, once intro-
duced, such technologies can quickly become ubiquitous, while the accompanying
norms and values used to regulate technology-related behavior dawdle. Due to this
cultural lag, the study of the military organization at the intersection of social media
is profoundly new. Indeed, we challenge the reader to peruse, as did we, the index
of books published before 2019 dealing with military topics and note that they men-
tion ‘social isolation’ and ‘social networking’, but not ‘social media’. Exceptions
include Silvestri’s (2015) book Social Media in the American War Zone, in which
she conducts interviews and follows a small group of Marines and their Facebook
posts. Her definition of social media, however, is narrow, examining only one spe-
cific medium — in this case Facebook — and how Marines communicate their deploy-
ment experiences. Similarly, retired General Martin Dempsey (with Brafman,
Dempsey and Brafman 2018), the former Chief of the Joint Chiefs of Staff of the
U.S. military, scratches the surface of social media with the idea of the ‘digital
echo’ — providing practical examples of where social media has lasting and pro-
foundly negative impacts because of its speed and ubiquity. This allows for potential
misuse at the intersection of public and private spaces, potentially undermining
group and leadership relations.

The U.S. military is a youth-oriented organization with approximately 66% of
the active duty force being 30 years old or younger (Department of Defense 2017).
This puts the majority of active duty personnel in the generational cohorts of
Millennials and Generation Z,! with a much smaller proportion of Generation Xers
(Dimock 2019) as well as a handful of senior Baby Boomer generals rounding out
the organization. Young people — especially those from younger cohorts — are fero-
cious social media consumers (Dimock 2019). While all generations increasingly
use social media, they differ on who uses which platforms (e.g., Facebook, Snapchat,
etc.) and to what ends. For example, Generation Z (18-24 years old) uses Snapchat
(78%) multiple times a day, while using Instagram (71%), Twitter (45%), and espe-
cially Facebook far less than Xers and Boomers (Smith and Anderson 2019).
Moreover, Zs began using social media at a younger age than Millennials, thus mak-
ing their use relatively life-long and ubiquitous. Such users are ‘digital natives’ who
are fluent in the language and interactions connected to computers, the internet, and
other screen technologies (Prensky 2001).

'Generations are typically a group of people born within the same time period. Scholars some-
times use the word “generation” to refer to a birth cohort. The following labels and birth years are
typically associated generations in the United States: G.I. Generation (1901-1924); Silent
Generation (1924-1945); Baby Boomers (1946—early 1960s); Generation X (early 1960s—1980);
Millennials (1981-mid to late 1990s); and Generation Z (late 1990s—present) (See Ender
etal. 2014).
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Building on the intersection of technology and demographics, our research con-
siders the extent to which people in the U.S. military use social media as well as the
outcomes and experiences their social media use might produce. We compare
university-affiliated adults of varying military attachment (i.e., ROTC cadets and
service academy cadets in their early twenties due to age restrictions for officer
commissioning) and non-military affiliated civilians (the vast majority in their early
twenties)? in terms of preferred platforms, time usage, and consequences of use.

The research literature on U.S. military service members provides some limited
studies on social media use in the military, with an overemphasis on military fami-
lies rather than on the exclusive domain of the work life of service members, espe-
cially during deployments (Ender and Segal 1996, 1998; Ender 1995, 2005, 2009;
Bell et al. 1999; Schumm et al. 2004). Research on service members’ use of social
media is even more sparse than research on the use by military families (Sherman
et al. 2016; Semaan et al. 2017). Furthermore, a cultural lag has been identified as
new social media are being adopted during war time, and ethics, policies, rules, and
norms struggle to keep up with informal and formal regulations of behavior on these
platforms (Wall 2010).

The U.S. experience should be understood within the broader context of western
democracies’ experience with the opportunities and challenges related to social
media. The British have conducted studies on how their service members use social
media in everyday ways and found that digital mundanity — that is, “...embodied,
unthought and routine practices” — helps to inform and deflect military institutional
identity (Maltby and Thornham 2016, 1165). The Swedes have examined blogs in a
military-deployed context for use and hegemonic narrative content (Hellman and
Wagnsson 2013; Hellman 2015) as well as similar use (Hellman et al. 2016) and
patterns of content convergence (Olsson et al. 2016) among citizens of EU member
states. The Canadians have adopted social media for institutional purposes, utilizing
YouTube to promote the military organization (Mirrlees 2015). Their efforts focus
on traditional recruitment for their all-volunteer military and on shaping the defini-
tion of the Canadian Armed Forces for both domestic and international audiences.
Another study criticizes the political dimensions of social media use among military
members (Lawson 2014). The authors claim that social media destabilizes dominant
discourses about the military — in fact, social media may be the dominant discourse
in an era of postmodern conflict, providing multiple voices and varied experiences
and views related to the military (Lawson 2014). The Israelis are perhaps the fur-
thest along in understanding the pervasiveness of social media in a forward deployed
context and in communicating with citizens (Kuntsman and Stein 2015). Thus, the
research literature is limited and spurious. However, it is clear that social media is a
universal feature of military work life whose impact is yet to be fully examined and
comprehended.

Another key transition brought about by the pervasiveness of social media is its
accelerating tactical and strategic uses in military spaces (Gray and Gordo 2014).

2Qur civilian samples are not restrictive — all eligible university students can complete the survey.
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Online and networked military spaces are being expanded in new and novel ways
(Maltby and Thornham 2016). Indeed, it is clear that current and future wars will be
fought both on the ground and in cyberspaces (Gray 1997). Swedish blogging
research about the mission in Afghanistan emphasized opportunities of social media
use in a deployment context outweighing the risks (Hellman and Wagnsson 2013).
However, we should be aware of the implications of sharing the horrors of war, out
of context, with all constituents via social media (Tait 2008).

1.2 Social Media Trends Among Youth

As social media usage quickly became a common experience for youth, researchers
scrambled to estimate the effects of these platforms on academic performance,
social lives, mental health, and self-esteem. Early work focused on computer-based
platforms such as MySpace, which had emerged as the most popular social net-
working platform by 2005, and instant messaging (boyd 2007). Spaces for online
identity creation, performance, and sociality created time requirements of users as
work was needed to build and maintain online personas, especially on social net-
working sites. Research suggests that social networking sites are becoming increas-
ingly important in building and maintaining interpersonal relationships (Spies
Shapiro and Margolin 2014). Users also have to consume the information available
on social media (they are, after all, being voyeuristic in their consumption of infor-
mation about others), which becomes especially important on sites that require
interactions, reactions, and repeat performances. Thus, social media use can be
time-consuming and represent lost opportunities with regard to other activities and
interactions.

There is limited published empirical research available on the exact amount of
time young adults spend on social media sites — although one implication is that
screens, from laptops and tablets to smart phones, are now the main sites for media
viewing. Tweens, teens, and young adults are more likely to use these devices to
stream TV shows, movies, and music than they are stationary televisions or desktop
computers, which makes their use mobile. They also use these screens to play video
games. Media consumption often occurs alongside social media usage; in fact, such
multi-tasking often is encouraged with chat rooms set up during video games and
real-time responses to media events on social media sites. Taken together, research-
ers estimate that American teenagers spend around 9 h a day on media sites. For
teens who are primarily social networkers, researchers estimate they spend slightly
more than 3 h a day on social media (Common Sense Media 2015).

A number of scholars during the 1990s began examining the effects of the perva-
siveness of communication media — including the dark side — on our lives (Gergen
1991; Meyrowitz 1993; Poster 1995; Turkle 1995). They chronicled the impact of
communication media on our identity and selves, arguing that the western self
would become mediated. Those works forecasted a coming social media pervasive-
ness including today’s problems such as bullying, trolling, sexting, and catfishing.
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Today’s teens report that a majority of them (approximately 59%) have experienced
some form of cyberbullying, most commonly name-calling and rumor-spreading
(Anderson 2018). These experiences have consequences, especially on men-
tal health.

These days, research, for instance by Twenge (2006, 2017), focuses on a genera-
tion that has come of age with social media. One key finding is the time and con-
stancy which Generation Z spends on social media sites. There is pressure to
participate and cultivate one’s online persona in order to avoid experiencing FOMO
(fear of missing out), which increases anxiety. Even though social media might
portray happy, perfect lives, Twenge’s (2017) research contributes to the growing
literature highlighting a connection between social media use and depression among
youth due to the constant demands and the frequent opportunities for social com-
parison (Fox and Moreland 2014; Lin et al. 2016).

Previous research indicates that military cadets differ little from their civilian
peers across a range of attitudinal outcome measures — where sex and race provide
greater explanatory power than institutional affiliation (Ender et al. 2014). However,
we expect that the strict organizational structure and culture at the federal military
academy may affect social media use and gratifications, causing these cadets to
report different patterns of attitudes, behaviors and experiences compared to the
social media experiences of ROTC cadets and civilian peers who attend civilian col-
leges and universities and are relatively more autonomous in their day-to-day activi-
ties. Given that these young collegians are the next generation of leaders in
government, the economy, and civic life, we believe that these are some of the domi-
nant areas in need of exploration at the intersection of the military and social media.

2 Method

The analysis is based on survey data collected from the Generation Z: Cadet and
Civilian Attitudes study.® The overall study seeks to establish a database of attitudes
in a specific segment of the U.S. population — military academy cadets, ROTC
cadets, and civilian college students known as Generation Z.* In the broader study

3The previous study is known as the Bi-Annual Attitude Survey of Students (BASS). The GENZ
is a continuation of the previous study with new and updated questions — specifically, questions
related to social media not asked on the BASS (Ender et al. 2014).

*Military academies are all-inclusive and exclusive university level boarding schools where all
cadets live, work, and study together. In the United States they include the United States Military
Academy at West Point, NY, the United States Air Force Academy at Colorado Springs, CO, the
United States Naval Academy in Annapolis, MD, and the United States Coast Guard Academy at
New London, CT. The Reserve Officer Training Corps (ROTC) is another source of officer acces-
sions. Officer Candidate School (OCS) and direct commissioning are two further sources. They
consist of university or college student-cadets that attend civilian universities across the United
States, participate in military education and training on campus, but live and study with their civil-
ian peers.
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we first examine attitudes toward a number of domains associated with military life,
such as military professionalism, civil-military relations, the role of the military, the
role of women in the military as well as social media questions and other social
issues. Secondly, we compare all three groups regarding the most prevalent social
problems facing their generation and the nation. Finally, we compare and contrast
these attitudes among cadets at military academies, ROTC cadets, and civilian col-
lege students.

For this contribution, we examine and provide some preliminary analyses of our
social media questions. This is an ongoing study that collects data from 100-200
individuals in each of the three target groups — military academy, ROTC, and civil-
ian college students — each semester (twice per year). We utilize an availability
sample. Cadets and civilians receive an email with an online link to the survey and
participate on a voluntary basis. The survey is confidential, anonymous, and private.

Over a period of four academic semesters between fall 2017 and spring 2019, we
surveyed about social media as part of a larger survey and have thus far obtained a
subsample of students and cadets (N = 960) with 593 participants from a single
military academy, 208 Reserve Officers’ Training Corps (ROTC) cadets at multiple
campuses, and 159 civilian college students at multiple campuses. The typical stu-
dent in the military academy sample is male, white, nineteen or younger, leaning
politically to the right, Christian, and in their first (freshman) year of college. ROTC
cadets are close in proximity to the demographics of the military academy cadets.
Civilian college students show far more diversity: a broader age range, a higher
share of women, and more representative proportions regarding race and ethnicity.

2.1 Measures

Our analyses are based on numerous web-based survey questions about social
media using close-ended Likert-type scales. We focus on three distinct areas. First,
questions include items about time use, such as: how much time do you spend
actively using social media? Is your level of social media use more or less than you
intend? We ask questions about educational impact, for instance: does social media
use during class distract you from class content? How often do you use social media
while working on academic homework assignments? To what extent does home-
work take longer due to the intrusiveness of social media? Secondly, there are sev-
eral questions that focus on the dark side of social media, asking whether or not one
has been a target of cyberbullying, public shaming, and trolling during their under-
graduate career. Finally, we ask a series of questions about censorship and anxiety
related to social media use, such as: how often do you self-censor when posting
your own content on social media? How often do you self-censor when responding
to other people’s posts on social media? How anxious are you about the possibility
of being a future target of cyberbullying, public shaming, and/or trolling on
social media?
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2.2 Analysis Plan

Our analyses focus on bivariate frequency distributions of the key outcome vari-
ables outlined in the prior section by our three distinct groups — academy cadets
(n =593), ROTC cadets (n = 208), and civilian college students (n = 159).5

3 Results

Students across the three groups reported significant differences in the amount of
time they spend on social media per day (one-way ANOVA, F = 57.769, p < .001).
At the low end (no table), military academy cadets spend on average 1.87 h per day
engaged with social media (s.d. = 1.68). ROTC cadets report spending 2.62 h on
social media daily (s.d. = 2.57), more than three-quarters of an hour longer than
their military academy peers. On the upper end of the distribution, civilian students
report an average of 4.08 h per day on social media (s.d. = 3.40), which is more than
double the average time reported by military academy cadets.

In addition to reporting the number of hours per day spent on social media, stu-
dents and cadets also shared how this time related to their intended amount of time
spent focused on social media (Table 1). Analysis confirms significant group differ-
ences between the intended and the actual time spent on social media (Chi-
square =26.913, p <.05). One in five civilian students reported spending significantly
more time than they intended on social media. Military academy and ROTC cadets
reported much lower levels of social media use that significantly exceeded their
intentions, at 8.8% and 10.6% respectively. The trade-off that appears to push the
distribution of civilian students’ time on social media to exceed expectations out of

Table 1 Group comparison of the amount of time spent actively on social media relative to
expectations®

Academy ROTC Civilian
Significantly more time than I intend 8.8% 10.6 20.4
Much more time than I intend 19.4 15.7 21.7
Slightly more time than I intend 38.8 37.9 37.5
Just the right amount of time 23.2 253 16.4
Slightly less than I intend 2.2 2.0 0.7
Much less than I intend 1.4 1.0 0.0
Significantly less time than I intend 2.2 2.0 1.3
I do not use social media 4.0 5.6 2.0

*Chi-square = 26.913, p < .05

SThe group Ns remain stable across each question with no more than 1-4 response differences
based on missing values for each question.
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line with their military academy and ROTC peers is at a level with “just the right
amount of time”. Approximately one quarter of military academy and ROTC cadets
reported spending just the right amount of time on social media, while only 16.4%
of civilian students indicate this level of use. Comparisons of social media use rela-
tive to expectations are much more harmonious across the three groups at the other
use levels. Very small percentages of each group use social media less than they
intend to or abstain from social media completely. It is not to be missed that less
than 5% of each group reported not using social media at all — thus, social media is
hyper-pervasive among our samples.

Cadets’ and students’ experiences with social media and its impact on academic
performance are reported in Table 2. Roughly a third of academy cadets reported
never being distracted in class by social media. The proportion of ROTC cadets
reporting never being distracted is considerably lower (23.3%), with civilians being
lower still (19.7%). The pattern of increased distraction indicates that academy and
ROTC cadets range from a quarter to a third of respondents across the three least
frequent disruption categories, whereas civilian students fall below 20% in the
“never” and “rarely” categories and then spike at 36% in the “sometimes” category.
Civilians also reported much higher proportions of usage categorized as “often”” and
“very often”, adding up to a total of a quarter of respondents. By comparison, just
over 10% of academy cadets reported these highest levels of academic distraction,
with ROTC cadets splitting the difference between groups at approximately 17%.
These results represent significant differences between the civilian and military
groups (Chi-square = 33.694, p < .01).

When asked to what degree it takes longer to complete homework due to the
intrusiveness of social media, greater parity across groups is observed, although
results continue to indicate significant group differences (Table 2;

Table 2 Educational impacts of social media use among undergraduates

Academy | ROTC | Civilian
In the last year, used social media during class | Never 33.6% 233 119.7
and it distracted me from class content.* Rarely 252 251 119.1
Sometimes 29.1 35.0 |36.3
Often 9.9 11.8 | 16.6
Very often 2.2 49 | 83
Doing homework takes longer due to the Strongly disagree | 2.6 5.1 1 0.7
intrusiveness of social media.® Disagree 5.8 8.1 1 10.6
Slightly disagree | 5.3 9.1 | 79
Neither agree nor | 11.5 122 | 11.3
disagree
Slightly agree 28.8 259 [ 19.2
Agree 254 19.3 126.5
Strongly agree 20.6 203. 238

*Chi-square = 33.694, p < .01
*Chi-square = 21.843, p < .05
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Chi-square =21.843, p <.05). More than 20% of respondents in each group strongly
agreed with this statement.

Approximately one fifth to one quarter of respondents in each group also indi-
cated agreement or slight agreement with this statement, with academy cadets
showing slightly higher proportions than their ROTC and civilian peers. On the
other end of the distribution, 2.6% of academy cadets and 5.1% of ROTC cadets
reported that social media never distracts them from their homework, whereas less
than 1% of civilian students reported the absence of social media distraction when
completing their homework. Taken together, more than two thirds of respondents
across all groups indicated some level of social media interference with their home-
work. The pattern shows that civilian students find social media the most distracting
in completing their academic work, followed by ROTC cadets, and then acad-
emy cadets.

Experiences with being a target of public shaming, cyberbullying, and/or trolling
as an undergraduate are summarized in Table 3. Results show that while these expe-
riences are relatively uncommon, between 10 and 20% of respondents from each
group report positive or probable (i.e., maybe) experiences with these negative out-
comes of social media. Among civilian students, 11.2% indicate they have been
publicly shamed, while 8.6% report being cyberbullied as undergraduates. These
values are more than twice the proportion of academy and ROTC cadets who
reported being the target of these social media behaviors (Shaming Chi-
square = 13.459, p < .01; Cyberbullying Chi-square = 20.017, p < .01). The results
for trolling suggest that while differences are observed, the three groups do not dif-
fer significantly from one another (Chi-square = 6.213, NS). ROTC cadets and civil-
ian students are more similar, with 8.1% and 7.9% indicating having been a victim
of this behavior, respectively. 4.5% of academy cadets reported experiencing troll-
ing, only half of their ROTC and civilian peers. In general, civilian students appear
to be most likely, whereas academy cadets appear to be least likely to experience
these negative effects of social media.

Table 3 Student experiences with the dark side of social media: public shaming, cyberbullying,
and trolling

Academy | ROTC | Civilian
I have been a victim of public shaming via social media as | Yes 4.3% 35 112
an undergraduate.” No 88.9 89.4 1809
Maybe | 6.9 7.1 7.9
I have been a victim of cyberbullying as an Yes 2.9 3.0 8.6
undergraduate.” No 905 94.9 |82.2
Maybe | 6.5 2.0 9.2
I have been a victim of trolling as an undergraduate.* Yes 4.5 8.1 7.9
No 89.2 86.9 84.2
Maybe | 6.3 5.1 7.9

*Chi-square = 13.459, p < .01
"Chi-square = 20.017, p < .01
°Chi-square = 6.213, NS
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Our final set of analyses focused on three censorship and anxiety items related to
social media (Table 4). The minor differences observed across the groups for these
outcome variables do not reach significance. More academy (40.9%) and ROTC
(42.3%) cadets than civilian students (33.3%) indicated that they “always” censor
themselves when posting to social media. Conversely, civilian students (20.6%) are
more likely to self-censor their own posts only “sometimes” compared to both acad-
emy (15.5%) and ROTC (14.8%) cadets. Nearly 10% of both civilian students and
ROTC cadets reported “never” censoring themselves when posting on social media,
which is nearly double the rate of academy cadets (5.3%).

When asked how often one self-censors when responding to another’s post on
social media, we see essentially the same pattern of results presented above for self-
censoring. Academy and ROTC cadets reported higher rates of “always” engaging
in self-censorship when responding to others (39.7% and 43.3%, respectively),
compared to civilians who trail behind at 33.1% for this level of self-censorship.
ROTC cadets (10.5%) had the highest proportion of individuals who reported that
they “never” self-censor when responding to others’ social media posts, followed by
7.3% of academy cadets and just 6.3% of civilian students. These results indicate
that ROTC cadets engage in similar levels of consistently refusing to self-censor in

Table 4 Group comparisons on censorship and anxiety related to social media among
undergraduates

Academy | ROTC | Civilian

How much do you censor yourself when posting on | Always 40.9% 423 333
social media due to concerns about how others may | Most of the | 30.8 269 27.0
respond to you or view you?* time

About half 7.6 6.0 9.9

the time

Sometimes 15.5 14.8 120.6

Never 5.3 9.9 9.2
How much do you censor yourself when responding | Always 39.7 433 |33.1
to others on social media due to concerns about how | Most of the | 30.2 254 1303
others may respond to you or view you?" time

About half 8.4 6.6 9.9

the time

Sometimes 14.5 144 1204

Never 7.3 10.5 6.3
To what degree are you anxious about being a Always 5.4 4.3 8.0
victim of trolling, bullying, or public shaming in the | Most of the 5.2 38 5.1
future due to having a social media presence?* time

About half 6.1 43 |10.1

the time

Sometimes 18.6 22.6 26.1

Never 64.7 65.1 |50.7

*Chi-square = 11.908, NS
"Chi-square = 9.204, NS
¢Chi-square = 12.505, NS
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their own posts and when responding to others. Academy cadets are slightly more
likely to “never” self-censor when responding to posts than in their own posts,
whereas the converse is true for civilian students.

Responses to the question of how anxious cadets and students where about being
a future victim of trolling, cyberbullying or public shaming on social media indicate
generally low levels of anxiety across all groups (Table 4). Seventy five to almost
90% of respondents across the three groups indicated either “never” or only “some-
times” feeling anxious. Both academy and ROTC cadets reported essentially similar
levels of anxiety about being targeted on social media, with two-thirds indicating
“never” being anxious, and approximately one fifth indicating “sometimes” being
anxious. Conversely, only half of the civilian students reported “never” being anx-
ious about being targeted on social media, with another quarter indicating “some-
times” being anxious. Regarding anxiety levels of “about half the time”, “most of
the time”, and “always”, academy and ROTC cadets reported approximately 4-6%
at each level, whereas civilians reported between 5 and 10% at each level.

Taken together, these results show a general pattern that Academy and ROTC
cadets reported engaging in higher levels of self-censorship on social media than
civilian students, with all groups indicating high levels of self-censorship.
Additionally, civilian students reported somewhat greater anxiety over being trolled,
bullied or shamed on social media — though all groups have a strong majority who
reported no to minimum anxiety.

4 Implications and Conclusion

In this paper we contribute to an emerging literature on the uses and positive and
negative consequences of social media use among university undergraduates in the
United States with a specific focus on comparing civilian students with their ROTC
and federal military academy peers. These three groups allow us to examine civilian-
military differences across a range of (non)military contexts — moving across rela-
tive total institutional contexts.

The study presented here provides some preliminary analyses of the univariate
results. Overall, there appears to be a civilian-military cleft when it comes to social
media uses and gratifications among (non)military-affiliated U.S. undergraduates,
with social media being more detrimental to civilians than cadets at the military
academy. Yet virtually all the undergraduates are impacted by social media, and all
groups are like-minded about the future of social media.

A more nuanced observation shows seven major findings from our study. First,
the more civilian, the more daily hours are spent on social media. Second, the more
civilian, the more time is spent on social media than actually intended/desired.
Third, the more civilian, the higher are the in-class distractions from social media.
Fourth, the more civilian, the more distracted students are by social media when
conducting homework. Fifth, the more civilian, the more students have had experi-
ences with the dark side of social media such as public shaming, cyberbullying, and
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trolling. Sixth, the more civilian, the less self-censoring occurs regarding posts on
social media. Last, all three groups share similar feelings about being future victims
of the dark side of social media, with civilians showing slightly greater anxiety.
Thus, the preliminary results show a civil-military difference: the more civilian, the
more pervasive social media is in the lives of undergraduate students. Stated another
way, the more military an undergraduate, the less pervasive social media is in their
everyday life.

Thus, the sociological question changes as follows: what is it about military
undergraduate life that mediates social media use? To begin with, social structure
may play a role. The lifeworld of military academy cadets and — somewhat less but
certainly more than that of civilians — ROTC cadets is more structurally demanding
both day-to-day and across the entire undergraduate experience. Military academy
institutions remain more total compared to civilian universities (Goffman 1961).
For example, all cadets have more strenuous academic, physical, and military
requirements than most civilian students (which is not to say that there are no under-
graduates with highly demanding day-to-day schedules, such as full and part-time
work, family commitments, athletic requirements, and rigorous courses either self-
and/or externally imposed). All cadets are required to be fulltime students with full
class attendance and less curricular choices — oriented toward graduating in eight
semesters/47 months — and all have athletic and military responsibilities and require-
ments. Additionally, cadets have socially restricted lives as dictated by the total
institution, such as limited campus privileges and daily 11 pm lights out in the dor-
mitories where all cadets reside. Thus, with time being a zero-sum entity — there are
only so many hours in a day — cadets simply cannot find the same downtime com-
pared to their civilian peers who have relatively more autonomy to spend time on
social media after they have completed the demands of the institution.

Another explanation might be subcultural. Cadets who self-select into the mili-
tary may possess a different cultural disposition than their civilian peers — they
might be less oriented toward social media and its popular civilian cultural trends
than civilians. In this way, cadets represent an ethos and subculture of American
society that has less interest in the musings found on social media.

Future research should address these topics with greater multivariate focus. First,
questions might include whether there are subgroups that vary in how they are
impacted by social media use. Previous research has found that sex and politics are
better predictors of attitudes than degrees of military affiliation among these groups
(Ender et al. 2014, 2016; Laurence et al. 2017; Matthews et al. 2009; Rohall et al.
2006). Might this hold true for social media where military affiliation becomes
increasingly less significant as more important variables are controlled? Ultimately,
are there pockets of subgroups that are social media misusers?

Secondly, there is the question of how social media relates to personal gratifica-
tions and mental health outcomes. Research suggests that screen time negatively
correlates with mental health. For example, Twenge (2017) reports that the higher
the amount of screen time, the higher the number of young people who report men-
tal health issues such as depression, loneliness, and suicidal ideation among other
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negative mental health outcomes. In our study, we have measures for self-esteem,
life satisfaction, and general well-being.

Finally, our data has multiple limitations. For one thing, the data is limited to
convenience/availability samples for all three groups, meaning that generalizability
is limited here. For another thing, our data represents but one moment in time. We
need to continue monitoring these social media uses where abatement of social
media is not the norm (Smith and Anderson 2019), keeping in mind that a dispro-
portionate number of both academy and ROTC cadets come from the civilian sector.
As younger generations become more comfortable with handheld technology and
the technology itself becomes more efficient (e.g., Apple watches), will their use
and gratifications follow them into university? Moreover, the data is based on self-
report social media usage and experiences. All three undergraduate groups could be
under-reporting a perceived social problem/addiction such as social media usage
and/or might be in denial about cyberbullying or harassment issues. Indeed, there
may even be nuanced differences among the three groups in their self-reporting. Yet,
the results do offer some preliminary empirical insights into the three groups and
their social media usage.

In terms of implications, we can offer two suggestions at this preliminary stage.
First, what can civilian institutions learn from military academies to structurally
reduce preoccupations with social media among civilian college students? Second,
what types of initiatives might be implemented that can educate all students and
cadets to self-regulate themselves? For example, data from the present study could
be with students to inform them about their usage in order to help them with their
personal time-management skills. In this regard, Google, for instance, offers a tech-
nological fix for social media use: the Google Analytics app for smart phones offers
daily and weekly analytics of cellphone usage and behavior including bounce rates,
pageviews, and pages and sessions.

Social media is pervasive among our sample groups — less than 5% of each group
report not using social media. Social media is here to stay, at least for the immediate
future (Smith and Anderson 2019). Its ubiquity intrudes on the lives of students and
cadets and impacts their ability to focus and concentrate as well as delivering and
creating anxiety — anxiety students do not need to compound the already profound
stress imposed by university study. Furthermore, excessive social media use may
not be setting a productive precedent for students as working citizens and future
leaders both in military and civilian society.
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Abstract A growing body of research highlights the impacts of social media use
for civilians. However, few studies have examined the possible implications of
social media use for military personnel. In order to fill this gap, we surveyed cadets
and faculty at a United States service academy. Most cadets and faculty members
agreed that cadets spend more time than is ideal on social media, and most faculty
surveyed had observed cadets using social (and other) media during lectures. Both
cadets and faculty agreed that social media use impedes academic performance.
However, social media use also had positive implications, as cadets listed connect-
ing with friends and family as motives for using these media. Separately, cadets
ranked the social media app Jodel among their top five most popular — in contrast to
civilians. Jodel affords anonymity and, as such, potentially enables cadets to post
controversial messages without fear of identification and accountability. Possible
implications of these findings for the academy and the armed forces are discussed.
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1 Introduction

At present, the youngest generation of personnel entering the armed forces and
service academies is digitally native — never having known life without the internet.
The Pew Research Center has dubbed the current college-age population as
“Generation Next” — a generation that is more digitally active than any previous
generation (Kohut et al. 2007; Madden and Jones 2002; Salaway et al. 2008).
Although a growing body of research highlights the implications of social media
use among young adults, especially for mental health and academic performance,
no previous research (to our knowledge) has examined the possible implications of
social media use for professional readiness at military service academies. As a first
step to fill this gap, we examined social media use at a United States service acad-
emy as well as the potential implications of this use for professional productivity
and readiness. We note that the findings of this study apply to the American context
and not necessarily to that of other countries.

The most closely-related research context for the current work consists of
research on social media use at civilian universities and colleges — and the implica-
tions of that use for academic performance. We will first examine what is known, to
this point, from the research conducted at civilian universities. Next, we will address
the question of whether the effects of social media use at a service academy resem-
ble those at civilian universities. Finally, we will discuss the potential implications
of social media use for the unique circumstances of the military.

Regarding students at civilian universities (and teenagers in the civilian popula-
tion, more broadly), although research has yielded contradictory findings, certain
patterns are emerging — notably the increasing use of social media. For example, the
UCLA Higher Education Research Institute has conducted the Freshman Survey for
nearly three decades, asking incoming freshmen to report how many hours per week
they spend doing a variety of activities. From 2007 to 2015, around a quarter of
freshmen consistently reported spending six or more hours per week on social
media. However, in 2016 the proportion of freshmen reporting social media use for
at least 6 h per week jumped to 40.9% - nearly 14 percentage points higher than the
previous high of 27.2% reached in both 2011 and 2014 (Eagan et al. 2016). In
another recent survey focusing on teens, the Pew Research Center found that 45%
say they are online almost constantly (Anderson and Jiang 2018) — suggesting the
possibility that this includes during class.

Focusing on the implications of social media use at civilian universities, Doleck
and Lajoie (2018) examined 23 peer reviewed articles from 2008 through 2016 and
found that roughly two thirds of the articles in their data set reported that social
media use predicts poorer academic performance. However, Doleck and Lajoie
caveat their findings due to a lack of clear definitions of “social media,” which sites
were used for the study, and which types of behaviors were examined. In the present
article, we distinguish between social media use for non-academic purposes versus
social media used as an integral part of academic tasks, focusing specifically on
the former.
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Notwithstanding the caveats to Doleck and Lajoie’s findings, a similar meta-
analysis (Liu et al. 2017) of 28 studies focusing on adolescents and young adults
found that increased social media use predicted poorer academic performance (i.e.,
grade point average or GPA) across most of the studies included. According to Liu
et al., one way in which social media use has been found to impair academic perfor-
mance lies in the multitasking involved with using social media while studying.
Multitasking is the simultaneous execution of two or more information-processing
activities (i.e., cognitive processes) at the same time. According to several studies,
multitasking by using a social media site while studying distracts attention from
learning, thereby impairing students’ overall semester GPAs (Karpinski et al. 2013;
Kirschner and Karpinski 2010; Judd 2014; Junco 2012; Junco and Cotten 2012;
Golub and Miloloza 2010). For example, Golub and Miloloza (2010) examined
multitasking and the intensity of Facebook use (i.e., a combination of variables
accounting for frequency of logins, duration of sessions, number of friends, atti-
tudes toward the use, and others). In a hierarchical regression analysis, Golub and
Miloloza first found that the intensity of Facebook use made a significant contribu-
tion to the prediction of a negative Facebook impact on academic performance. In a
later step, they found that active multitasking made a significant contribution above
and beyond the contribution of the intensity of Facebook use.

Increased reliance on social media sites has also been found to predict reduced
sleep quality and increased everyday cognitive failures (Orzech et al. 2016; Xanidis
and Brignell 2016). In particular, students who reported spending more time on
social media sites before bedtime were found to have more difficulty with their
school assignments than those who did not, because they were always cognitively
fatigued when in class or trying to study. Excessive social media use may have also
taken time away from the actual task of studying.

The effects of multitasking on performance might be particularly pronounced
among younger college students, as found by Junco (2015). Specifically, among
first-year college students, the amount of time spent on Facebook predicted lower
GPAs in a way that it did not for students in higher grades. When it came to multi-
tasking with Facebook (as opposed to the amount of time spent using it), multitask-
ing predicted lower GPAs for first-years, sophomores, and juniors, but not for
seniors. Seniors spent significantly less time on Facebook and less time multitask-
ing with Facebook than did students in the lower grades.

It should be noted, however, that the relationship between social media (and, in
particular, Facebook) use and academic performance has been found to depend on
the type of test used to measure academic performance. For example, when research-
ers examined literacy tests, they found that greater Facebook use predicted better
performance (Alloway et al. 2013). Alloway et al. (2013), for instance, found that
students who had been using Facebook for over one year achieved significantly
higher scores in working memory, verbal ability, and spelling compared with those
who had been using Facebook for less than a year. In that sense, Facebook use func-
tioned as a working memory task that trained students’ information-processing abil-
ity. The researchers speculated that the prolonged use of social media sites like
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Facebook might give students training that can boost cognitive skills and affect lit-
eracy test performance, including verbal and spelling scores.

1.1 Use of Media/Internet During Class

Focusing on media/internet use in general, several researchers have examined the
effects of such use during class. For example, Ravizza et al. (2017) assessed the
relationship between laptop internet use (both for academic and non-academic pur-
poses) and classroom performance. In addition, they assessed whether intelligence,
motivation, and interest in the course material could account for any relationship
between internet use and performance. Their results showed that non-academic
internet use was common among students who brought laptops to class and that
higher levels of non-academic internet use predicted poorer class performance. This
correlation could not be accounted for by motivation, interest, or intelligence. In
addition, class-related internet use conferred no benefit on classroom performance.

As one might guess, similar results emerged from research on cell phone use
during class. Bjornsen and Archer (2015) examined the correlation between daily
in-class cell phone use and test grades among college students. They found that
greater cell phone use predicted lower test scores, regardless of students’ sex and
GPAs. Concurring with all of the findings discussed above, Ellis et al. (2010) found
that multitasking during class caused lower grade performance among undergradu-
ate business students. Given the above findings regarding internet use during class,
we decided to examine any reported effects that classroom media use might have on
academic performance at a military academy.

In the following, we will examine the structure of military academies versus
civilian universities and the possible implications of social media use at military
academies.

1.2 Structure of Military Academies Versus Civilian
Unipversities in the United States

In the United States, military academies have a significantly different structure com-
pared to civilian universities. Some of the crucial differences are centered around
four major areas: military command structure, non-academic education/training,
time constraints for graduation, and living within a closed system. Regarding com-
mand structure, military academies sort cadets into multiple military units, e.g.
squadrons, companies, and others. These military units generally rank cadets in
upper grades higher than those in lower grades, assigning specific command roles to
cadets. The units are normally supervised by actual military officers and trainers,
who serve as mentors and role models to the cadets.
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In addition to the educational curriculum, academies include a significant non-
academic educational component tied to military and physical training. These
courses, events, and even participation in sports (intercollegiate and clubs) are con-
sidered an essential part of the Academy experience. Moreover, the non-academic
components are required for graduation and commissioning officers.

Military academies, due to law, regulation, and cost concerns, generally (with
very few exceptions) require cadets to complete their chosen degrees and non-
academic requirements in 4 years. Cadets receive grades and scores tied to their
performance across academic, military, and physical components. The academies
do not allow cadets to enter at any level other than freshman (i.e., cadets with previ-
ous higher education credits may transfer credits, but will still enter as freshmen and
be required to complete 4 years at the academy). The academies are also closed
systems as opposed to traditional, more open-system civilian universities. Cadets
live exclusively on campus and need a pass or permission to leave campus. This
practice has traditionally resulted in a more tightly-knit community, as almost all
interaction occurs within the boundaries of the military academy’s campus.

Although several factors differentiate military academies and civilian universi-
ties, they do share certain qualities. Namely, both provide academic educations and
degrees of the students’ choice. Both may include an honor code, although studies
at civilian universities did not consistently find that honor codes decrease cheating
(Konheim-Kalkstein et al. 2008). Within military academies, honor codes are a core
part of cadets’ obligations and are enforced more strictly than at civilian universi-
ties — a single infraction of an honor code can result in disenrollment. The honor
code at a military academy also requires adherence to a military chain of command,
paralleling the broader military context in which academies reside. To this point, it
is not known which, if any, implications social media use might have for academic
performance at service academies. The present paper takes a step toward addressing
this question.

1.3  Social Media Use and Academic Performance at Military
Service Academies

Although a growing body of research has examined the implications of social media
use for academic performance at civilian universities (e.g., the studies discussed
above, such as Eagan et al. 2016; Doleck and Lajoie 2018; Liu et al. 2017; Karpinski
et al. 2013; Kirschner and Karpinski 2010; Judd 2014; Junco 2012; Junco and
Cotten 2012; Golub and Miloloza 2010 and others), no such studies — to our knowl-
edge — have been conducted at military service academies. In the United States,
service academies provide cadets not only with an intensive academic curriculum,
but also with a demanding program of military leadership preparation as well as
athletic training. Cadets are preparing to become military leaders in highly regi-
mented and isolated environments. Like their civilian counterparts, cadets might
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turn toward social media as a means of connecting with friends, family, and other
cadets. However, at this point the extent and nature of social media use among
cadets are not yet known. Nevertheless, regardless of the similarities and differences
between cadets and students at civilian universities, it can be assumed that any nega-
tive effects of social media use on academic performance at service academies have
potential implications for the professional readiness of future military leaders.

Previous research on social media use in military settings has examined such use
by service members during deployment (e.g., Skopp et al. 2016). Results of this
research show that Facebook offers deployed service members an opportunity to
connect regularly with family members and friends, which may help bolster per-
ceived social support and deployment resilience. Indeed, several previous studies in
the civilian population have found that using social media can play a helpful role in
building social capital — something that can be potentially helpful in the military and
at service academies (e.g., Liu et al. 2016; Liu and Brown 2014; Ellison et al. 2007).
However, Skopp et al. (2016) note that the daily connection to home life and its
problems during deployment or the problematic use of Facebook may result in a
loss of camaraderie and other adverse outcomes. Furthermore, when deployed, ser-
vice members are on structured schedules in a dangerous environment and only
have access to a limited range of activities. Their attention to the mission is critical
to force readiness. Although cadets at a service academy are not deployed, their
lives may resemble those of deployed personnel in certain respects, such as time
pressures, structured schedules, attention to a mission, access to a limited range of
activities, and, importantly, isolation from family and friends outside the academy.
The use of social media and, in particular, Facebook might play a role in promoting
cadets’ mental health and resilience, but a question arises regarding the point at
which such use starts to interfere with academic achievement.

1.4 Behavioral Implications of Social Media Use
at Service Academies

In addition to the potential effects on academic achievement, the use of social media
could potentially have a variety of behavioral implications — both positive and nega-
tive — which have not been examined at service academies. On the one hand, as
noted above, previous studies have found that using social media can play a helpful
role in building social capital. On the other hand, social media has also been used
for cyber-bullying (Dooley et al. 2009; Harrison 2018).

According to Dooley et al. (2009), cyber-bullying comprises a set of aggressive
behaviors that are enacted via electronic media. A study by Vandebosch and van
Cleemput (2008) showed that those who engaged in cyber-bullying, perceived their
victims as being of greater, lesser, or equal strength, and many of the victims knew
their bullies in the real world (although the cyber-bullies hid their identities). It is of
particular note that the students in said study indicated that the weaker victims were
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often also the victims of face-to-face bullying, whereas those viewed as stronger
were bullied due to the anonymity that information and communication technology
(ICT) affords. Along these lines, Fauman (2008) suggested that anonymity may
minimize the need for cyber-bullies to be more powerful than their victims.
Anonymity appears to be a key feature of cyber-bullying for those who report that
they would not bully anyone offline (Vandebosch and van Cleemput 2008). This
finding highlights the potential for increased cyber-bullying — given that many more
people can engage in it than would normally bully anyone face-to-face.

Military services emphasize personal accountability and integrity. Thus, to the
extent that social media sites provide a potential mechanism for anti-ethical behav-
ior, such platforms can become problematic in a service academy setting.

1.5 Research Questions

In order to address the questions raised above, we examined whether military cadets
and faculty members at an academy in the United States perceive social media use
as affecting academic performance and behavioral conduct. Specifically, we fielded
online surveys of cadets and faculty at the academy in question. In both surveys, we
asked respondents to evaluate the amount of time cadets spend using social media
as well as any perceived impacts on academic performance. In the cadets’ survey,
we also asked about the motives for using social media. Finally, we surveyed cadets
on the social media sites that are most popular among them and analyzed which, if
any, potential implications the use of these sites might have for behavioral conduct
or the social environment.

Given the lack of prior research on social media use at military service acade-
mies, we took an exploratory approach to surveying cadets and faculty — without
hypothesizing in advance whether the patterns that have emerged at civilian univer-
sities would replicate at a service academy or not.

2 Method

2.1 Participants

In the fall of 2018, academy staff used a computer-generated process to randomly
select 2158 cadets for the survey. We are assuming that the list of email addresses
used is accurate and current. As such, we can assume that all those who did not
respond are eligible sample persons whom we are therefore considering as non-
respondents. Cadets received a link to the survey via email. They had to be at least
18 years old to participate and did so on a voluntary basis. Cadets were informed
that the survey is designed to examine their experience at the academy as well as the
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role that social media usage plays in that experience. They were told that their
answers will play a significant role in helping the academy understand the relation-
ship between social media and cadets’ experiences. Finally, cadets were informed
that with this understanding, the academy can take steps to enhance the cadet expe-
rience and better enable cadets to achieve their goals. Information regarding class
year, gender, race, and other demographics was not collected to prevent the possibil-
ity that responses could be attributed to a specific cadet.

In addition to surveying cadets, we fielded a separate survey of the faculty,
including faculty members, officers, and noncommissioned officers who have a role
in training cadets. Faculty members in the Mathematics Department (47) and the
Aeronautics Department (38), as well as 43 officers and 48 noncommissioned offi-
cers were contacted via email, making it a total of 176 contacts. Once again, we are
assuming that the list of email addresses used is accurate and current. As such, we
can assume that all those who did not respond are eligible sample persons whom we
are therefore considering as non-respondents. The email sent to faculty and staff
contained a link to the survey. It explained that social media use at the academy has
become a topic of increasing interest to academy leadership and that, with the sup-
port of academy leadership and the Human Research Protection Committee, MITRE
Corporation researchers are fielding a survey of faculty and staff on their percep-
tions of social media use among cadets. Within the survey, respondents were told
that the survey explores faculty and staff members’ perceptions of the role that
social media use plays in cadets’ experience at the academy. As was the case for the
cadet survey, respondents were told their answers will help the academy understand
the relationship between social media and cadets’ experiences so that it might
implement policies that enhance the cadet experience and better enable cadets to
achieve their goals.

2.2 Procedure and Survey Questions

The survey resided on a server housed at MITRE, and potential respondents con-
nected to the survey via a link, using encrypted (HTTPS) connections. The cadet
survey included a variety of questions on social media use and possible impacts on
performance. Given the potential for such questions to invoke socially desirable
responding (Maccoby and Maccoby 1954), in which respondents give answers
biased toward their perceptions of what is ‘correct’ or socially acceptable, we exam-
ined techniques for reducing such responding. Previous researchers have found that
phrasing questions ‘indirectly’ (e.g., from the perspective of another person or
group) can reduce socially desirable responding (Fisher 1993; Pacolet et al. 2012;
and Simon and Simon 1975). As such, we phrased the questions so that cadets could
answer regarding a ‘typical cadet in your class’ as opposed to themselves. Phrasing
the questions this way was designed to take the focus off individual respondents and
to elicit subjective perceptions of social media use by others.
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The cadet and faculty surveys included a variety of closed and open-ended ques-
tions pertaining to social media use. Respondents were asked to provide their evalu-
ations of the amount of time cadets spend using social media both inside and outside
of class. Faculty were asked whether they had ever observed a cadet (or cadets)
using email, social media, and/or the internet during a lecture. Both cadets and fac-
ulty were asked whether they believe social media usage has enhanced/had a posi-
tive impact on or hindered/had a negative impact on academic performance. In
addition, cadets were asked about key motives for using social media. Finally,
cadets provided their opinions as to which social media services a typical cadet in
their class uses most frequently. Response options for closed survey items were
presented as Likert scales to provide a standardized way of assessing behavioral and
attitudinal variation on the variables of interest. It should be noted, however, that the
cadet and faculty surveys were planned as part of independent studies and were not
originally intended to have comparable phrasing. Although comparisons between
cadet and faculty responses are provided, the slight differences in question wording
limit a direct comparison between these responses.

3 Results

3.1 Response Rates

Of the 2158 cadets contacted, a total of 894 responded to the survey. Two cadets
logged into the survey twice but completed it only the second time; thus, the first
entries were deleted. Another two logged into the survey twice and filled it out with
different responses each time. Both entries were deleted for each of these cadets, as
it was impossible to determine which entry represented their ‘accurate’ answers. In
total, we deleted six survey entries on the grounds that they were duplicates. Details
on the methodology and calculation of the response rate can be found below.! Using
the methodology described below, we determined the response rate to be 37.8%.

'Among the returned cadet survey questionnaires, we defined ‘complete’ questionnaires as those
with answers to 80.1-100% of the applicable questions, ‘partially-complete’ questionnaires as
those with answers to 50.1-80% of the applicable questions, and ‘break-offs” with answers to up
to 50% of the applicable questions. Using this standard, a total of 816 cadets completed the ques-
tionnaire (91.7%), a total of 26 cadets completed the questionnaire partially (2.9%), and a total of
48 cadets broke off participation (5.4%). With this information, we calculated the Response Rate
1 (from the American Association for Public Opinion Research 2016 Standard Definitions) as fol-
lows: the number of complete interviews divided by the number of interviews (complete plus
partial) plus the number of non-interviews (refusal and break-off plus non-contacts plus others)
plus all cases of unknown eligibility (unknown if housing unit, plus unknown, other). Specifically,
the formula is: I/[(I + P) + (R + NC + O) + (UH + UO)]. Plugging in our numbers, the Response
Rate 1 is 816/[(816 + 26) + (1264 + 48 + 4)] = 37.8%.
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Regarding the faculty and staff members contacted, a total of 48 individuals
responded to the survey. Following the methodology described below,> we deter-
mined the response rate to be 17.6%.

In order to put these response rates in perspective, in their respective surveys
Kelty and Bierman (2013) obtained a response rate of 44%, while Elliott et al.
(2011) obtained a 45% response rate. In a study by Diramio et al. (2015)...

... a sample of 167 students was obtained via online survey from an estimated population

of 1,800 veterans at seven public institutions (four research universities and three commu-

nity colleges), all within a single state located in the Southeastern United States [...] This

yielded a response rate of approximately 11%, which is low yet within a range typical for
online surveys.

3.2 Time Spent Using Social Media

Paralleling previous findings among civilians (e.g., Anderson and Jiang 2018) most
cadets and faculty noted that cadets spend ‘more time than is ideal’ or ‘too much
time’ on social media (Figs. 1 and 2). Cadets’ open-ended survey comments sug-
gested that they are spending more time on social media than would be beneficial
for their performance. Specifically, of the cadets who offered a comment one way or
the other in response to the question ‘How much time would you guess that a typical
cadet in your class spends actively using social media?’, 39 expressed an opinion
suggesting that social media use is excessive, while 18 offered an opinion that
it is not.

100.0
3
o 800
®
O 600 55.2
[T,
(]
e 400
S 18.0 17.8
o 200
a 0.4 2.1 . .
0'0 —
Too Little Slightly Less  Ideal Amount Slightly More ~ Too Much
Time Time than is of Time Time than is Time
Ideal Ideal

Fig. 1 Cadets’ Responses to “How much time would you guess that a typical cadet in your class
spends actively using social media?” (n = 890)

2Within the faculty/staff survey, 31 respondents completed the questionnaire (63.3%), eight
respondents completed the questionnaire partially (16.3%), and nine respondents broke off partici-
pation (18.4%). With this information, we calculate the Response Rate 1 (from the American
Association for Public Opinion Research 2016 Standard Definitions) as follows: 31/
[(31+8) + (128 + 9)] = 17.6%.
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Fig. 2 Faculty Responses to “As far as you can tell, how much time do cadets spend using social
media?” (n = 39)

3.3 Use of Media During Lectures

In addition to noting that most cadets spend more time than is ideal or too much
time on social media, most faculty respondents had observed cadets using media
during lectures (Fig. 3).
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Fig. 3 Faculty Responses to “Have you ever observed a cadet (or cadets) using email, social
media, and/or the internet during a lecture?” (n = 48)

Yes

3.4 Negative Reported Effects of Social Media Use
on Academic Performance

Both cadets and faculty agreed that social media use affects academic performance
negatively (Figs. 4 and 5). In response to the question ‘Regarding a typical cadet in
your class, would you guess that social media usage has enhanced or hindered that
cadets’ academic performance? (Other, please explain.)’, 120 cadets offered open-
ended comments along the theme that social media use hinders academic perfor-
mance. Thirty cadets offered comments suggesting that social media use does not
hinder academic performance, while 57 cadets expressed neutral opinions.



Social Media Use at a U.S. Military Academy: Perceived Implications for Performance... 43

100.0
90.0
80.0
70.0 57

60.0

50.0

Percent of Cadets

400
300 292
200
10.0
2.4 27
0.0 I I

Has Hindered Academic Has Had No Effect on Has Enhanced Academic Other (Please Explain)
Performance cademic Performance Performance

Fig. 4 Cadets’ Responses to “Regarding a typical cadet in your class, would you guess that social
media usage has enhanced or hindered that cadet’s academic performance?” (n = 840)
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Fig. 5 Faculty Responses to “In your opinion, does social media use positively or negatively
impact cadets’ academic performance?” (n = 39)
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3.5 Key Motive for Using Social Media: Connection

Given that both cadets and faculty agreed that social media use affects academic
performance negatively, we sought to understand cadets’ motives for using social
media. We therefore conducted a summative content analysis (Hsieh and Shannon
2005) on the open-ended question ‘If you use social media, please tell us anything
you wish to tell us about what motivates you to use it.” The most common motives
cadets listed included connecting with friends, family, people back home, the out-
side world; communication; entertainment; distraction; and boredom. In separate
comments, cadets cited the isolation of academy life and the need to maintain con-
nections outside the academy as being essential to navigating that life.

3.6 Use of Jodel

Although cadets reported maintaining connections with others as a positive use of
social media, the overall behavioral picture regarding social media use was mixed.
Within a different context, a study by the Pew Research Center (Anderson and Jiang
2018) found that YouTube, Instagram, Snapchat, Facebook, and Twitter (in that
order) are the most popular online platforms among teens in the broader population.
By contrast, cadets at the military academy we surveyed ranked the social media
app “Jodel” within the top five most popular platforms, following Instagram,
Snapchat, Facebook, and Twitter (Fig. 6).

These findings beg the question as to why YouTube (which 85% of American
teenagers claim to use, according to the Pew study) has not attracted more of a fol-
lowing at the academy. A likely reason could be that cadets do not represent the
general teenage population, as they are more engaged in academics and military
duties. As such, the difference may be an artifact of the demographics from which
the studies draw their samples.

Equally intriguing is the popularity of Jodel at the academy, seeing as Jodel did not
make the top eight among American teenagers, as reported in the Pew study. Jodel
allows users to maintain their anonymity and contains chat channels within a limited
geolocation. Given these parameters, it is possible that Jodel appeals to those who wish
to post messages on a non-attribution basis. For example, in response to the question
‘Please tell us anything you wish to tell us regarding the role that social media usage
plays in cadets’ experience at the academy’, seven faculty members cited cyber-bully-
ing via Jodel as a concern. Of these seven, two noted that superiors — including faculty
themselves — are cyber-bullied via Jodel. In response to the question ‘What would you
guess are the specific effects that social media usage has on the life of a typical cadet in
your class?’, three cadets noted the use of Jodel for spreading cynicism.



Social Media Use at a U.S. Military Academy: Perceived Implications for Performance... 45

Instagram me——— 28.6
Snapchat m———— 24.5
Facebook m—— 16.2
Twitter m——— 153
Jode| mm— 9.4
GroupMe m 1.5
Tinder m 1.4
YouTube » 1.0
Reddit 1 0.5
Netflix 1 0.3
texting 10.3
video games 1 0.1
Spotify 0.1
Skype 1 0.1
Pinterest | 0.1
Yik Yak 1 0.1
LinkedIn 1 0.1
iFunny 0.1
Facetime | 0.1
dating apps 1 0.1
Don't Know 1 0.1
Other 0.0
0.0 10.0 20.0 30.0 40.0 50.0 60.0 70.0 80.0 90.0 100.0
Percent of Cadets

Fig. 6 Cadets’ Responses to “Which social media services does a typical cadet in your class use
most frequently?” (Total number of services listed was 2693. Cadets could each list up to four
services.)

4 Discussion

The results of our surveys present a mixed picture of social media use at the acad-
emy we surveyed. They also suggest that, in some ways, cadets at this academy
resemble their civilian counterparts in some ways, but differ from them in other
ways. Similar to their civilian counterparts (whose social media use has increased
dramatically over the past few years), according to most cadet and faculty respon-
dents, cadets are perceived as spending more time on social media than is ideal. The
time spent on social media has often extended into class time, as most faculty
respondents had observed cadets using media during lectures. Given previous
research showing that non-academic internet use during class predicts poorer aca-
demic performance (Ravizza et al. 2017), our findings regarding cadets’ use of
media during class hold possible implications for professional readiness.
Underscoring this point, both cadets and faculty agreed that social media use affects
academic performance negatively. This finding aligns with the results of numerous
studies conducted at civilian universities, which (with some exceptions) show that
non-academic social media use predicts poorer academic performance (e.g., Liu
et al. 2017).
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The influence of social media use is not entirely negative, however. According to
our qualitative data analysis of comments on cadets’ motives for using social media,
they listed connections with friends, family, people back home, and the outside
world as well as communication most frequently. Cadets also cited the isolation of
academy life and the need to maintain connections outside the academy as being
essential to navigating their academy experience. These findings are consistent with
those of Skopp et al. (2016), who found that as long as social media is used in non-
problematic ways, such media can bolster perceived social support and resilience
among service members. Our findings are also consistent with those of research
with civilians, showing that social media use can provide essential social capital for
users (Liu et al. 2016; Liu and Brown 2014; Ellison et al. 2007). In that sense, if
used in moderation, social media may have significant positive implications for
cadets’ psychological well-being, which can help them meet the demands of the
academy while coping with the reported isolation of that life.

When social media is used in problematic ways, however, such behavior has
implications that appear to be unique to military settings. Our findings showed that
cadets ranked the social media platform Jodel among the top five most popular plat-
forms at the academy, whereas civilian respondents did not rank Jodel in their top
five. With Jodel’s provision of anonymity, the platform undoubtedly serves as an
attractive outlet for cadets wishing to express opinions that are not acceptable. Such
conduct has potential implications that go beyond the effects of social media use on
academic performance. In particular, conduct that entails bullying of other cadets
has the unique potential to diminish both social and task cohesion among this rela-
tively small and isolated student body, and thereby also to impede military training
tasks that cadets must accomplish collaboratively. It should be remembered that all
medically fit cadets who graduate from U.S. military academies are guaranteed an
officer’s commission in their respective service — whereas cadets in Reserve
Officers’ Training Corps (ROTC) programs and in officer candidate schools are
competing for commissions that are not guaranteed. Thus, if there is a systemic
negative effect on cohesion-related behavior at a service academy, it could poten-
tially have broader effects on the military via this key commissioning source.

Equally troubling is the finding of cadets’ cyber-bullying of faculty members,
which threatens the military chain of command at the academy in question in addi-
tion to the potential for negative social-psychological effects on faculty members
(Harrison 2018). The current findings parallel those of Vandebosch and van Cleemput
(2008), who found that those viewed as stronger were bullied due to the anonymity
provided by information and communication technology (ICT). The military empha-
sizes personal accountability and integrity. Thus, to the extent that anonymous plat-
forms promote anti-ethical behavior, such platforms become problematic because
they erode the respect that supports military chain of command structures.
Disrespectful conduct also holds negative implications for the public image of the
academy and of the cadets themselves. Finally, such conduct online could have neg-
ative implications for operational security if future service members use Jodel in an
inappropriate manner off-base — given that Jodel operates using a geo-fence.

In conclusion, this work serves as an initial step toward understanding the multi-
faceted implications of social media use at a U.S. military academy and, as such,
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raises some urgent questions. One of these questions is concerned with how cadets
can be enabled to reap the benefits of social media for connecting with friends, fam-
ily, and others at their academy while balancing that social media use with accom-
plishing professional tasks. In many ways, this question can be applied to the
civilian population in general as well. However, it is particularly significant in the
case of service academy cadets and other service members because of the urgent
nature of the tasks that military personnel must accomplish and the unique role of
the military in upholding national security. Furthermore, the results of the current
study raise the question whether similar findings regarding social media use apply
to other service academies and to military bases — both domestic and overseas.

An additional consideration raised by this descriptive study relates to broader
security issues. While local force security and larger national security issues related
to social media use have been well-documented, the increased popularity of geo-
local sites (e.g., Jodel) that provide anonymity for posters and the type of informa-
tion that appears to be produced by these sites require careful study moving forward.
As social media use occurs all over the world, there is also the question whether
such findings apply to the armed forces of other countries.

Finally, the results of our work raise questions regarding what more can be done
to prevent cadets and — potentially — military service members in general from
engaging in cyber-bullying their peers as well as superiors and faculty members.
Although policies and training curricula do exist, an examination of the extent to
which cadets and faculty at military academies and service members in general are
aware of extant policies related to social media use and cyber-bullying appears war-
ranted. In addition, the current findings call for investigation into whether policies
and curricula can be augmented or updated to account for the anonymous nature of
some social media platforms. Any proposed changes to policies or curricula can be
tested experimentally or quasi-experimentally to determine their effectiveness.

When it comes to the civilian population and especially college students, over a
decade of research now exists on the implications of social media use for well-
being, performance, and behavior. We hope that this contribution as well as the other
contributions in this anthology serve as a call to arms for military planners to initiate
further inquiry into the unique implications of social media use for the armed forces.
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The Need for Visibility: The Influence
of Social Media Communication on Swiss
Armed Forces Officers

Eva Moehlecke de Baseggio

Abstract Social media is becoming increasingly central within armed forces’
communication strategies. While there is research on the external impacts of social
media communication, less is known about the effects on actual employees. Thus,
the focus of this contribution is to collect and analyse the wishes, needs, and atti-
tudes of officers of the Swiss Armed Forces that relate to social media communica-
tion in particular and communication in general. Designed as an explorative study,
34 semi-structured interviews were conducted and a qualitative content analysis
was carried out. Besides some rather instrumental issues related to social media
communication, three soft factors related to and affected by (social media) com-
munication emerged. These are visibility, identification, and commitment. The three
concepts are interrelated and at least partly dependent on each other. The analysis of
the interviews and the theoretical embedding show the high sensitivity of cadre
members towards organisational communication as well as the many ways in which
communication affects their work, motivation, and well-being.

Keywords Social media - Semi-structured interviews - Content analysis -
Visibility - Organisational identity - Affective commitment

1 Introduction

The Swiss Armed Forces, hereinafter referred to as SAF, regard social media mainly
as a tool for reaching out to society and especially to young people, as they are the
ones forming the recruitment pool for the armed forces. However, in 2016, SAF
leadership also identified the cadre personnel of the SAF as an important stake-
holder group for the SAF’s official social media communication. The starting point
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for this was the need to improve cadre recruitment in order to satisfy SAF staffing
requirements, as sufficient and stable cadre personnel numbers are decisive for the
SAF to successfully fulfil their mandates. A catalogue of measures was defined to
master the staffing challenge. Although the information and communication needs
of cadre personnel were part of this package, there was a lack of a deeper under-
standing and empirical evidence. Therefore, research concerning communication
needs and desires of cadre employees was necessary.

At the same time, the SAF command and its communication department chose to
pay special attention to the contemporary social media platforms related both to
reaching out to youth and the recruitment' of cadre personnel. Social media was
new to the SAF, and again, scientific data and knowledge about the effects of social
media communication were welcome to gain insights into the influence these plat-
forms have on the SAF and on Swiss society. Thus, in order to combine both require-
ments, an extensive research project was launched, which also included the analysis
of the specific needs and desires of cadre personnel related to social media. However,
as it is difficult to collect data on the needs and desires connected to social media
alone while leaving general communication needs aside, the cadre subproject com-
prises both communication needs and attitudes in general as well as beliefs and
desires regarding social media communication in particular. The nature of the proj-
ect is explorative, which gave leeway for qualitative research in the form of semi-
structured interviews.’

The project being explorative, the state of research and most of all the epistemic
interest defined the research topic, which in turn defined the interview question-
naire. Thus, the state of research and the research question pursued are described in
the following, before the method applied as well as the results including the theo-
retical formulation of the findings are explained and discussed.

2 State of Research and Research Question

Social media communication has become a firm component in the external com-
munication of organisations. In a survey among 2710 communications experts of
joint-stock or private enterprises, public sector agencies, and non-profit-organisations
across Europe in 2016, the respondents rated social media as the third most impor-
tant channel and predicted it to be the second most important channel by 2019
(Zerfass et al. 2016). Some academic research is being conducted on Public
Relations, focusing mainly on the interrelations between organisations and their
stakeholders and reputation management (Pleil and Matthias 2017). Three out of
four organisational communication experts believe that social media impacts and

'The SAF are based on a militia system and on conscription and thus do not need to recruit in the
original sense.

>The author wishes to thank Jennifer Victoria Scurrell, who in large parts conducted and analysed
the interviews on which this article is based.
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changes stakeholders’ perception of an organisation (ibid.). Among the stakeholders
are the employees of an organisation. Under the term of employer branding,
organisations aim to strengthen staff retention or to recruit new employees (Karnica
and Kumar 2019; Pleil and Matthias 2017). Social media has become a relevant ele-
ment regarding recruitment. In their study among MBA students, Karnica and
Kumar (2019) were able to confirm a moderating effect of social media on the
person-organisation fit — which stands for the compatibility of a person’s values
with those of the organisation — and the evaluation of an organisation as an attractive
employer.

Social media thus enables organisations to intensify the public awareness of their
brand, including their employer brand. This effect goes back to the freely available
information about an organisation on social media, which is in line with the findings
that visibility is one of the four central affordances of social media (Treem and
Leonardi 2013). The effects of social media on organisations are also the focus of
corporate identity scholars (Devereux et al. 2017). The social media presence of
organisations contributes to heightened visibility and intensified relationships with
stakeholders (ibid.). Due to the fact that this type of media is designed for interac-
tion, it inherently bears the technological prerequisites to start a dialogue or interact
with the conversation partners. Thereby, social media potentially establishes rela-
tionships between the communicating parties (Kissel and Biittgen 2015). However,
without a clear communication concept, including an organisation’s communication
targets and the stakeholders’ social media behaviour, needs and expectations, social
media communication will not succeed (Pleil and Matthias 2017). Furthermore, the
interrelations between communication and employee engagement have been
researched for communication in general, but not specifically for social media com-
munication. A beneficial internal communication contributes to increased employee
engagement by providing employees with the resources necessary to fulfil their
work, and beyond that also deepens workplace relationships (Karanges et al. 2015).
The external communication of an organisation, in turn, is found to be linked with
employee productivity, job satisfaction, and trust (Kandlousi et al. 2010).

Thus, the goal of the interviews and the subsequent analyses is to answer the fol-
lowing research questions: how does the social media communication of the SAF
affect their cadre personnel? Can the SAF’s social media communication contribute
to the recruitment and retention of cadre members, and if yes, by which mechanisms?

3 Method

Data collection took place by conducting a total of 34 interviews, 31 of which were
semi-structured. Furthermore, one focus group interview with four Press and
Information Officers (PIOs) was conducted, as well as two expert interviews with
communications experts, all of whom are cadre members of the SAF themselves.
Semi-structured, guided interviews are an ideal method for the present research
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questions. On the one hand, they offer the chance to touch upon all relevant issues,
while, on the other hand, leaving enough room to capture the wider context of
meaning of the interviewees’ statements (Rager et al. 1999). Additionally, semi-
structured interviews allow researchers to capture the ideas of a small population
group, such as the SAF’s cadre personnel, and to perform explorative analyses
(ibid.). They further not only ensure a retrospective assessment of the phenomena
associated with the research question pursued, but also include a real-time evalua-
tion (Gioia et al. 2012).

The interviews were conducted between February and June 2018. The sample for
the 37 interviewees was set up according to theoretical considerations and involved
both professional and militia cadre personnel, whereby 21 of the participants are
professional officers (or aspirants for professional officers), and 16 are conscript
officers. The SAF are based on conscription and a militia system. Conscription
applies to young men only, whereas women can participate on a voluntary basis.
The constitution explicitly does not allow a regular, i.e., professional force (Federal
Constitution of the Swiss Confederation 1999). Hence, the SAF consist mainly of
militia troops with only a low share of professional officers.

The lowest ranked person interviewed is a Chief Sergeant Major (CSM), while
the highest ranked person is the Chief of the Armed Forces, who holds the rank of
Lieutenant General. In addition to the Chief of the Armed Forces, interviews with
three other members of the SAF command were conducted. Of the 37 participants,
six are senior staff officers. Full anonymity was granted to all participants — with the
exception of the members of the SAF command and the communication experts,
whom it is rather easy to single out. Therefore, anonymisation would have been of
little use in those cases.

The shortest interview lasted 26:13 min, while the longest one took 1 h 17:04 min,
with the average length being 46:48 min per interview. The interviews were con-
ducted using a thematically oriented questionnaire containing questions on the gen-
eral needs and wishes of cadre personnel related to communication, and on the
communication channels they assess as adequate. The questionnaire also focusses
on the advantages and disadvantages of social media, for which purposes cadre
personnel think it is appropriate, and whether social media and the SAF match.
Finally, it asks about the effects of social media on the motivation of cadre person-
nel, why this type of media can be motivating or, if the contrary applies, why not.
Personal attitude regarding the use of social media is the subject of the next part of
the interviews, which includes questions about what cadre personnel would like to
be integrated or changed in the SAF’s social media communication, as well as ques-
tions on their private and military social media use. Apart from the questions on
communication and social media, the interviewees were asked about their military
ambitions as well as given a few demographic questions on, for instance, education,
age or military rank. Except for the demographic ones, all questions are open and
non-leading, which corresponds to methodological best practice (Gioia et al. 2012).
In order for the interviewees to describe their views as freely as possible, the ques-
tionnaire served as an orientation guide rather than dictating a rigid order. Moreover,
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new questions, which were not included in the questionnaire, came up in the course
of the interviews (Flick 2004).

After being fully transcribed, all interviews were first subjected to an analysis
based on the method of grounded theory by Strauss (2004). Performing a text-based
analysis allows to go beyond the manifest text, and to include a further level of
meaning which may not be apparent at first glance (Mayring 1994). Next, a qualita-
tive content analysis was conducted, which in a first step consisted of open coding
using inductive in vivo codes (Bohm 2007). Three randomly chosen interviews
were independently in vivo coded by the author and another researcher. The results
were compared and grouped into categories — the axial codes (ibid.) — which were
formulated based both on empirical evidence and theory. For the next two inter-
views, which were also randomly chosen, the content analysis was again carried out
doubly by both researchers. One person did the analysis using the draft category
system consisting of the axial codes, while the other used open coding. Finally, the
results were compared, and the draft category system was refined. The remaining
interviews, except for those with the members of the SAF command, were subjected
to a content analysis using the refined category system, which was constantly vet-
ted. In a third and final step, the selective coding, the central and integrating phe-
nomenon of ‘communication’ emerged. This motive seems obvious and was already
present in the research question, which, according to Bohm (2007), is a common
thing to happen. The goal of this type of analysis is to condense the extensive raw
material of the interview transcripts into common underlying motives shared by the
participants. Thus, the emerging category system can be understood as a translation
of the interview texts into generalised statements, whereby the term generalisation
accounts for the analysed group only.

The four interviews with the SAF command were also analysed separately by
both researchers by means of open coding. For each of these interviews, a separate
category system was set up, and the eight resulting category systems were compared
and analysed.

As a generalised statement, the needs, desires, opinions, and attitudes of the
SAF’s cadre personnel can be summed up into the main axial categories, visibility,
identification, and commitment. The categories do not stand isolated from each
other, but are interrelated and show high degrees of interdependencies. Table 1
shows the categories as well as some corresponding in vivo codes.

The results related to the main axial categories, which in the process of forming
them were grounded on inductively collected in vivo codes and theoretical, hence
deductive formulation, will be presented and theoretically explained in the follow-
ing. The methodological procedure was based on a mixed inductive and deductive
approach (Gioia et al. 2012; Mayring 2000). Firstly, however, some specific state-
ments of cadre members regarding social media as communication channels of the
SAF will be presented and complemented with the views of the communications
experts.
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Table 1 Overview of content analysis main categories and extract of in vivo codes

Selective Axial
category category In vivo code (extracts only)
Communication | Visibility Do good and talk about it.

Need for more proactive communication
Society does not know what we do.

Identification | Better information flow would increase identification with
the SAF.

Need for a feeling of belonging to the SAF/a subgroup in the
SAF

Unsystematic social media communication

Commitment | The SAF is a matter close to the heart.

Proud of what we do.

Militia cadre is not involved enough in the information flow.

4 Social Media as Communication Channels of the SAF

The SAF’s cadre personnel almost unanimously understand social media as simply
another instrument in the communications tool kit. However, it is a relevant one,
seeing as almost a third (32%) of the Swiss electorate knows at least one of the
SAF’s social media channels (Szvircsev Tresch et al. 2019). Thus, most of the par-
ticipants assess social media as a necessity and an accompanying tool to the more
traditional communication channels. They further recognise the potential of social
media to reach youth and think of it as a means to “create a positive noise level”
(Interview 16).°

When asked about the communication purposes for which cadre personnel think
social media is adequate, they cite the possibility to tell positive stories in a modern,
proactive way, to use it for Public Relations, and to motivate young people to do
military service. They associate these purposes with one of the advantages inherent
in social media platforms, namely the chance to communicate through pictures and
videos. These visual media types are a good means to transport and evoke emotions,
something that is much harder to achieve with words only (Fahmy et al. 2006). Most
of the participants do not see a field of tensions or even conflicts between the open
and informal social media platforms and the hierarchically organised, rather closed
structure of the SAF. When asked whether the SAF and social media match, one
interviewee puts it as follows:

In my eyes, they absolutely match. Because our recruits, the present ones and our future
recruits, those are the ones that are on these platforms. And if [the platforms] don’t fit the
SAF, then we are just outdated in that area. Then it’s our problem and not the problem of
the young ones, that’s my opinion. (Interview 11)

3All quotes taken from the interviews were translated from German into English by the author.
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The expert and focus group interviews with the communications experts — all of
them are cadre personnel of the SAF, as well — draw a very similar picture. In the
experts’ views, the most central advantage of social media is its immediacy and
seemingly low costs compared to print products or adverts. They endorse the opin-
ion of the above quoted interviewee that social media is an adequate means to reach
youth. On social media, it is possible to show young people that the military service
can be interesting and enjoyable. In addition to these instrumental characteristics,
the experts attribute another dimension of meaning to social media platforms, which
is the possibility to increase the self-esteem of the SAF’s personnel by giving them
a stage to present what they actually do in the SAF. Consequently, the communica-
tion experts assess the SAF’s personnel as well as their relatives and friends as the
main target group for the SAF’s Facebook presence. They also list social media as a
way to show the true face of the SAF, and to inform the (civil) population about
what services the SAF do for society, to endow sense, and to communicate in a
transparent, open, and authentic way. Thus, to the experts, the goal of such social
media communication is to generate credibility.

In the interviews, the experts touch upon soft-factor effects of social media com-
munication on the SAF’s cadre personnel, such as a means to increase self-esteem.
These factors gain considerable weight in the interviews with the other cadre mem-
bers, who do not work for the communication department and hence possibly have
a less instrumental perspective on social media communication. The factors are
reflected in the three axial categories already mentioned above: visibility, identifica-
tion, and commitment. The interrelations between the SAF’s communication and
these aspects will be discussed in the following, with specific focus on the matters
related to or reinforced by social media.

5 Visibility: The Source of Appreciation and Respect

The interviewed SAF cadre members consistently stated a desire for the SAF’s offi-
cial communication to be more proactive. They wish for communication to be posi-
tive, transparent, credible, and authentic, or in the words of one participant:

On the contrary, the army should very much present itself, again the word proactive, as
modern, open, you know. What cannot happen is that the population gets the impression
that there are just order-receiving steel helmets here, who somehow mourn the Cold War
and still prepare for it. This cannot be, rather the army should present itself as a modern,
lean instrument, in which one can profit a lot for civilian life, for oneself. (Interview 15)

Transparency, credibility, and authenticity imply the notion to portray the organ-
isation’s complexity and diversity — the latter referring to units, functions, and tasks
rather than demographic diversity. By communicating more proactively, the SAF
cadre members hope to increase the external visibility of the SAF and thus to
achieve a higher degree of information in society on what services the SAF offer
and how taxpayers’ money is spent. This is done - consciously or
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unconsciously — with the aim to legitimate the organisation and, associated there-
with, to obtain public appreciation.

Conversely, information is a predecessor for the formation of external apprecia-
tion. Society needs to be informed on the missions and performance of the SAF, and
cadre members are aware of that. This probably rather intuitive assessment of the
impact that communication can have is supported by a study conducted by Ho and
Cho (2016). By analysing the perceived performance of the police, the study found
that in situations with a lack of information, people base their assessment on pre-
conceptions and clichés, which generally leads to a lower assessment of the perfor-
mance, thus resulting in lower trust invested in the police (ibid.). On the other hand,
when people perceive the police as a communicating agency, they judge their per-
formance higher and invest higher trust in them, independent of the actual perfor-
mance (ibid.). In the case of the SAF, the participants feel that the population is
ill-informed about the missions the SAF need to fulfil and what military service
looks like. One interviewee expresses this opinion as follows:

And I just see that there are many people, of all categories, from ten to 70, 80 years old, they
just simply don’t know what we do. And that’s really a pity, because we do good things. We
don’t sell, well, not sell, but we just don’t show it enough or did not show enough, that we
do this. (Interview 3)

Another participant uses even more pointed words by stating that “the army has
zero visibility, and thus zero support in the population. And that’s the army’s doom,
and we cannot steer towards that. The army has to be perceived by the public”
(Interview 37).

Cadre personnel feel that communicative visibility would support them in gain-
ing the much-needed public appreciation, which in their view has faded along with
the decreasing societal significance of the SAF. They explicitly state the belief that
if the SAF communicate extensively, appreciation will return, both externally in
society and internally in the organisation, as the SAF and their actions will be more
visible again. One officer tells a story about how he organised a parade through a
village with his troops.* The soldiers’ motivation for the parade was low and at a
certain point, he himself started to doubt the idea, especially as it required great
efforts. Nevertheless, he decided to go ahead with the parade. He recounts:

There were a lot of people standing on the side of the road. And they applauded when the
troops came by. ... Yes, there were so many people, it was unbelievable. The effect it had!
The soldiers themselves and the officers too, I noticed afterwards, they almost were like 5
to 10 centimetres taller afterwards. They had never seen that before, that there are people at
the side of the road who applaud. (Interview 37)

“In the Swiss context, military parades are very unusual. The last major military parade in
Switzerland took place 30 years ago (see Aargauer Zeitung (2019): Why There Have Been No
Military Parades in Switzerland for a Long Time [online]. [Viewed 18 February 2020]. Available
from: https://www.aargauerzeitung.ch/schweiz/warum-es-in-der-schweiz-schon-lange-keine-
militaerparaden-mehr-gibt-134741044)
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As the troops cannot constantly parade in the streets of Switzerland, social media
is, in the eyes of one participant, an ideal means to get a feeling for the appreciation
the public attributes to the SAF and their personnel. The interactivity of social
media platforms allows those who like to do so to comment on what they have just
read, heard or seen — even if it is just a like or an emoji that they post as a comment.
It lends a feeling of respect and recognition when people react to the SAF’s social
media posts with comments such as “Hey, great stuff!”, or “We are proud of what
you do, boys!” (Interview 36). Accordingly, the possibility of making one’s work
visible on social media, or even to generally increase the organisation’s visibility, is
one of the main affordances that make social media so attractive to organisations
(Treem and Leonardi 2013).

However, it is not just the organisation which needs acceptance. Its employees
and cadre members have a similar need to feel accepted and appreciated. Without an
informed public, these needs cannot be met. On the contrary, the lack of information
mentioned by cadre members leads to the converse feeling of not being appreciated
by society for their work, as states one participant:

Somehow, I have the impression that the army doesn’t do enough to make the population
aware of what we effectively do for them, like what would go wrong if the army didn’t exist
anymore. Many organisations would be lost if the army couldn’t show up anymore with all
the means it has. (Interview 30)

Thus, visibility and positive communication contents are of the utmost impor-
tance for the SAF and their cadre personnel, given that the interviewees link exter-
nal visibility with appreciation. Being represented in the SAF’s communication
makes them feel seen and appreciated as individuals. This desire is not unusual —
people have the desire to make their work seen by others, as it lends them a sense of
empowerment by feeling visible and thus respected and appreciated (Baroncelli and
Freitas 2011; Boons et al. 2015; Suchman 1995). Fittingly, the participants identify
social media platforms as the adequate tools to boost the visibility of their organisa-
tion, including its different units, members, and the corresponding functions.

Inner-organisational appreciation is another important subject linked to visibil-
ity. Cadre personnel are very sensitive with regard to who is portrayed how in the
SAF’s communications products. They are deeply perceptive of the unequal featur-
ing of commands, divisions, regiments, units, and military functions, particularly on
social media. The conception that one’s own unit is under-represented is unani-
mously shared. One participant stated a certain lack of understanding of the fact that
the graduation ceremony of one of the training courses was portrayed, whereas the
graduation ceremony of his own training course was not. Further comments in this
regard were frequently made in the interviews. Similarly, many feel that they only
see armoured infantry and grenadiers in the SAF’s communication, especially on
social media channels addressed to youth, and criticise that there is more to the SAF
than just jets and tanks. Logistics, transport or other back office units are rarely
portrayed, which the participants interpret as not being attractive enough. They
often consider this unequal communication behaviour to be a lack of inner-
organisational appreciation for the members of the remaining units.
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Cadre personnel also feel that an increased visibility of the SAF via social media
would make their professional lives easier. Better informed recruits, for example,
have a more realistic idea of the SAF, which translates into more realistic expecta-
tions. It goes without saying that such recruits are easier to train. Thus, as was men-
tioned above, social media platforms are the ideal channels to address and inform
future recruits in an adequate way.

6 Communication and Organisational Identification

Identification comprises the classification of oneself into a group of similar people,
whereby the similarity can be based on individual preferences, common activities or
similar people (He and Brown 2013; Kim et al. 2010). Organisational identification
of the SAF’s personnel with the organisation involves shared organisational atti-
tudes and behaviour, thereby increasing the willingness of the individual to accept
inconveniences, stress, and even harm on behalf of the greater good, which in this
case is the good of the SAF (Kim et al. 2010). Moreover, it relates to organisational
membership (Scott 2007), and is the psychological tie that connects the organisation
and its employees (Wiesenfeld et al. 1999). The stronger the organisational identifi-
cation of an employee, the less the cognitive distance between oneself and the
organisation is felt (Shamir and Kark 2004).

A vast majority of the interviewees looks for connection points they can use to
identify more strongly with the SAF. However, although they do feel the need to
identify with the organisation and to feel loyalty for it, they do not have enough
obvious contact points. A career officer who expresses his need to identify more
strongly with the SAF sees potential for enhancing organisational identification in
web-based communication platforms. He explains his idea of a closed internet
forum for professional SAF officers, believing that “the feeling of belonging would
increase, like ‘we are military professionals’. That could be something new, some-
thing nice.” (Interview 31).

Those interviewees who feel a strong organisational identification with the SAF
present a common pattern. Their value systems are rather traditionalist and conser-
vative. As connecting points to identify with the SAF, they mention aspects such as
manliness, patriotism, homeland, and the duty to serve it. Remarkably, these per-
sons generally perceive social media as a threat rather than an opportunity, and
evaluate these platforms as something which “does not stand for the values of the
SAF” (Interview 4) or, as one participant puts it, they simply “don’t have such a
good feeling about that stuff.” (Interview 14).

The majority, however, wishes for communication to be more proactive. This
desire implies that cadre members evaluated the SAF’s communication — such as it
was at the time the interviews were conducted — as not being active enough. It is a
negative assessment of at least one aspect of the SAF’s communication and thus
influences the organisational identification of the cadre personnel. Further criticism
of the SAF’s communication comes from conscript officers, who consistently state
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that the information flow for conscript cadre members is poor. When asked whether
this makes them feel taken less seriously, one participant responds:

“I think so, or, you know, it would just make it easier, I think, it would increase the identi-
fication with the organisation, you see.” (Interview 7)

Organisational identification is entangled with communication from and with top
management, so-called vertical communication (Bartels et al. 2010). The impor-
tance of vertical communication lies in promoting clarity about the organisation and
its values towards the employees, and thereby in minimising possible uncertainties.
The degree of identification of employees with their organisation is connected with
how they value that communication (ibid.). Thus, if cadre personnel think they
receive either too little or too much information from the SAF command, both is
perceived as a lack of appreciation, which affects their organisational identification.
Beyond that, communication is linked with organisational identification through its
power to create shared meanings and thus a common context (Wiesenfeld et al.
1999). Over time, this mechanism produces an image or an identity of the organisa-
tion to which its personnel can relate, hence deepening their identification with the
organisation (ibid.).

Enhanced visibility does not only affect the public’s appreciation of the SAF and
their personnel, but also influences the identification of the employees with the
organisation itself. Seeing and recognising oneself or one’s organisation in com-
munications products creates pride and the possibility to show what cadre members
actually do. Additionally, the feeling that one is being seen and respected is a pre-
cursor to organisational identification (Boons et al. 2015). Moreover, the employ-
ees’ perception of their organisation as being esteemed is also an antecedent for
developing organisational identification (He and Brown 2013; Jones and Volpe
2010). Through the prestige of the organisation, the individual employee can link
his or her identity to that of the organisation and, by being a part of it, profit from its
high reputation (He and Brown 2013; Jones and Volpe 2010; Kim et al. 2010). The
external view of an organisation is in large parts, albeit not exclusively, shaped by
the organisation’s communication. Due to the speed, immediacy, and low costs
social media entails (excluding payroll costs, of course, which cannot be underesti-
mated), much of the SAF’s day-to-day communication takes place on their social
media channels. Therefore, it is of fundamental importance that these platforms be
maintained at a high-quality level. Only then can social media offer first hand
impressions of the public’s opinion of the SAF.

Furthermore, the interactive structure of social media deepens the process of
cadre members’ organisational identification by reinforcing it with each interaction
(Jones and Volpe 2010). Identification thus emerges in the continuous interplay of
how others perceive the organisation and incorporating this perception with that of
the organisation’s members (Mujib 2017). Having said this, most of the interview-
ees stated the feeling that the SAF’s social media communication seemed to be
somewhat without concept. The participants think it could be much more successful
if it were conceptually embedded in the organisation’s integrated communication.
They thereby express criticism of the SAF’s vertical communication, which is
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linked directly to organisational identification. This criticism is further illustrated by
statements referring, for instance, to the fact that the participants miss a common
terminology for certain issues, which they think should be distributed to all staff
members of the same ranks. Similarly, if basically necessary information is com-
municated in a hesitant or even secretive way, they associate this manner of com-
munication with low appreciation and deficient vertical communication. This, in the
medium and long term, can lead to a lower level of organisational identification.
One interviewee explains that instead of focusing on informing people so that
everybody follows the same goals, as is the case in the private business sector, in the
SAF the focus lies on protecting information. According to him, the reason for this
behaviour lies in the fear of the SAF that the media could interpret something in an
unfavourable light, or that they might publish something the SAF does not wish to
be published (Interview 7). This approach is contrary to the communication culture
on social media, which is characterised by openness and informality. What is more,
it stands in contrast to research studying the link between transparency and trust in
governments, which found that transparency, even when something negative is
reported, does not impact trust negatively (Grimmelikhuijsen 2012).

7 Affective Commitment and Motivation

Identification stands for the sense of membership to a group, which in the specific
case of organisational identification is the membership to organisation-related
groups. It is a rather self-referential evaluation that serves the definition of the self
as a function of the group membership based on the perceived similarity in qualities
or fate with the other members (Gautam et al. 2004; Jones and Volpe 2010).
Organisational commitment, on the other hand, indicates a stable and enduring atti-
tude towards the organisation, which builds on the relationship between the organ-
isation and the individual (Gautam et al. 2004; Mercurio 2015). Although it is a
multi-dimensional concept, its core essence is found to be its most emotional ele-
ment: affective commitment (Mercurio 2015). Affective commitment includes feel-
ing proud to be a part of the organisation, having an emotional bond with it, being
involved, and having a sense of belonging (Felfe et al. 2006), which results in a
certain attitude towards the job (Camilleri and Van der Heijden 2007; Mercurio
2015). In this context, one participant refers to the armed forces as being “a matter
close to the heart”, which suggests a strong affective commitment (Interview 8).
Although there is some overlap between organisational identification and affec-
tive commitment, both concepts need to be kept separately (Gautam et al. 2004), as
organisational identification actually impacts affective commitment, rather than
being the same (Jones and Volpe 2010). Organisational commitment is of the utmost
importance for the organisation, as it influences the employees’ performance and
motivation positively (Camilleri and Van der Heijden 2007). Employees need to
know what happens inside the organisation in order to develop a sense of commit-
ment. Thus, communication plays an important role. The link between
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communication and organisational commitment, or more specifically affective com-
mitment, is produced by communication satisfaction. The latter stands for the
degree of employees’ satisfaction with the organisation’s information and commu-
nication as a whole (Chan and Lai 2017). Communication satisfaction — also a
multi-dimensional concept — includes communication climate, supervisory com-
munication, organisational integration, media quality, and personal feedback, as
well as horizontal, corporate, and subordinate communication (ibid.).
Communication satisfaction is an antecedent of organisational commitment: if
employees are satisfied with communication in their workplace, their organisational
commitment will increase (ibid.).

In this context, especially the effects of communication satisfaction on job per-
formance need to be highlighted (Kandlousi et al. 2010). At the time of the inter-
views, the cadre members who participated in this study, did not feel satisfied with
the SAF’s communication, nor did they feel supported enough in terms of commu-
nication. Many conscript cadre members stated the wish for communicative support
with regard to being able to show their families and civilian employers the useful-
ness and added value of their military service. They clearly sense a certain pressure
to justify their absences in their civilian lives, and feel it would make it easier for
them if they were able to show how skills and abilities acquired during military
service can be transferred into their civilian lives. While these participants recognise
the limits of the more traditional communication channels, they assess social media
as the channel ideally suited to fulfil this desire.

Hence, the SAF should focus on improving communication satisfaction and con-
sequently the commitment of their cadre personnel. Cadre members can be consid-
ered to be the soul of the organisation, meaning they are the most valuable to an
organisation. Therefore, they should ideally have a strong feeling of affective com-
mitment. However, especially conscript cadre personnel feel they are being strongly
neglected in terms of communication and information. One interviewee points out
that, “as militia cadre, you really have the same level of information as the public.
Now for, let’s say for overall subjects, you know, or things where you’re directly
involved, yes, but as militia cadre you don’t have any head start on information”
(Interview 7). The interviewee goes on to describe the level of information of a
conscript cadre member as being the same level that people have at the regular’s
table of the local pub. Another participant connects this feeling of neglect to the elit-
ism within the SAF, stating that “one would have to communicate more proactively.
Maybe also about conscript cadre members who are close and anchored there, and
not only from the high horse, from the career military cadre point of view”
(Interview 8).

These quotes illustrate the conscript cadre members’ sense of being excluded
and not being taken seriously, which leads to feelings of a lack of organisational
support and hence frustration. These feelings are detrimental to the affective com-
mitment cadre members feel towards the organisation, as perceived organisational
support is a relevant influence on affective commitment (Mercurio 2015). Another
example for this mechanism is the feeling of not being visible, or the feeling of
being part of an organisation that serves the public, but about which the public
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knows very little at times (see chapter “Visibility”). This is reflected in the following
statement, in which the participant explains how he felt when he had to leave work
for a few weeks of military service:

... [S]Jomebody wishes me a nice vacation, and then I sleep four hours a night and work a
lot. Sure, you have to take this up to a certain degree. And I always say, you are welcome to
join me for a day, but you have to do a full day so you can see how it works. (Interview 15)

Such misconceptions by the public thus show that the desired visibility discussed
in the above chapter is entangled with the level of affective commitment cadre
members feel. Without visibility, the external image and prestige of the organisation
will suffer. Accordingly, the individual will not feel proud to be part of the organisa-
tion to the same extent as before, hence the level of affective commitment might
decrease. The above statement describes a negative direction of these interdepen-
dencies. However, if they occur in a positive form, cadre personnel’s motivation and
their affective commitment will be strengthened.

8 Conclusion

The aim of the present analysis was to answer the research question as to how the
SAF’s social media communication influences their cadre members, and whether it
contributes to the recruitment as well as retention of cadre members. The content
analysis of the interviews conducted reveals some major effects of communication
on cadre personnel. These are: the feeling of appreciation and respect through an
increased visibility of the organisation, including its members and their work; the
issue of organisational identification, which stands for feeling that one is a member
of the organisation; and the commitment of cadre members towards the SAF, includ-
ing pride in being a part of the organisation and experiencing a sense of belonging.

Cadre personnel, just as all employees, have a need to feel appreciated by their
employer. In the case of the SAF, which are part of the Swiss governmental appara-
tus, this extends to the general public as their ultimate funders. Without knowledge
of the activities of the armed forces as part of the governmental apparatus, members
of the public will not invest trust in them and thus will not show respect
(Grimmelikhuijsen 2012). At the same time, by communicating and informing the
public about the SAF, their members and their work, the employees feel seen and
appreciated by the organisation itself. Increased visibility has been shown to be one
of the main advantages social media offers (Treem and Leonardi 2013). This type of
media is excellently suited for informing the public and, at the same time, lending a
feeling of appreciation to the SAF’s employees, as social media (potentially) reaches
a broad audience on both the internal and external level of the organisation.
Appreciation is not a luxury good which can be spared. On the contrary, empirical
evidence points to it being the most important of the three rewarding factors, finan-
cial rewards, job security, and appreciation (Stocker et al. 2010). Feeling
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appreciated is linked with job satisfaction and, even more so, mitigates negative
effects of job-related inconveniences (ibid.).

The second issue, the organisational identification of cadre members with the
SAF, is of fundamental importance. Employees who identify strongly with the
organisation invest more time and effort into the organisation, show stronger moti-
vation, productivity, and higher job satisfaction, and there is a higher probability
that they remain with the organisation (Gautam et al. 2004; Kim et al. 2010;
Wiesenfeld et al. 1999). Most importantly, the likelihood of employees who identify
strongly with their organisation to understand the organisation’s perspective and to
act in its best interests is higher than it is with employees who do not identify with
the organisation (Kim et al. 2010). Social media platforms foster and intensify
organisational identification by shaping — together with other communication chan-
nels — the external image of the organisation. They thus create a certain image or
prestige of the organisation, which boosts the identification of its employees by
being part of a prestigious organisation. Moreover, the interactional character of
social media potentially contributes to deepening the organisational identification
with each positive interaction. Devereux et al. (2017) established how social media
contributes to intensifying the relationship with the different stakeholders involved,
such as the SAF’s cadre members. The allegation by cadre members that the SAF’s
social media communication seemed somewhat without concept is a phenomenon
often found in the early stages of social media communication (Pleil and Matthias
2017). The SAF reacted to this problem and put a fair amount of effort into concep-
tualising their social media communication, however, the interviews took place
before that.

Finally, the affective commitment of the SAF’s cadre members is connected to
their communication satisfaction, which of course interrelates with their wish for
communication to be more proactive, hence creating an increased visibility of the
SAF. As was stated above, since the interviews were conducted, the SAF’s com-
munication has been reviewed, which might have considerably affected cadre mem-
ber’s communication satisfaction as well. One way or another, the effects of
communication on the commitment of the cadre members need to be considered, as
they affect all organisation members, including cadre.

The three issues elaborated in this chapter are not solely dependent upon com-
munication, let alone upon social media communication. Although the latter can
hardly be analysed separately from communication in general, it nevertheless offers
a few unique characteristics, such as the vicinity to the public and access to the
immediate reactions of society members as well as the interactional design of social
media platforms. In order for interaction to get off the ground, the SAF should
invest in managing their community and cultivate interaction, keeping in mind that
the community’s reactions contribute to the SAF’s cadre members’ feeling appreci-
ated. Moreover, the use of pictures and videos as well as the diversity of communi-
cation content that can be published allow the organisation to portray itself in all its
complexity — including the different units, divisions, and functions — and hence to
work on the one aspect that lies above all others: increasing the SAF’s visibility. By
doing that, the concerns, desires, and needs of the SAF’s cadre members can be



66 E. Moehlecke de Baseggio

addressed, which in turn contributes to their job satisfaction. As increased job satis-
faction is vital to staff retention in the SAF, the connection between communication
and retention has been established. Whether there is also a link between the recruit-
ment of cadre members and communication is difficult to say, because the SAF are
based on a militia system and conscription and thus do not recruit in the actual
sense. However, it is fair to say that good communication will foster rather than
hinder members of the SAF to join their cadre personnel.

It goes without saying that the 34 interviews, which are the empirical foundation
of this qualitative research, are by no means representative of the whole of the SAF
cadre personnel. Neither is the category system which served as the base for analys-
ing the interviews conclusive. It merely mirrors the statements of those members of
the SAF’s cadre personnel who were interviewed, based on the researchers’ under-
standing and explanation. As is always the case in qualitative research, the role of
the researchers is to keep as neutral as possible and not to include personal interpre-
tation patterns. Thus, by developing the category system of this study in pairs, we
hope that we were able to minimise a researcher’s effect.
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Abstract As a gendered organisation, the military’s organisational identity is
based, among other things, on what is considered as stereotypic masculinity: strong,
brave, and tough men represent the ideal warrior. The increasing number of female
soldiers threatens this part of the organisational identity. Social media such as
Instagram serves as a means to reflect organisational identity. Therefore, the follow-
ing contribution examines how the armed forces deal with the gendered nature of
the military by comparing the portrayal of women on the Instagram profiles of the
Swedish and the Swiss Armed Forces. In consideration of the societal context as
well as both countries’ military characteristics, we analyse whether gender stereo-
types in the military are highlighted or reduced and how the female body is treated
in relation to military identity. A visual content analysis of the Instagram posts from
2018 reveals that women are portrayed in stereotypical masculine roles in the case
of the Swedish Armed Forces, whereas the Instagram pictures of the Swiss Armed
Forces portraying women highlight stereotypical female attributes.
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1 Introduction

Social media offers organisations new means to promote their identity among their
target audience and to convey their messages through images. Organisational use of
social media can affect the way organisations are perceived externally, for instance
by the population. It can also spur internal dynamics and discussion. Research on
social media and military organisations has so far focused on the role of social
media as a strategic narrative and a channel for public communication. At the indi-
vidual level, soldiers’ experiences of war have also been analysed. However, there
is less research on social media as an instrument or reflection of organisational
identity.

Historically and politically linked to civil rights and duties, the military is a gen-
dered organisation in which traditional images of masculinity dominate. The current
transformation of the armed forces and their tasks — which require more and more
non-traditional combat skills — as well as the increasing admission of women to the
military in general and to combat functions in particular challenges this hegemonic
masculinity. It is likely that social media plays a role in this regard as a reflection of
organisational identity: either by (re-)producing or by breaking gender stereotypes
in the military. However, this needs to be explored further.

The objective of this contribution is to compare the portrayal of women on the
Instagram accounts of the Swedish and the Swiss Armed Forces in consideration of
the societal context as well as both countries’ military characteristics, with special
focus on the inclusion and participation of women. The armed forces of Sweden and
Switzerland are alike in many respects. They have similar goals and tasks — such as
peacebuilding and subsidiary support of civilian authorities in addition to national
defence — and both have conscription systems. However, when reintroducing con-
scription in 2018 after having tried out a professional system since 2010, Sweden
chose to make its military gender-neutral. Furthermore, both men and women can
still join the armed forces voluntarily in Sweden. Thus, we are comparing two coun-
tries one of which aims to include women, whereas the other conscripts only men
while keeping military service for women voluntary. As state authorities, both coun-
tries’ armed forces are, of course, bound by their respective equality laws and regu-
lations. At this point, it is worth mentioning that women’s suffrage was introduced
in 1921 in Sweden and only 50 years later, in 1971, in Switzerland. Moreover, same
sex marriage in Sweden has been possible since 2009, but is not allowed in
Switzerland, which only offers registered partnership for same-sex couples. These
differences in the development of gender equality might affect the position of
women (and other non-dominant groups) in the military. Even though both coun-
tries aim to increase the proportion of women in the military organisation, accord-
ing to Bondolfi (2012), conscription that only applies to men leads to an imbalance
of the sexes, especially in upper cadre positions. Furthermore, without equal regula-
tions for men and women concerning compulsory military service, actual equality
between the sexes in the armed forces is difficult to achieve (Bondolfi 2012). In
addition, with the temporary suspension of the compulsory military service, the
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Swedish military organisation was forced to adapt to the recruiting conditions of
other public and private organisations, and to be able to attract both sexes. Such dif-
ferences can affect the identities of the different military organisations. This raises
the question of how women are portrayed on the official Instagram account of the
Swedish and the Swiss Armed Forces, and whether the difference in the recruitment
of women is recognisably transmitted to this online communication platform. We
expect the two countries’ different backgrounds regarding gender policies and equal
opportunity as well as the different recruiting strategies to be reflected in the way
the respective armed forces portray women on Instagram.

We consider women’s portrayal on the official Instagram accounts of armed
forces an important element for the research on gender equality in the military as
well as for armed forces communication research. Firstly, the significance of the
portrayal is reinforced by the fact that images make up the largest part of Instagram
by far, whereas texts are of little importance. Secondly, image contents are shaped
by narrative organisational patterns and affect the recipient’s perception of the por-
trayed content. The Instagram posts were analysed using a quantitative as well as a
qualitative approach for visual analysis. The discussion of the results addresses the
different ways in which gendered portrayals are used by military organisations,
either by reproducing or breaking gender stereotypes.

The present contribution is structured as follows: firstly, we introduce previous
research and theories on the military as a gendered organisation. Here, the centrality
of the military body becomes apparent. In addition, research on social media and the
military is discussed. In the next section, the method and material of the study are
presented. Thirdly, we present the results of each country separately before a com-
parison is made. Finally, conclusions are drawn and suggestions for further research
presented.

2 Theoretical Frame

2.1 The Military as a Gendered Organisation

Armed forces all over the world are considered gendered organisations (Addelston
and Stirratt 1996; Sasson-Levy 2011; Muhr and Slok-Andersen 2017; Alvinius and
Holmberg 2019). A major trait of military identity is masculinisation (Hearn 2011;
Hale 2012). Masculine or gendered identities are not individual characteristics, but
are constructed in social interaction (Goffman 1959) and can be reinforced and
reproduced by institutions (Hinjosa 2010; Acker 1990). It could therefore be
assumed that feminisation is not a common feature in military organisations.
Although the image of the strong, brave, tough warrior does not apply to every sol-
dier, this stereotype of the ideal and hegemonic warrior nevertheless prevails
(Duncanson 2009). As women are now allowed to join the military, this part of the
organisational identity is being threatened (Sasson-Levy 2011), as is also noted by
Pin-Fat and Stern:
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Gendered divisions, because of their associations with the “natural,” provide a powerful
mechanism for creating seemingly stable categories, or zones of distinction. Gender coding
creates a “natural” order of distinctions whose grammar serves as an organizing principle
for political life. Attempts at sustaining boundaries between the military and civilian life,
men and women, war and peace, and so on reveal how these boundaries rely on clear coding
of masculinity and femininity and how the taken-for-granted identity of military and the
boundaries upon which it rests are unsettled by the inclusion of the feminine (Pin-Fat and
Stern 2005: 34).

Pin-Fat and Stern (2005) argue that a gendered distinction is necessary for uphold-
ing the myth of the military as protecting the nation and soldiers sacrificing their
lives for this cause. The feminisation of the military (by introducing female sol-
diers) challenges this idea in fundamental ways. Therefore, it is particularly inter-
esting to study how women are embodied in the military, and how the female body
is dealt with in relation to military identity.

The construction of the military body as masculine has been extensively
researched. For instance, allowing young people to enter into uniform has been
interpreted as a technique used by government to produce subjectivities in them by
performing masculinity (Wells 2014). It appears that a woman in the military either
has to work to become a man and practice hyper- masculinity (Hopfl 2003; Sasson-
Levy 2011) or be assigned a female role. Here the rescue of private Jessica Lynch
may serve as an example. Pin-Fat and Stern outline this media-effective, staged
story, discussing how it reinforces and unsettles the masculine identity of the mili-
tary by representing “Lynch as a woman in the fighting ranks™ (2005: 27). Previous
research thus emphasises that soldiers are embodied in a context of what we per-
ceive as either masculinity or femininity. The question is whether there is a possibil-
ity of breaking this reproduction of gender stereotypes, and if so, what this would
look like.

Welland (2017) argues that the (hyper-)visibility of military bodies is important
in the context of today’s military conflicts and serves as a purpose to legitimise
them. She conceptualises the military body in this context as a liberal warrior, pic-
tured as being capable of performing a wide range of tasks. The liberal warrior has
been heavily exposed and embodied as both vulnerable and violent/powerful in
relation to the conflicts in the Middle East — while civilian, distant bodies are ren-
dered invisible (Welland 2017). The masculine military body is also part of the
popular image of the military, supported by the vast representations of the male
military body in film and literature (Godfrey et al. 2012).

McSorley (2013a, b) identifies three dimensions of the war/body nexus: prepar-
ing for war, practices of war and the aftermath of war, with an emphasis on the fit-
ness of the military body. Even though this emphasis is widely recognised in the
literature (Newlands 2013; Burridge and McSorley 2013), due to new technology
and changes in the way war is conducted, the military body has somewhat lost its
need for physical strength (Godfrey et al. 2012; McSorley 2013a, b). The traditional
idea of the fit soldier is likely to be upheld by the military organisations themselves
as a form of resistance towards an inclusive military that allows for different bodies,
which risk fragmenting the organising principle of the masculine soldier, thereby
affecting the military organisational identity.
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2.2 Social Media and the Military Organisation

With the introduction of new media, social media communication has become an
important channel for armed forces to convey their organisational identity (Andrén-
Papadopoulos 2009; Hellman and Wagnsson 2013; Hellman 2016; Hellman et al.
2016; Lawson 2014). Social media offers new opportunities for the armed forces “to
communicate and interact directly with the population” and gain legitimacy
(Moehlecke et al. 2019: 44). At the same time, social media communication takes
place in a context that is surrounded by more societal and political pressures as to
how the military should behave, for instance regarding gender equality (Holmberg
and Alvinius 2019).

Recent research shows that the Swedish military represents Sweden’s identity as
a gender-exceptional nation in its marketing campaigns. In this context, Swedish
sexuality rights are pictured as something the military defends — thus contributing
to building legitimacy and relevance for the military (Strand and Kehl 2018). Since
the central focus of the social media user’s interest is on pictures, this leads to new
means of virtual communication and interaction (Autenrieth 2014; Traue 2013).
Therefore, it is interesting to analyse how the gendered nature of the military organ-
isation is expressed through a visual narrative — in particular, how women and their
bodies are portrayed, and whether gender stereotypes are highlighted or reduced,
because the media generally tends to portray men and women in a way that fosters
gender stereotypes (Wood 1994).

A study of how Swedish women working in the military portray themselves on
their personal Instagram accounts finds that women use social media to present
alternative images of themselves (Lundqvist 2018). Lundqvist (2018) argues that
these women use the objectification of themselves to challenge stereotypes as well
as the idea of who can be part of the military. Instagram thus offers an arena to
empower these women. They refuse to conform to the masculine identity by high-
lighting their femininity — often through make up (Lundqvist 2018). This can be
interpreted as a form of resistance against the masculine identity of the military
organisation. In our study, instead of analysing the self-portrayal of female armed
forces members, we pursue the question of how women are portrayed by the armed
forces, and thus how the latter use this arena with regard to communicating their
organisational identity.

3 Data and Method

As was noted in the theoretical section above, bodies are central for military organ-
isations. Feminist security studies have recognised this, and a ‘corporeal turn’ is
also appearing in general international relations. The body is studied by means of
visual discourse analysis that can focus on either affect, emotions or the somatic
(Mutlu 2013). In the present study, the body is central, as its representation is seen
as expressions of military identity.
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In order to answer our research question, we analysed the pictures approved by
the Swedish and the Swiss military that were published in 2018 on the social media
platform Instagram (Sweden: n = 262; Switzerland: n = 576). We applied a visual
content analysis to study the portrayal of women, following a standardised proce-
dure to structure the material by categorising the images based on predefined cate-
gories. We distinguished between pictures showing either male or female persons or
both (if recognisable) or no persons at all. According to Rossler (2010), quantifying
and descriptively analysing certain motives or people in pictures is one of five epis-
temological concerns of visual content analysis. In this study, the aim was to single
out pictures containing persons identified as women.

We are aware that this method of data collection contains a certain element of
reproducing stereotypic norms about how women and men usually appear. For
instance, a long-haired, small-figured person with their back to the camera was cat-
egorised as a woman. This is problematic. Moreover, it is also problematic to cate-
gorise individuals as women although they may not necessarily identify as such.
However, this method of data collection was considered to be the only one available.
In fact, this approach is not unusual, seeing as the representation and stereotyping
of gender or ethnical minorities is one of the most common topics of visual com-
munication research studies applying visual content analysis. Frequency analyses in
this context are often linked to and compared with the actual representation of the
investigated population, the portrayed persons being analysed within their (often
stereotypical) context of action (Lobinger 2012). We also recognise that we as
researchers are part of the gendered discourse and thus cannot stand above it. For
the analysis of the pictures, we refer to gender stereotypes as they appear in the lit-
erature. As was mentioned in the previous section, the image of an ideal soldier is
associated with traditionally and stereotypically masculine characteristics
(Duncanson 2009). This means that we define femininity with reference to how
masculinity is defined in the military and as complementary to the latter. This way,
we may attempt to discuss the stereotypic gender discourse instead of merely
accepting it.

Since we are interested in the portrayal of gender, only images portraying no
more than two persons in focus and containing at least one woman were further
analysed (Sweden: n = 45; Switzerland: n = 28). This decision was based on the
condition that the gender of the portrayed persons must be identifiable and on the
view that, in order to discuss gender portrayal, persons as individuals need to be the
main focus of the image. Our main country samples thus exclude all pictures show-
ing more than two persons or no persons at all, as well as pictures showing one or
two persons with an unassignable gender, for example due to the photographic
angle or to bodies and faces being covered by helmets, protective suits or similar.

In addition to analysing gender distribution in general, we used inductively gen-
erated categories for a more specific frequency analysis of gender on the respective
Instagram accounts. Looking at all pictures in the Swedish and the Swiss samples,
we identified different clothing (military clothing (i.e. camouflage suits and other
uniforms), civilian clothing, sportswear, and specific work clothing), different facial
expressions (presence or absence of smile), weapons and weapons systems
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(presence or absence of weapons), animals (presence or absence of animals), and
different scopes of activity. For the categorisation of the latter, we referred to recog-
nisable surroundings and contextual factors, but not to the accompanying text of the
images. This means that the assigned activities do not necessarily correspond to the
actual activity executed in the moment the photo was shot.

We used standardised visual content analysis as a basis for further, qualitative
analyses, pursuing an explorative approach. This second step allowed us to go
beyond the quantification of image motives and address the performative power that
organisations have when they communicate via social media. In the case of
Instagram, reality is constituted by visual discourses, which affect social and insti-
tutional structures. We therefore applied visual discourse analysis to focus on the
embodiment of gender and mediated gendered identities on the posted images of the
Swedish and the Swiss Armed Forces Instagram accounts. In accordance with our
research question, we only focused on pictures showing at least one woman in the
qualitative part of our analysis.

Even though images on Instagram — like most other visual media contents — are
accompanied by text, most studies using visual content analysis refrain from taking
into account this multimodal context (Lobinger 2012). Hence, we decided to focus
only on the visual content, because images take up by far the largest part of
Instagram, whereas verbal elements are of little importance, thus reinforcing the
visual effect.

4 The Swedish Case

4.1 The Swedish Context

While the Swedish Armed Forces focused mostly on international operations during
the 2000s, they have been re-oriented towards the task of territorial defence since
around 2015. In an effort to professionalise the military, conscription was aban-
doned in 2010 (Holmberg 2015). However, voluntary recruitment proved difficult,
and conscription was re-introduced in 2018 (voluntary participation remains an
option). This time conscription was made gender-neutral. The number of female
conscripts amounted to 15.5% in 2018 (about 3700 conscripts started military edu-
cation that year). Among military personnel, 7% of the officers are women, and of
the civilians, 40%. In total, this amounts to 18% women among the continuously
serving personnel (Swedish Armed Forces 2019). While the Swedish Armed Forces
only published their first picture on Instagram in 2013, a social media policy was
adopted as far back as 2011, identifying both opportunities and risks. However, the
advantages dominate — such as increasing the public’s knowledge of the Swedish
Armed Forces and contributing to an open discussion on their role and tasks in soci-
ety (Swedish Armed Forces 2011).
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4.2 Data Collection and Analysis

Data was collected by going through all the posts in the Swedish Armed Forces
Instagram account from 1 January to 31 December 2018. The pictures containing
persons identified as women were singled out and collected in a word file, along
with the date of publication and the accompanying text. In addition, pictures that
have been ‘re-grammed’ by the Swedish Armed Forces from other Instagram
accounts were included, because the Swedish Armed Forces chose them to repre-
sent their main account, although they originated elsewhere.

The total number of pictures published on the official Instagram account of the
Swedish Armed Forces during 2018 was 262.! The total number of pictures portray-
ing women was 103, which makes 40%. Already at this stage, we can thus conclude
that pictures of women in social media constitute a larger share than the actual share
of women within the organisation (18% in total, 7% in military personnel). As was
mentioned above, the sample for the further analysis includes only pictures showing
a maximum of two persons and portraying at least one woman. In the process of
coding, each picture in the data file was systematically analysed and coded accord-
ingly. One picture was eliminated because it pictured two people from behind, at a
distance, and was thus too difficult to analyse. This left us with a sample of 45 pic-
tures portraying at least one woman in focus. The results were then summarised in
an excel file, and an overall impression of the quantitative result was gathered,
which is presented in the analysis below. However, a more qualitative analysis was
also pursued by adding a cultural connotation to the pictures, as was a visual dis-
course analysis focusing on gender and embodiment.

4.3 Results

Women and men are portrayed together in around 40% of the posts studied. A
majority of the portrayal of women is thus photographs of individual women. Most
women in our sample are portrayed in camouflage clothing (67%) or other military
uniforms (17%). Only a minority of 8% is shown in other clothes (see Table 2 in the
comparison section). In some pictures of women, clothing is not recognisable (8%).
With regard to facial expressions, women are portrayed both smiling and very
sternly, however, images without smiles clearly dominate. There are not many posts
with animals accompanying women, only a few photos of dogs. Weapons and weap-
ons systems are present in a majority of the pictures of women posted on the
Swedish Armed Forces Instagram account.

Below are three pictures which were selected in order to illustrate the typical
image of a woman on the Swedish Armed Forces Instagram account. The analysis
is expanded in relation to each picture.

Thttps://www.instagram.com/forsvarsmakten/?hl=sv
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Fig. 1 Posted on 29
October 2018.
(Photographer Rickard
Tornhjelm/Swedish
Armed Forces)

In Fig. 1, the woman is portrayed as focused and in a passive position — on guard
with a stern face, although a repressed smile can be detected. She has a weapon
(rifle) to accompany her. This makes us associate the image with an active context:
she has a role to fulfil. The woman is embodied as a prepared soldier on alert. The
picture is an example of the many Instagram posts in the Swedish sample that show
women with weapons (see Table 1 in the comparison section).

The setting in Picture 1 is a forest, a traditional territorial defence setting. In the
Swedish sample, women are most often portrayed in uniform, either in camouflage
or naval uniform. The example above depicts a passive position, but there are also
many examples of women taking active positions. It is clear that the focus of the
visual portrayal on the Swedish Instagram is on the somatic.

A clear majority of the analysed photographs are taken outside in ‘active envi-
ronments’, such as the forest or at sea in a geographic setting that looks like Sweden.
There are both summer and winter environment pictures. This could be seen as a
way of transferring an image of the main trait of the current organisational identity
of the Swedish Armed Forces: territorial defence as the main task— a transformation
process that has been ongoing since around 2015.

Women did not prove to be overly associated with animals in the sample (see
Table 1 in the comparison section). There are a few pictures of women and dogs,
such as the one below (Fig. 2). In this picture, the woman and her dog are portrayed
in full gear, most likely prepared for some mission or exercise. There are also images
of women and men with horses, but these have been left out of the sample due to the
presence of multiple persons. However, a small note on the relationship between
horses and gender may be in order here. In Sweden, horse-riding is a popular sport
dominated by women and girls — who since the 1970s have come to take over the
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Fig. 2 Posted 6 June 2018 (Photographer Bezav Mahmod/Swedish Armed Forces)

traditional association between horses, men, and the military. It is therefore likely
that the images of horses and women in a military context are used to attract women
to the military. The Swedish Armed Forces have in recent years conducted recruit-
ment campaigns at major events such as the Stockholm International Horse Show
(show-jumping and dressage), and present themselves and their cavalry at the award
ceremonies of many major competitions in different branches of the sport.

In some pictures, women wear civilian clothes, for instance when portrayed as
new recruits or at sports events. These pictures embody women as capable military
bodies, able to perform physically or to carry heavy weights. In these cases, women
are sometimes smiling, which shows that an emotional aspect is allowed. However,
this is tightly controlled. For instance, smiles are interpreted as joy and anticipation
in the face of military service. Happiness is mostly expressed in the context of social
gatherings, where the persons in the picture are portrayed talking and laughing.
Here, the posts can be interpreted as symbolising connection within the group. It is
attractive to be part of a group and to have a nice time together, to belong by means
of similar clothing and to focus on a mission. Both women and men are allowed to
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Fig.3 Posted on 9 November 2018 (Photographer Alexander Gustavsson/Swedish Armed Forces)

symbolise this group connectivity. However, the majority of pictures contains
images of women categorised as showing ‘no smile’ (see Table 1 in the comparison
section).

Most women are young and would be perceived by many as good-looking, but
there are also some pictures of older women. When older women are portrayed, they
are most often interpreted as civilians (relatives or other civilian employees or vol-
unteers). Women who are portrayed individually on the sample pictures very often
carry symbols of the military organisation’s status and power: they are in full uni-
form, carrying pack, camouflage, rifle; they are standing next to tanks (in some
cases accompanied by men), naval vessels or fighter jets, as shown in Fig. 3. They
are portrayed both from the front and from behind. In many of the pictures, women
are being visually associated with power, strength, and endurance. As a result, the
female body is placed alongside the male body without highlighting the female
gender. What we see is a ‘war machine’. Overall, picturing women this way can be
seen as a way of disciplining them, making them submit to masculinity. That way,
they become acceptable to the organisation through a form of de-feminisation.
Thus, the Swedish case is in line with the results presented by Hopfl (2003) and
Sasson-Levy (2011).

It is sometimes difficult to interpret facial expressions, which could be connected
to a culture of submission of emotional expressions. Often, very neutral facial
expressions are portrayed, an observation which can also be referred to the mascu-
line identity of military organisations.

The symbols, colours, weapons and structures of the military organisation are
embodied in the photographs through the participation of women. Women are also
present in public relations campaigns — for example, regarding value-based themes
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such as pride/LBGTQ+ — as well as in recruitment campaigns. As was noted in
previous research, this is an image that the Swedish Armed Forces pursue as a
reflection of the national image of Sweden (Strand and Kehl 2018). In addition,
when it comes to territorial defence, women are present; in fact, they are often pic-
tured alone. It is probably a conscious strategy to include both men and women on
the official Instagram account and to try to picture them in similar ways. In reality,
however, the number of women in the Swedish Armed Forces is much lower than
might be deduced from the Instagram account.

It was noted that the majority of the posted pictures contain young people in their
twenties. This signals the need of the military organisation to portray young, healthy
individuals — the type of military body that it wishes to recruit. Older persons are
clearly not the target demographic of this Instagram account.

5 The Swiss Case

5.1 The Swiss Context

Even though the military service in Switzerland is compulsory for men, the Swiss
Armed Forces are struggling with recruitment — and with refraining recruits from
leaving the armed forces for the alternative civil service, which is considered more
attractive. In order to fight decreasing application numbers, the Swiss Armed Forces
launched an Instagram account in 2017 with the aim of attracting the attention of the
younger generation. Its main target group of followers is young people and explic-
itly includes both men and women. As is the case in other departments of the Federal
administration of Switzerland, the armed forces seek to increase the share of women.
Today, the military counts 0.8% female members. This number is extremely low
compared to the share of women in other European armed forces, even when taking
into account that in Switzerland — contrary to Sweden — conscription applies only to
men. With the introduction of the reform Armee 95 in 1995, women were fully inte-
grated into the Swiss Armed Forces. They obtained the same rights and duties as
men, with the exception of admission to combat troops, which was only granted in
2004. Although today military service is still optional for women, they have to pass
the same assessments as men. In return, they receive the same education and are
now admitted to all combat troops and can achieve all military ranks (Paladino
2015; Seewer 2003). However, political and public discussions reveal that the equal
integration of women in the armed forces is associated with worries, prejudices, and
resistance. For instance, a representative survey of Swiss citizens from 2015 showed
that only 30% of the population agree on the expansion of compulsory military
service to women (Szvircsev Tresch et al. 2015). Furthermore, in another represen-
tative survey Szvircsev Tresch et al. (2019) found that 55% of Swiss citizens con-
sider women physically unsuitable for certain tasks in the armed forces. This raises
the question if and how the imbalance in recruitment, the gender distribution in the
military, and the concerns regarding women’s physical ability for military service
are reflected on the Instagram account of the Swiss Armed Forces.
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5.2 Data Collection and Analysis

The data basis for the Swiss case consists of all Instagram posts published in 2018
on the official account of the Swiss Armed Forces.? All posts with the accompany-
ing text and date of publication were collected in MAXQDA,? a software for quali-
tative, quantitative, and mixed methods data analysis. The total number of pictures
published between 1 January and 31 December 2018 is 576. 28 pictures show a
maximum of two persons and at least one woman, constituting the Swiss sample for
further analysis. In total, there are 219 pictures portraying a maximum of two per-
sons in focus. Even though women occur much less often on the Instagram account
of the Swiss Armed Forces than men, they are still overrepresented considering the
actual number of women serving in the Swiss Armed Forces today (0.8%; Swiss
Armed Forces 2019). The vast majority of the pictures show young women and men
in their twenties, which probably corresponds to the organisation’s intended target
audience.

5.3 Results

Half of the 28 pictures show at least one woman in camouflage clothing, whereas 13
pictures (46%) portray women wearing civilian clothing, sportswear or work cloth-
ing that is sometimes also recognisable as a specific military uniform to the trained
eye. In two of the pictures (7%), clothing is not recognisable (see Table 2 in the
comparison section). The majority of women portrayed on the Instagram account of
the Swiss Armed Forces in 2018 is wearing camouflage and thus a type of clothing
that is unique to the armed forces and a distinguishing feature of the military
organisation.

The contents and activities depicted in the data sample were inductively coded
and grouped into categories. We found women in a hospital or caring environment,
women working or posing with animals, women portrayed as fop-class athletes,
and women in a conversation situation, usually informing other women about some-
thing. Most pictures were assigned to these four categories. We also found that
women are always pictured smiling on posed photographs in which they look
directly into the camera. On most snapshots taken while performing an activity, they
focus on their work and seem to be concentrated, and a smile is not present. The
presence or absence of a smile therefore seems to be connected to the context of the
activity captured in the picture. In total, we found 12 (43%) women smiling on 28
pictures.* This finding indicates that in the pictures of the Swiss Armed Forces’

2https://www.instagram.com/armee.ch/
3https://www.maxqda.de/

“In this regard, we wish to point out the findings based on our extended sample of the Swiss case,
which also includes pictures with male subjects. Out of 167 pictures, we found 32 showing a man with
a smile. The share of smiling men (19%) is therefore much lower than that of smiling women (43%).


https://www.instagram.com/armee.ch/
https://www.maxqda.de/
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Instagram account, women appear to be rather passive, friendly looking, and
engaged in rather calm activities. This observation is supported by the fact that 12
pictures of our sample were taken outdoors, whereas 16 show offices or classrooms,
sports halls, hospital environments or other indoor locations that are hard to iden-
tify. Pictures taken outside show rural environments, however, most often the sur-
roundings are indistinct or barely recognisable in the image background.

Even though images portraying only men were not included for further analysis
in this study after the initial categorisation, even cursory analysis reveals more ele-
ments indicating a specific military context in those pictures — for instance, through
the presence of tanks, rifles or military training facilities in the image background —
than in the pictures portraying women. In this regard, the absence of weapons in our
sample is striking. While pictures of men holding a rifle or a gun are prominent, no
picture portraying women in the same manner was found. In fact, the only picture
of 2018 portraying a woman holding a weapon is the following:

In Fig. 4, the woman is clearly identifiable as a member of the Swiss Armed
Forces based on her camouflage suit. The scene of the picture could be a march; the
identification number on her comrade in the background might be indicating an

Fig. 4 Posted on 18 September 2018
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orienteering. The woman is walking along a street in a rural environment. In the
background, there are trees and mountains, and vehicles do not seem to pass fre-
quently, which allows her to walk in the middle of the street. This photo is one of
the few in the Swiss sample where a woman is portrayed in an outdoor environment
with a recognisable background. She is accompanied by a goat, which — in combi-
nation with her smile — adds a certain cute factor to the picture. As was mentioned
above, this is one of the pictures where the woman is smiling while looking directly
into the camera. Based on her expression, she seems to be enjoying the assigned
task, thus conveying a positive message. She seems to be holding her rifle in a casual
fashion, and her hat is not placed properly on her head. Therefore, the scene
pictured here seems to lack seriousness, which is rather inappropriate for the
military. On the other hand, these elements manage to bridge the civil/military gap
to a certain degree by showing that the borders between the soldier and the civilian
are fluid.

Animals are found on three further images of our sample, one showing a woman
with a service dog, a shepherd (Fig. 5), and two showing women caring for a husky
and its puppy (Fig. 6).

Figures 5 and 6 have just as many common features as they do differences. Both
pictures portray a young woman crouching on one knee next to a dog with one hand
around the dog’s neck, thereby showing affection for the animal. Both photographs
were taken outside.

The woman in Fig. 5 is wearing a camouflage suit, which clearly identifies her as
a member of the armed forces. The dog next to her indicates that she is probably a

Fig. 5 Posted on 27 ik
August 2018 )
(Photographer Andrea
Soltermann)

]
L
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Fig. 6 Posted on 5
September 2018

dog handler, which is a popular unit among women who join the military. She is
looking sideways, away from the dog, resting one arm on her knee, and is smiling
slightly. This posture gives the impression of a mixture of general coolness and
control over the shepherd dog, which in turn seems to empower her as a soldier.

Despite the commonalities of the pictures, the scenes show a different content.
The woman in Fig. 6 is looking into the camera, smiling more obviously. The husky
and its puppy most certainly have a different effect on the viewer then the shepherd
dog. Furthermore, we find no reference to the military organisation in Picture 6. The
portrayed woman is wearing a specific work uniform, which, in combination with
the image background, as well as the dogs she is petting, suggests that she might be
working in a shelter caring for animals or a dog training facility.

As was already mentioned, one activity that was identified on various images in
the sample is the exchange or provision of information, as portrayed in Fig. 7. The
posters in the background suggest that the scene is an information event of educa-
tion institutions, at which the Swiss Armed Forces also seem to distribute informa-
tion about themselves. We find various pictures in the Swiss sample portraying
women explaining or showing something to other women.® Selecting women for
this task could be based on the aim to make the armed forces more attractive to
women. However, it might also convey the impression that women and men are
treated differently, although women formally are fully integrated into the Swiss
Armed Forces. Furthermore, it raises the questions whether only women are suited

3 Usually, only one person is shown in such pictures, unlike in Fig. 7.
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Fig. 7 Posted on 1
September 2018

to introduce the military to other women, and whether women are also instructed to
inform men, and vice versa.

Other pictures show women in a hospital environment. Many women in the
Swiss Armed Forces chose to join or are assigned to medical services in the military.
In fact, in Swiss society in general, paid and unpaid care work is most often carried
out by women (Eidgendssisches Biiro fiir die Gleichstellung von Frau und Mann
EBG 2010). In these pictures, there are usually hardly any indications that the
women portrayed are members of the armed forces, except for specific clothing in a
few cases. Portraying female members of the armed forces in a profession or task
typically associated with women can be seen as a form of highlighting femininity,
which fosters gender stereotypes, especially when the scenes are also accentuated
by the women’s friendly smiles and the interaction with the camera, as found in
Figs. 4 and 6. There are also images of women showing clear association to the mili-
tary by portraying them in their military uniform. However, there are no other ele-
ments found in most of these pictures that refer to the military organisation.

6 Comparison and Discussion

This study shows, unsurprisingly, that social media has become a fully-fledged tool
for military organisations in conveying their organisational identities. As such,
social media has become an important source of inquiry for research on the military
organisation.
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The Instagram analysis of the Swedish and the Swiss Armed Forces showed that
on both accounts, women are overrepresented compared to the actual number of
serving women. In the Swedish sample, women appear on 40% of the pictures
showing one or two people in focus, while the number of women in the Swedish
Armed Forces is 18% (including civilians). On the Swiss Armed Forces Instagram
account, the share of women is 13% (which is 16 times higher than the share of
women in the Swiss Armed Forces). Beside this commonality, the findings of the
case studies show two rather different portrayals of women.

Referring to McSorley’s (2013a, b) dimensions of how bodies are presented in
the context of war (preparation, practices, and aftermath of war), the female body
in the Swedish sample can be more easily assigned to one of these dimensions
than the female body in the Swiss sample. There are various factors in the
Swedish case pleading for the dimension preparing for war: women usually
appear fully equipped and armed and are shown in active outdoor contexts. The
tasks that women are carrying out in the Instagram pictures point to the main task
of the Swedish military, which is territorial defence, thus clearly portraying
women in a setting that is associated with the organisational identity of the
Swedish Armed Forces. In regard to the preparing dimension, the female body in
the Swedish sample is therefore portrayed as equally strong as that of male sol-
diers, thus appearing adjusted to the military organisation. There are also exam-
ples of women taking part in rather traditional practices of war, such as being
pictured aboard naval ships and in the context of international operations. The
images in the Swedish sample suggest that there is little room allowing women
to highlight (stereotypical) femininity, and that such highlighting is not custom-
ary. The findings of the Swedish case study could be interpreted as female sol-
diers being de-feminised, which corresponds to the findings of previous research.
In order for women to fit into the organisational identity, they are embodied as
‘military men’.

In the Swiss sample, we found fewer associations with the military organ-
isation in the pictures showing women. Even though more than half of the
women are portrayed wearing a camouflage suit, we found no scene in the
Swiss case portraying women in an active outdoor environment that could be
associated with military training or combat skills. There is only one picture of
a woman holding a weapon and it is lacking presumed military elements like
discipline and order. Moreover, nothing in the surroundings or in the back-
grounds hints to the photos being taken at a training base or in another environ-
ment which is typical for the armed forces and would mark the difference to
other organisations. The images in the sample are therefore neither represent-
ing women preparing for war nor in the context of the practices of war
according to McSorley’s dimensions, and they do not apply to the third cate-
gory — aftermath of war — either. This suggests that in the Swiss Armed Forces,
women are not seen as connected to the core identity of the military, i.e. the
defence of the country.
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Table 1 Presence of smile, Sweden Switzerland
animals, and weapons in (n=45) (n=28)
Swedish and Swiss sample Smile 18% 43%
Animals 4% 14%
Weapons (systems) | 64% 4%
Table 2 Type of clothing in Sweden Switzerland®
the Swedish and the (n =45) (n=28)
Swiss sample Camouflage 67% 50%
Other military uniform | 17% 0%
Non-military clothing 8% 46%
Not recognisable 8% 7%

“There are two pictures portraying two women, one of
whom is wearing camouflage, while the other is wear-
ing civilian clothing. Thus, both categories apply,
which leads to a total percentage of 103%

Various aspects in the portrayal of women on the Swiss Armed Forces’ Instagram
account highlight their stereotypical femininity. More than half of the women por-
trayed in the Swiss sample are smiling. This puts an emphasis on the emotional trait
that is already associated with femininity and regarded as a specifically female quality.
In the Swedish sample, only 18% of the portrayed women are smiling (see Table 1).
Furthermore, women in the Swiss military are without exception portrayed in rather
calm and peaceful contexts — often the photos were taken indoors and the assigned
tasks are not distinctive to the military. The female body is not associated with strength,
physical fitness or as a ‘war machine’ in these pictures. Therefore, the connection to
the typical or ideal soldier is not likely to be established. There is also no indication
that such qualities are required for the tasks and functions assigned to the portrayed
women. In this regard, the way women are portrayed on the Swiss Armed Forces
Instagram account matches the view of the Swiss population concerning women’s
physical ability for military tasks. Women in the Swedish Armed Forces, on the other
hand, can be clearly recognised as soldiers preparing and training for war — not only
based on their clothing, but also due to the surroundings and their equipment.

These differences in the portrayal of women in the military — whether this form
of communication is consciously pursued or not — are likely to be a reflection of the
different recruiting strategies of the Swedish and the Swiss Armed Forces as well as
the two countries’ diverging policies regarding gender equality. The different start-
ing conditions for men and women in the Swiss Armed Forces, which are based on
conscription being limited to men, lead to unequal opportunities (Bondolfi 2012).
The portrayal of women on Instagram in the Swiss sample suggests that women are
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integrated, yet not fully included in the military organisation. This means that while
women do appear as members of the Swiss Armed Forces, the way they are por-
trayed by the organisation nevertheless gives the impression that women are engaged
in separate domains and represented only in a small part of the wide spectrum of
functions the military has to offer. In the Swedish case, on the other hand, and in
accordance with the recruiting system, women appear to be fully included in the
Swedish Armed Forces, sharing all domains with their male comrades.

7 Conclusion

The aim of this study was to analyse the way women are portrayed on the official
Instagram accounts of the Swedish and the Swiss Armed Forces. Our analysis shows
that military organisations as gendered organisations can have different ways of
managing the challenge that the inclusion of women poses. Previous research
focused on how military women are pictured in films as well as how (real) female
soldiers are portrayed in the media. Based on our analysis, we can show that the
military organisation itself pursues strategies of either assigning women to stereo-
typical masculine roles or of feminising women as a means to manage them in rela-
tion to the organisational identity of the military. What may appear as a politically
correct intention of over-representing women in social media as compared to actual
figures in the organisation is, in fact, a complex way of managing the challenge
women pose in relation to a masculine military ideal. In this regard, we noted that
Swiss women do not fit into — or seem not to be allowed to take part in — the main-
stream embodiment of the military body as identified in the literature (e.g. McSorley
2013a, b). They are thus rendered invisible as military bodies. In the Swedish case,
on the other hand, women embody the ideal soldier, thus appearing as assimilated to
the military organisation’s identity — albeit somewhat subordinated to hegemonic
masculinity.

It is likely that the historic backgrounds of the two countries with regard to gen-
der equality and especially the different recruiting strategies of the Swedish and the
Swiss Armed Forces affect the position of women in the military and therefore their
portrayal on Instagram. Instagram accounts of other armed forces would have to be
analysed with reference to their societal and political context in order to establish
patterns in this matter. For future research, we suggest taking into account the por-
trayal of men on armed forces’ Instagram accounts. This was not analysed in this
study because the focus and interest were on the differences in the portrayal of
women between the two countries’ armed forces. In order to fully examine the por-
trayal of gender, it would be important to include the analysis of men as well, which
could shed a different light on women’s portrayal and put them into another relation.
In addition, the sample could be extended to pictures portraying more than two
persons. Furthermore, it would be interesting to explore Instagram posts from previ-
ous years and to continue exploring this research area by — as was already men-
tioned — including further countries into the analysis.
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This study not only provides insights into how women are portrayed by military
organisations on social media, but also demonstrates the influence visual media may
have on how an organisation is perceived. During the analysis and while going
through the many Instagram posts — only one of various sources — of the Swedish
and Swiss Armed Forces, it became apparent how strongly the military depends on
imagery to pursue and convey its organisational identity. This is another aspect that
deserves closer attention in future research on (social) media and the military.
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Abstract State militaries are a central, but not the only site for the construction of
military masculinities. In this chapter, we examine how Private Military and Security
Companies (PMSCs), which increasingly provide security-related services to armed
forces and recruit former military employees, partake in the construction of these
masculinities through their social media use. Based on a qualitative content analysis
of the YouTube recruitment videos aimed primarily at veterans by two major U.S.-
based companies — DynCorp International and CACI — we illustrate how these
PMSCs, while affirming traditional notions of military masculinity, challenge its
traditional meaning as well by fashioning the rival ideal of the ‘corporate soldier’.
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1 Introduction

Social media, developed initially for private consumption, is also increasingly being
used by security actors, including armed forces, private security companies, human-
itarian NGOs, and terrorist networks. Scholars have therefore started to pay atten-
tion to the role Twitter, Instagram or YouTube play for these actors in the promotion
and legitimisation of their respective causes.! However, the way in which gender is
implicated in how these new forms of communication are employed has not been a
subject of much research thus far.? This is surprising for a variety of reasons. Firstly,
as Blower (2016, 89) notes, “cyberspace affords the projection of a new range of
identity possibilities”. Given that users can insert their voices in a much more unme-
diated fashion than ever before when posting content — they can choose to remain
anonymous or make use of sound, visuality or algorithms — identities, including
gender, are likely to be asserted or challenged in an unprecedented manner (van der
Nagel 2013).

Secondly, the void in the literature on social media is puzzling since, as existing
research shows, gender matters for security actors in their appeal to diverse audi-
ences. Feminist scholars in particular have identified the armed forces as sites where
military masculinities are constructed, reproduced, and deployed (Brown 2012).3
Yet militaries are no longer the only constitutive sites of military masculinities, nor
are conventional institutional practices alone formative. Instead, Private Military
and Security Companies (PMSCs) are increasingly implicated in the (re-)definition
of military masculinities. On the one hand, this starts with the promotion of their
services, which range from compound and people protection to reconnaissance and
combat, to clients, including armed forces (Joachim and Schneiker 2012, 2018). On
the other hand, as we illustrate in this paper, PMSCs (re-)construct military mascu-
linities by appealing to and seeking to hire former military personnel, who “define ...
the employee base of the private military industry” in significant ways (Singer
2003, 76).

Based on a content analysis of YouTube recruitment videos predominantly aimed
at veterans by two major U.S.-based PMSCs — DynCorp International and
CACI - we detail how these companies affirm traditional notions of military mas-
culinity, while also challenging it with a corporate rival ideal; an ideal which is
coupled to business masculinity and allows veterans to be hero warrior, disabled,
and civilian employees all at the same time.

The contribution is structured as follows: firstly, drawing on feminist literature,
we define the concept of military masculinity and subsequently develop a set of
theoretical assumptions regarding the relationship between social media and gender
identity politics. Secondly, we present the empirical results of the qualitative con-
tent analysis we conducted of the YouTube recruitment videos by CACI and

!'See Schneikeretal. (2018), Shim and Stengel (2017), Geis and Schlag (2017), Bjerg-Jensen (2014).
2For exceptions, see, for example, Jester (2019), Shim and Stengel (2017).
3See also: Stiechm (1989), Enloe (1983), Kronsell (2005), Morgan (1994).
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DynCorp International. Thirdly, we conclude with a summary of the findings
regarding the masculinity constructions deployed and circulated by the two PMSCs
as well as a discussion of their implications for the literature on social media,
PMSCs, and gender.

2 Military Masculinities

Military masculinity is not just relevant in the context of the armed forces, nor is its
meaning fixed. Instead, with the growing relevance of non-state actors related to
matters of security and the changes that many armed forces are undergoing as a
result of, for example, their professionalisation, the sophistication of weapons’ sys-
tems or increasing out-of-area missions, the scope conditions of this gendered iden-
tity and what it connotes are in flux. In line with these developments, we propose a
definition of military masculinity which conceives of it as plural and dynamic in
character as well as being a product of social construction. On the basis of this defi-
nition and drawing on social media studies, we furthermore develop a set of assump-
tions as to how military masculinity may be deployed by PMSCs when appealing to
ex-militaries on YouTube. While one line of research suggests that these companies
can be expected to depict such masculinity in a rather traditional and stereotypical
manner, other research leads us to assume that they rely on different, multiple, and
perhaps even new variants of military masculinity as social media provides ample
opportunities to construct identities.

According to gender scholars, military masculinity encompasses a range of pos-
sible positions, identities or performances (Connell 2000) because it is shaped by
and intersects with other identity-forming categories, including race, ethnicity or
class (Higate and Henry 2016).* Moreover, the multiple expressions of this mascu-
linity are reflective of power relationships. According to Heeg Maruska (2010, 238),
hegemonic masculinity “is one type of identity construct, at the top of a hierarchy
that includes subordinate masculinities and femininities”. By comparison, subordi-
nate masculinities are “oppressed, exploited, and subject to overt control by more
dominant forms” (Hinjosa 2010, 181). They are again different from marginalised
masculinities, which “consist of constructions that are neither dominant nor subor-
dinated, but relegated to being dominated by more powerful forms of masculinity
even while they receive a greater share of the patriarchal dividends than subordi-
nated masculinities” (ibid.). In addition to mirroring power relations, masculinity
constructs are also “intimately intertwined with the institutions in which individuals
are embedded” (ibid.). The armed forces are thus still a central, albeit not the only,
site for the construction of military masculinity, which offers “men unique resources

“See also: Cornwall and Lindisfarne (1994), Higate and Henry (2016), Petersen (2003).
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for the construction of a masculine identity”” and as such has significantly shaped its
definition throughout time (ibid., 180).

Traditionally, hegemonic military masculinity resembled what Elshtain (1995)
refers to as the just warrior model and equates with “the brave, physically strong,
emotionally tough warrior hero” (Woodward and Winter 2004, 289). However, it is
also characterized by self-discipline, self-reliance, and heterosexual desire.’ Owing
to changing circumstances (Woodward and Winter 2004), this “warrior masculinity”,
while still present today, has undergone certain changes (Duncanson 2009, 66).
Especially since the end of the Cold War, it has been subject to a “slight feminiza-
tion through the construction of a tough and aggressive, yet tender-hearted, mascu-
linity” (Niva 1998, 118; Jester 2019). This finds expression, for example, in what
Duncanson (2009, 70) refers to as a “peacekeeping masculinity”. The latter is linked
to “everyday practices” — for example, in the context of peacekeeping missions —
“such as building friendships, drinking coffee and chatting” as well as “to bravery
and effective soldiering” (ibid.).

Furthermore, “a move towards ‘smarter’ armed forces, equipped with techno-
logically sophisticated weapons and intelligence systems” (Woodward and Winter
2004, 295) also contributed to the reconstruction of military masculinity where “the
possession of professional skills and expertise” are now seen as characteristic mark-
ers (Woodward and Jenkings 2011, 258). Finally, the transition of many armed
forces from conscription to professional all-volunteer forces has given rise to what
Strand and Berndtsson (2015, 233), based on a study of recruitment information
from the Swedish and British armies, refer to as the “enterprising soldier”. This
soldier is no longer solely motivated by the “mental and physical challenge”, the
“opportunities to travel”, “the excitement”, “taking risks”, and “wanting to make a
difference” or “doing something good” which armed forces have to offer, but is also
interested in pursuing a career, growing “professionally and personally”, and
“assuming responsibility” (ibid., 239-243).

While professionalisation, the integration of women into the armed forces,
changes in war-fighting technology, and the increase as well as the growing com-
plexities of international (military) interventions have contributed to the (re-)con-
struction of military masculinity, thus far little attention has been paid to the
privatisation of security, which is also a more recent trend concerning the armed
forces. Since PMSCs, which are a central dimension of this trend, increasingly per-
form services for armed forces and hire former military personnel, they can be
expected to also co-constitute military masculinity. In order to address this void in
the literature, we analyse which masculinities these companies deploy and how they
define them.

The YouTube recruitment videos by PMSCs aimed at army veterans offer a par-
ticularly good window to capture their conceptions of military masculinities. Firstly,
such efforts to attract employees involve, as Brown (2012, 152—154) notes, “overt

3See, for example, Higate (2003, 2007), Higate and Hopton (2004), Hockey (2002), Padilla and
Riege Laner (2002).
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image making and an attempt to sell particular pictures of military service” in addi-
tion “to advertising that is steeped in ideas about masculinity and femininity”.
Secondly, ex-militaries are a particularly interesting group because they unite con-
flicting masculinities within them (Bulmer and Eichler 2017). While they are cele-
brated for their past heroism during their time in the military — thus matching the
hegemonic ideal of military masculinity — they also frequently suffer from physical
or psychological injuries and have trouble reintegrating into civilian life, i.e. exhibit
characteristics of subordinate (military) masculinities. Therefore, it is of interest to
examine on the basis of which masculinities PMSCs appeal to veterans. Finally,
social media such as YouTube provides researchers with excellent laboratories as to
how masculinities are deployed, since the unique features of these new forms of
communication allow for ample opportunities to construct identities (Blower 2016;
Davis 2018).

3 Identity Construction and Social Media

Social media provides users in an unprecedented manner with a myriad of ways of
how to present themselves online. Contrary to traditional media outlets, platforms
such as Twitter, Instagram or YouTube do not require any intermediaries. Instead,
they can be auto-controlled and permit users to interact directly with each other
(Stier et al. 2018). Furthermore, the special effects, sound, and video functions of
many platforms enhance the possibilities for self-identification (Waters and Jones
2011). According to existing research related to gender and social media, the pre-
ciseness with which identities are depicted may, however, vary. Some studies find
that these virtual platforms encourage the depiction of identities in a rather tradi-
tional and stereotypical manner, thus reinstalling and affirming them. Others, by
comparison, find that social media lends itself to the reconstitution and transforma-
tion of identities.

With respect to the latter strand of scholarly works, post-structural feminists, for
example, emphasise that these new forms of communication hold the potential to
escape oppressing and limiting gender identities and to construct more egalitarian
and empowering ones. Based on the examination of blogs written by women,
Blower (2016, 100) finds that “the medium has encouraged women to reformulate
processes of self-realization [and] enables them to explore the self as fluid and plu-
ral and from multiple perspectives”. In a similar vein, Webb and Temple (2015, 640)
in their survey on “social media and gender” conclude that these new forms of com-
munication provide “a space of gender liberation where gender can be performed,
conceptualized, and theorized in innovative ways”.S Davis (2018, 2) also recognises
the potential of social media platforms, which, compared to “traditional media ...,
give the user power” insofar as he or she “can use social media to create and

¢See also: Bailey and Telford (2007), Hans et al. (2011), Loureiro and Ribeiro (2014).
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distribute their own self-representations to the public” (ibid.). Studying the use of
Instagram by women over forty, Davis (2018, 2) found that the platform provided
opportunities for “... resistance to the cultural norm”, which dictates that they
“should only self-identify as non-sexual mothers and caretakers”. Finally, based on
her analysis of posts by girls, Senft (2008) considers it possible for these users to
upset the dominant, stereotypical definitions of “girl” and perhaps even “challenge
gender-based constraints that hinder social equality” (cited in Webb and Temple
2015, 639; see also Bailey et al. 2013).

Although cognizant of the possibilities of identity (re-)construction, scholars
also found evidence to the contrary. In the eyes of Ringrose (2011), social media
platforms tend to reinforce stereotypical depictions of gender identities. Men are
most likely to be shown as dominant, active, and independent, while in the case of
women their attractiveness and dependence is emphasised (Rose et al. 2012, cited in
Davis 2018). Emmons and Mocarski (2014) arrive at similar conclusions when
studying the depiction of athletes on social media platforms. Compared to their
male counterparts, who are generally shown in active performance roles and are
“more likely to look away from the camera and be in motion”, female athletes most
often appear in non-active positions and are “more likely to pose for photos and
smile” (125). Similarly, Vandenbosch and Eggermont (2015) observe that social
media stimulates self-objectification among female users. Moreover, according to
Sills et al. (2016), quite often a celebration of male sexual conquest, slut shaming,
and the sexualisation of women can be found on different platforms, which may in
turn have offline effects, for example by perpetuating a rape culture. Studies exam-
ining the role of race and ethnicity on social media are also suggestive of the rein-
forcement of traditional identity types. Rather than observing a “new” and
“color-blind racism”, scholars found evidence of an “old” form of racist discourse
to have re-surfaced, which “explicitly imputes racial difference and exclusion”
(Cisneros and Nakayama 2015, 108).

When following the debate on social media and gender, analyses of whether
these forms of communication encourage the re-constitution of gender constructs
or, instead, affirm more traditional ones, several things are noticeable. To start with,
there appears to be primarily a focus on women and how they are depicted, while
men or masculinity are, for the most part, treated as a baseline for comparison rather
than a subject of study per se. Furthermore, scholars have mostly examined the
social media use by individuals and how they conform to or challenge existing gen-
der norms. However, although potentially fundamental, corporate actors and their
depiction of gender roles via social media in the course of, for example, corporate
branding or recruitment, are — apart from few exceptions — yet to be addressed in the
literature (e.g., Jester 2019).

Against this backdrop, we examined the YouTube recruitment videos aimed spe-
cifically at veterans issued by CACI and DynCorp International, two U.S.-based
PMSCs. Both companies are contractors of the U.S. government, offering a broad
range of security and military-related services (Isenberg 2009; Military Times
2017). Although these PMSC:s also appeal to prospective employees through Twitter
(Joachim et al. 2018) or offline and through word-of-mouth (Petersohn 2018), we
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limited our analysis to the videos of both companies aimed at veterans. Unlike other
social media channels, they provide a much richer form of data to examine the (re-)
construction of masculine identities. Because they are based on audio and sound,
YouTube videos are particularly powerful tools for corporate actors to build an
“identity and strengthen their relationship with external stakeholders” (Waters and
Jones 2011, 253).7 According to Waters and Jones (2011, 249-253), who examined
the use of videos by non-profit organisations, such platforms “put a human face on
the organization” and create “a strong mental impression of the organization in the
public’s mind” because they permit their users “to tell their story in a powerfully,
emotionally connecting way”.

CACT’s video is titled “Deploying Talent — Creating Careers” (CACI 2013). It is
4.46 min long and consists of sequences from interviews with three CACI employ-
ees: Denyse, a recruiting manager; Jared, a field engineer; and Stand, a hiring man-
ager. Denyse is a coloured woman, and Jared and Stand are white men. The video
starts with stills combined with overlying text regarding the situation of veterans,
followed by alternating interview sequences with the respective spokespersons. The
DynCorp video, titled “Proudly Employing Those Who Served”, consists of a 3.41-
min presentation that combines a sequence of interviews with a veteran named Clint
with scenes from both his military service and the company’s various activities
(DynCorp 2012). The video starts with Clint’s personal history, beginning with his
decision to join the armed forces after 9/11, followed by a description of his experi-
ences serving in Iraq and the injury he sustained while stationed there.

In order to determine which types of masculine identities both companies con-
struct and how they do this, we conducted a computer-assisted, qualitative content
analysis of the CACI and DynCorp videos using MAXQDA. Following the tran-
scription of the two videos, we coded sound and visuals separately, which increased
the number of observations. We coded deductively based on the attributes that schol-
ars associate with the different hegemonic military masculinities. In consideration of
what are deemed traditional types of masculinity, the codes we used included patrio-
tism, comradeship, adventure, common experiences, and honour.® With regard to
what researchers consider a corporate variant, the codes included, among others,
benefits (salary, pension, etc.), upward mobility, and positive working environment.’
In contrast, the codes for the feminised versions of military masculinity ranged from
compassion and caring to emotional (Joachim et al. 2018). This deductively gener-
ated list of codes was inductively supplemented throughout the analysis by means of
modifying or adding codes, especially to capture subordinate military masculinities.
These do not figure very prominently in the literature — with the exception of homo-
sexuals or new recruits, who are referred to as ‘ninnies’. Both videos by CACI and
DynCorp were coded several times by three trained individuals.

7See also Devereux (2017), Boateng and Okoe (2015).
8See, for example, Gareis et al. (2006), Tomforde (2010), Johansen et al. (2014).

?See, for example, Strand and Berndtsson (2015), Levy et al. (2007), Eighmey (2006), Joachim
et al. (2018).
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4 YouTube Recruitment of Veterans by PMSCs
and the Construction of the ‘Corporate Soldier’

Western societies rarely “offer an established manner of assessing the veteran expe-
rience in union with civil society” after deployment and military service (Gustavsen
2016, 23). PMSCs, however, claim to be able to fill this void and to relate “to what
the veterans have been through” (ibid.). Similar to “settled cultures”, where the
return of soldiers from military conflict or their societal presence is a more frequent
occurrence, these companies promise ex-militaries “a distinct repertoire of estab-
lished cultural resources to frame the[ir] experiences” in the form of masculinities
(ibid., 32). They boost the subordinate masculinities of physically and psychologi-
cally impaired veterans by affirming their former hegemonic military masculinity
and by coupling it with business masculinity, which ex-militaries are promised to
acquire upon their entry into the private sector. Therefore, due to the identity (re-)
construction involved, online recruitment of former military personnel is not only a
functional necessity for PMSCs, but also politically consequential and indicative of
broader identity shifts in state-society relations (Kronsell 2005).

4.1 Upgrading Marginalised Masculinities Through
the Affirmation of Traditional Military Masculinities

According to Gustavsen (2016, 21), it is important for veterans to “find positive
meaning in [their] experiences” in a conflict zone, especially if they return with
physical and emotional injuries. Both CACI and DynCorp International provide this
positive affirmation with respect to the current status and the past experiences of
ex-militaries. CACI is most outspoken in this respect. Referring to itself with femi-
nine attributes such as caring and emphatic and as being cognizant of veterans’
marginalised masculinities, the company prides itself on being especially under-
standing of “the vulnerabilities many service members feel when they realize that
the transition from the military to the civilian sector becomes a reality” (CACI 2013,
1.01-1.13). Acknowledging that over 320,000 of our nation’s 1.6 million deployed
service members have suffered from traumatic brain injury” (CACI 2013, 0.03-0.09)
and that the “unemployment rate for wounded warriors is 50 % higher” compared
to “the average citizen” (CACI 2013, 0.15-0.19), CACI proudly states that it has
“successfully hired hundreds of disabled veterans and wounded warriors into the
organization” (CACI 2013, 2.20-2.24).

In much the same manner, DynCorp asserts that it “is committed as a whole to
supporting wounded warriors” (DynCorp 2012, 2.59-3.02). At first sight, these
statements by the two PMSCs do not appear to be in line with the findings in the
social media literature. Rather than being presented in a stereotypical manner as
strong and courageous, veterans are depicted with reference to their injuries and
frailties. These are, however, not perceived as impediments, but instead as assets
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from which the companies can profit not only with respect to their public image, but
also in terms of human capital.

Although hiring veterans is not unusual and is common in other sectors as well,
former members of the armed forces — whether they be “ex-Green Beret, ex-
Paratrooper, ex-General, and so on” — are particularly sought-after employees in the
private security industry (Singer 2003, 76). It is not only their skill-set and their
training that makes them a perfect match for the security industry, as is convention-
ally claimed by industry representatives (Ramos 2013), but also, as the YouTube
videos suggest, their multiple masculinities. In addition to acknowledging that ex-
militaries are vulnerable and needy (Ortiz 2012), both PMSCs also affirm their tra-
ditional military masculinities based on heroism and bravery. The DynCorp video
shows soldiers carrying a stretcher with a wounded comrade and saluting in front of
the American flag, while former veteran and now employee Clint shares his trau-
matic experiences from his deployment, including an incident where ‘“another
Marine, sitting next to [him], was killed in the blast” (DynCorp 2012, 1.06-1.14).
Hence, compared to other civil employment sectors, where the masculinities veter-
ans acquired in the armed forces do not fit neatly with what is required on the job
and therefore requires them to retrain (Ramos 2013), the private security industry
does not expect veterans to strip themselves of their military identities. Instead,
DynCorp encourages veterans to “continue [with] the same dedication to service
and honor and values” (DynCorp 2012, 3.08-3.13). Similarly, CACI honours the
“proven leadership, values, job skills, and work ethic” of its prospective employees
(CACI 2017) as well as their “brother mentality” (CACI 2013, 3.45-3.52). The fact
that ex-militaries can join these companies as they are without having to break with
their past is, in addition to such statements, also conveyed through the personal nar-
ratives in the videos by the two PMSCs.

According to Denyse from CACI, everything she “learned in uniform” can be
“mastered during [a] career with CACI” (CACI 2013, 2.07-2.14). Clint of DynCorp
praises his company for upholding the same values he was taught during his military
service, including “principles”, “honour”, “values”, “commitment and dedication”
(DynCorp 2012, 2.34-2.38). He continues by stating that “we talk about leadership
in DynCorp. It’s part of our corporate dialogue. And I think it’s important. I know
from my experiences in the Marine Corps it’s all about principle and order and val-
ues and dedication” (ibid., 2.26-2.37). Clint’s and Denyse’s personal observations
regarding the fact that their military identities can be linked unproblematically with
their identities as civilian employees is, on the one hand, given further meaning
through imagery. For instance, in DynCorp’s recruitment video, employees are
depicted next to and working as a team with U.S. soldiers, helping them lift cargo
or repair a machine (DynCorp 2013, 1.50—1.57). On the other hand, the linking of
these two identities is reinforced through language, for example by the military
jargon with which CACI addresses veterans and affirms their military identity: “In
[the] Air Force, we say ‘Check 6! Who has your back?’ You know, if you’ve served,
you understand what it means to have somebody’s back. So, imagine that [...] a
veteran is now a CACI employee — that person has your back. You know? They do!”
(CACI 2013, 3.55-4.14).
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Based on their YouTube videos, both PMSCs conceive of military masculinity as
an integral part of and compatible with veteran’s employment in the security indus-
try. The skills and values that ex-militaries acquired in the armed forces are as valu-
able and essential for these companies as are the stories and myths surrounding
them — that is, the romanticising and the “significant status” enjoyed by those “who
have served (honorably)” (Dandeker et al. 2006, 164).

4.2 Coupling and Upgrading Military Masculinity
with Business Masculinity

At the same time as they are affirming the military masculinity of veterans, PMSCs
are also redefining and further upgrading this masculinity by linking it to civilian
and especially business masculinity. Working for a PMSC allows for both: “the
‘possibility, application and control of violence’ — which used to be also ‘the very
condition for military service’” — but also to pursue “self-fulfilment, self-enterprise,
and personal growth” (Strand and Berndtsson 2015, 234). Rather than merely being
a soldier motivated by values, such as a sense of duty, veterans become ‘corporate
soldiers’” who are engaged in an enterprising activity equivalent to that of a busi-
ness person.

Studying the treatment of veterans in Sweden, Strand (2018, 6, in reference to
Duncanson 2009) observes that the construction of soldiers and veterans as “mascu-
line warriors” is “complemented with, and perhaps challenged by,” other forms of
identity. This also applies to ex-militaries who are recruited by PMSCs. Their “mili-
tary identities” are “produced by, and reproductive of, a neoliberal regime of gov-
ernment, enacted through rationalities and techniques of the market” (ibid., 3). The
statements by Jared of CACI are illustrative in this respect. When “looking for a
job” he could do and a company “that would hire military people”, CACI was a
place that not only offered him “a lot of career path choices”, but also valued him as
someone who had “served in the U.S. military in Iraq” (CACI 2013, 0.25-0.30),
thus acknowledging the “very valuable experience that [many of its employees]
had” (ibid., 4.15-4.18).

Clint of DynCorp, a wounded and disabled veteran, equally felt that DynCorp
appreciated both “his experiences and [his] limitations”, welcoming him “with open
arms” (DynCorp 2012, 2.50-2.57). Thus, when he started working for the company,
he was certain that he “was in the right place” (DynCorp 2012, 2.38-2.29).
Statements such as these can be found throughout the YouTube videos by CACI as
well as by DynCorp and suggest that the business masculinity veterans acquire is
and remains tightly linked to military masculinity. As was already illustrated in the
previous section, the pursuit of a civilian career with a PMSC such as CACI or
DynCorp does not require veterans to let go of their past. Instead, the “meaningful
job opportunities in fields closely aligned with their military occupational special-
ties” (CACI 2017) or the “great new careers in technology” as well as “exciting
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opportunities for experienced professionals, college graduates, and vets” —as CACI
also emphasises on other social media channels such as Twitter (Joachim et al.
2018, 305) — build upon the skill-set and the values these ex-militaries acquired in
the armed forces.

Although CACI and DynCorp are only two, albeit market-leading, companies in
the booming and growing security market, reflections of industry representatives
suggest that the coupling of the business and the military identity matters beyond
these two illustrative cases. In an article published in the journal Security, for exam-
ple, Jerold Ramos, a U.S. Navy veteran lists several reasons as to why, in his view,
veterans are desired employees of the private security industry. In addition to train-
ing, “high-tech experience with sophisticated systems and software”, and “adapt-
ability” when it comes to “evolving circumstances”, these reasons include veterans’
ability to “transition quickly from one assignment or focus to another”, their “lead-
ership qualities”, their “commitment to service”, and their “dependability” (Ramos
2013, np). Furthermore, according to White (2017, 14), PMSCs associate “reputa-
tional benefits” and “human resource functions” with these former members of the
armed forces.

5 Conclusion

In scholarly literature, veterans, given their past, are quite frequently conceived of
in a dichotomous fashion as either being in need of protection or as warrior heroes
(Kronsell 2012; Dyvik 2016; Ase and Wendt 201 8). Our analysis of PMSCs online
recruitment campaigns aimed at ex-militaries suggests that such a conception of
their masculinities needs to be revised when it comes to the private security sector.
Rather than being kept separate, the two identities are reconstructed and become
tightly linked when former military employees transition from the armed forces to
PMSCs. While showing appreciation for the marginalised masculinities especially
of disabled and emotionally traumatised veterans, PMSCs such as CACI and
DynCorp promise these individuals a viable and superior alternative. When working
for such companies, ex-militaries acquire a business identity and become produc-
tive civilians, while at the same time being able to retain the identity of their past as
honourable soldiers.

These findings are important in several respects. To begin with, they lend force
to the critical security studies literature, according to which PMSCs are neither
apolitical nor mere service providers, but are instead actively involved in the ongo-
ing political struggles over the definition of masculinities (Joachim and Schneiker
2012, 2015, 2019). Furthermore, our analysis reveals that social media holds infi-
nitely more possibilities for such companies to (re-)construct identities. Compared
to traditional channels of communication, social media allows for identities to be,
on the one hand, constituted in more vivid and colourful ways, while, on the other
hand, also being linked in new and unfamiliar — or even more ambivalent — manners
(Waters and Jones 2011).
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In the case of the PMSCs in our study, the coupling of traditional military and
business masculinities gives rise to a new ‘corporate soldier’ identity, which ex-
militaries acquire upon their entry into the private security sector. This compound
identity, however, is not just consequential for job-seeking veterans. It also is a
source of power for PMSCs and an opportunity to reconstruct and upgrade their
own corporate identity. By hiring former generals, navy seals or soldiers, PMSCs
can, on the one hand, acquire a hegemonic, military masculinity and establish them-
selves as more legitimate and compatible security actors when seeking contracts
with governments and their armed forces. On the other hand, when joining military
masculinity with its business variant, these companies can also generate themselves
as superior to the armed forces. With the ‘corporate soldiers’, PMSCs are able to
claim to restore veterans to civilians and take care of their economic well-being at
the same time as they ensure and provide protection for citizens in general, both
from internal and external threats.

Regarding the literature on social media and the construction of identities, the
analysis of PMSCs adds to the existing research. Rather than either affirming or
transcending gender constructions, these new forms of communication appear to
allow for many more possibilities to represent the self and the other. Users may, as
is the case for PMSCs, mix and match masculinities or femininities as they see fit,
depending on the purpose and the addressees. Moreover, with the rise of social
media, the construction of gendered meanings is no longer as tightly linked to offi-
cial or traditional institutions. Instead, due to the possibilities created by virtual
online spaces, private actors are increasingly implicated, thus becoming able to (re-)
define what gendered identities connote and, in turn, privilege some and margin-
alise others.

These insights warrant further scholarly attention and research. As there is still
rather little knowledge about how security actors — as opposed to armed forces —
(re-)constitute military masculinities or even deploy femininities, future studies
may investigate which other variants are brought into circulation by these actors,
how they are strategically used, and how states and other actors respond to them.
Furthermore, as social media is as yet a rather underexplored empirical domain as
far as the identity construction of security actors is concerned, it is important not
only to map the kinds of gendered identities that are deployed by these actors, but
also to determine whether they promote consistent or rather different and contradic-
tory constructions across different platforms. Finally, much emphasis has thus far
been placed on supplying and creating gendered identities. By comparison, there is
close to no knowledge as to how addressees receive and respond to these identity
conceptions. On the basis of social media data, however, it is in part possible to start
accounting for these lacunae. Given the ability of users to comment on as well as
state their own opinions, we can examine whether certain gender conceptions find
more or less acceptance as well as trace whether they are gaining traction. In con-
clusion, much remains to be done with respect to researching the construction of
political identities since with the arrival of social media a new variable has come
into play.
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Abstract Social media offers an ideal platform for conducting lively discussions,
some of which are also about the armed forces. Therefore, based on theoretical con-
siderations and findings from researching user-generated content, this contribution
examines the importance of digital negotiation processes and offers a first theoretical
insight into the significance this may have for civil-military relations. A society’s
image of the armed forces is influenced by the narratives and visualisations conveyed
by different media. According to a multi-level model of the public sphere, social
media discussions can be understood as part of social negotiation processes. In these
processes, a society’s image, for example of the armed forces, is consolidated or
changed. People participate in discussions on social media for a variety of reasons.
On the one hand, cognitive motives are pursued, for instance, to deepen knowledge.
On the other hand, it can also simply be a matter of acting out. Negotiation processes
on social media should not be neglected, as previous research indicates that online
comments influence the attitude and perception of readers. Discussions on social
media can thus shape the social vision of armed forces and consequently have an
impact on civil-military relations by strengthening or weakening popular support.

Keywords Social media discussions - Social negotiation process - Civil-military
relations - Effects of comments on perception

1 Introduction

Social media is characterised, on the one hand, by the fact that the low access barri-
ers make it possible for almost everyone to share content with the digital world, as
long as they have internet access and literacy skills. The long time periods spent on
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social media' as well as the immense amount of content posted on social media
illustrate the extent to which these platforms are used nowadays. For instance, per
second, 8818 tweets are sent, 966 Instagram photos uploaded, and 1644 Tumblr
posts published (Internet Live Stats 2020). On the other hand, social media is also
characterised by a social element. “Social action ... should mean such action which,
in the sense intended by the actor(s), is related to the behaviour of others and is
oriented towards this in its course” (Weber 2002, 653). This is also apparent in
online follow-up discussions. Readers of comments can use those comments to
infer the behaviour of others, which is the basis for action, for example, by reacting
in a certain way with one’s own comment. In the digital world, readers derive the
normative attitudes of others from the attitudes they express and embed in their own
comments (Chung 2019).

This contribution focuses on the discussions that take place on social media,
investigating the question as to whether such discussions can have an influence on
how armed forces are perceived. If simple social interactions on social media can
change people’s attitudes, it follows that discussions on social media can be of great
importance to armed forces, given that these interactions shape the image a society
has of them. In order to work out this connection, firstly, the significance of media
communication for civil-military relations in a democracy will be explained.
Subsequently, the role of social media in this particular context will be discussed.

Social media has made it possible for discussions and conversational structures —
which, before the era of social media, were generally conducted in private — to also
be conveyed by media and thus become publicly accessible for a large number of
people, independent of time and space. This raises the question of why people par-
ticipate in digital discussions or, more precisely, why comments are made at all.
Research has shown that comments are made arising either from cognitive or affec-
tive motivation: commentators either wish to broaden their understanding or argu-
ments, or they simply want to let off steam. As of late, the impact of social media
comments and discussions has received particular attention, focusing on whether
such discussions can actually change views and attitudes on a topic. The findings
from this rather young field of research suggest that these effects do, in fact, exist.
This indicates that social media discussions should not be neglected, but should be
considered an important element in civil-military relations. Therefore, following an
overview of the research status, the final step in this contribution is to link and clas-
sify online discussions with regard to their significance for armed forces.

"In Switzerland, 85% of young people aged 13-19 use social networks daily for entertainment.
Around half of the young people use social networks to obtain information (Suter et al. 2018). In
the USA, young people aged 8-18 use social media for just over 3 h a day (Common Sense
Media 2015).
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2 The Role of Media Communication
in Civil-Military Relations

Armed forces are integrated into the political system of a society. In established
democracies, as part of democratic society they are subject to the same mechanisms
as the entire political system and thus must legitimise themselves before the people
(Micewski 2013). Legitimacy is gained, on the one hand, by being subject to demo-
cratic control. This means that a leadership elected by the people, an independent
judiciary, and civil society institutions keep an eye on the armed forces and control
them in the interest of the people (Ratchev 2011; Janowitz and Little 1974). In order
for this to happen, public access to information is necessary to ensure transparency
and respond to the concerns of citizens and the media. On the other hand, armed
forces also legitimise themselves by staying current in terms of defence strategies
and having appropriate military structures, trained personnel, and modern organisa-
tional structures. Under these circumstances, armed forces can carry out the tasks
prescribed by policy in an effective, efficient, and socially and financially accept-
able manner (Ratchev 2011). Nowadays, modern organisational structures also
include the handling and examination of social media. Furthermore, given that legit-
imacy also means being recognised by citizens as being legitimate and binding
(Braun and Schmitt 2009), armed forces, as part of a democratic system, are depen-
dent on the support of the people. One way to maintain contact with the population,
gain support in society, and strengthen the reputation of and trust in the organisation
is through publicity and communication. An independent political public sphere
enables free decision-making and links the state, including the armed forces, with
civil society (Habermas 2009). Thus, publicity is an element that makes democracy
possible (Martinsen 2008). On the one hand, armed forces are therefore dependent
on the media to keep in touch with the population and to inform citizens about the
military project, its success, and its costs (Porch 2002). On the other hand, the peo-
ple, i.e., the sovereign, depend on public reporting on the armed forces in order to
keep control over them (Ratchev 2011).

The importance of public communication can be observed, for example, in a
study on the perceived effectiveness of the police in Kansas City by Ho and Cho
(2017). The study shows that police performance was assessed more positively
when there was active communication — even if the crime rate actually increased
during that time (ibid.). Accordingly, communication is important for state organ-
isations and security-generating institutions because it enables them to legitimise
themselves. Through mediated narratives and visualisations, the mass media shape
the social construction of the image of the armed forces present in a society (Virchow
2012; Rukavishnikov and Pugh 2018). Hence, the image that society has of the
tasks, legitimacy, structure, and problems of the armed forces is influenced directly
by the mass media (Virchow 2012). This applies to a country’s own armed forces as
well as to armed forces of other states.
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Nowadays, social media with its lively discussions is also part of the mass media.
It can therefore be assumed that it also influences the image of armed forces in soci-
ety. Information or opinions on facts and circumstances, for instance regarding the
armed forces, are shaped on the basis of direct experiences or through media medi-
ated experiences (Gerhards and Schifer 2007). Often, only a minority of the popula-
tion has direct and current experience with or knowledge of an organisation like the
armed forces. The majority depend on experiences and knowledge conveyed by the
media. However, the media system has changed significantly because of the social
and technological changes over the past decade. The development of the interactive
Web 2.0 as well as the constant accessibility via mobile internet and, not least of all,
social media have reshaped the way in which we inform ourselves and communi-
cate. The effects of these changes will be discussed in the following.

3 Social Media as Simple Public Spheres in the Media Space

While two decades ago, traditional media held the role of gatekeepers, with profes-
sional journalists deciding what was being reported on, this has changed with the
advent of the internet and especially social media. Nowadays, there are almost no
access barriers to publish anything. However, the achieved reach and the generated
attention can be very different depending on the medium, account or content
(Hendricks and Vestergaard 2019). Armed forces also take an active part in social
discourse and proactively communicate with the people through various channels,
such as media releases, websites, various social media accounts, and other plat-
forms (Virchow 2012). While social media always poses a certain risk for organisa-
tions like the armed forces — for example, too much information could be leaked,
which may put soldiers at risk —, it also presents opportunities. This contribution
thus focuses on the chances that social media can offer armed forces.

First of all, the internet and social media enable armed forces to publish their
own specially prepared content, which can potentially reach a very wide audience
very quickly, even without the support of traditional mass media. Another opportu-
nity of social media lies in its interactivity. Social media can potentially not only
reach a very large number of people, but one can also enter into a dialogue with
them. Therefore, communication is no longer one-sided to a supposedly silent audi-
ence, but occurs in direct interaction with the people, who can react publicly and
with almost no access barriers. Social media thus enables armed forces to start a
dialogue with citizens. This corresponds with new approaches to administrative
communication, which state that the people should be supported in being able to
articulate shared interests in a pluralistic society. The aim of this type of administra-
tive communication is to promote participation, democracy, good governance, and
a better society (Deverell et al. 2015).
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As was explained above, the importance of publicity and an interactive, public
dialogue with citizens is evident. In the following, the meaning of publicity in this
context will therefore be discussed in more detail. To this end, the multi-level model
developed by Elisabeth Klaus (2017) shall be applied to determine the importance
of social media discussions about the armed forces. A broader understanding of
public spheres and political communication, as provided for in the Klaus model,
makes it possible to include different sub-publics as well as new types of social
media communication (Driieke 2017). The public, according to Klaus (2017), can
be understood as an ongoing process “in which the members of a society come to an
understanding on how they want to live. This happens essentially on the basis of
their life experiences” (Klaus 2017, 22). Taking armed forces as an example, this
means that citizens exchange ideas on what the security-generating organisations
and institutions of the state should be like. Personal and media-mediated experi-
ences with armed forces are thematised, generalised, and evaluated. Thus, social
ideas about the armed forces can emerge, change or fade.

Such an understanding of political public spheres means that security policy is
not only made by the political institutions, but that politics are also “a fundamen-
tally ubiquitous mode of behaviour” (Sutor 1998, 45). It therefore becomes clear
that such social negotiation processes can take place in varying degrees of complex-
ity, and that such processes influence how armed forces are perceived in society at
every level. In complex public spheres, information on the armed forces is prepared
in a professional and sophisticated manner and passed on to the population via tra-
ditional media, websites, and eGovernment as one-way communication.
Consequently, access to complex public spheres is limited because there are only a
small number of such forums. The discourse in complex public spheres about secu-
rity policy and armed forces is therefore determined by already established security
policy actors and institutions. These actors often have concrete decision-making
power and thus are usually the dominant actors in security policy discussions (Klaus
2017; Driieke 2017; Katzenbach 2017). Moreover, the more complex the public
sphere, the greater is its social power and influence on “public opinion” (Klaus
2017, 26).

Societal negotiation processes can also take place in medium-sized public
spheres. “Prototypes for medium-sized public spheres represent associations and
citizens’ initiatives”, which can take place off- or online (Klaus and Driieke 2017,
117). On the internet, however, new forms of communication can also emerge, such
as social movements. Examples for this are the Occupy movement, the protests in
Hong Kong in recent years or the #FridaysforFuture climate movement, all of which
were largely formed via social media. On the one hand, interpersonal communica-
tion, such as in follow-up discussions, is important. On the other hand, different
roles are developing, and a distinction can be made between active and rather pas-
sive members of such movements (Klaus and Driieke 2017). As a result, certain
roles — such as speaker, moderator or audience — emerge, which are, however, inter-
changeable. They structure the public spheres by steering communication and thus
giving it a form (Katzenbach 2017). Hence, opinions can be more easily synthe-
sised, bundled, and made available to a wider public. On the internet, which is
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understood as a political space, interest groups and social movements can therefore
constitute both of state and civil-societal actors (Driieke 2017).

At the beginning of 2020, for example, a communication space opened up in
social media under the hashtag #ww3 and went viral. In a very short time, this
hashtag reached several 100,000 people on Instagram, Twitter, and Tiktok, respec-
tively. Using this hashtag, young people in particular published their concerns,
views, and statements on a potential third world war, following the tensions between
the USA and Iran. Moreover, attitudes towards the armed forces, one’s own con-
scription or a possible deployment in Iran were discussed. This was done in an
ironic and cynical way — often in the form of memes or short videos — which, in turn,
was taken up, thematised, and criticised by the mass media (Kedves 2020; Alfonso
2020). It is conceivable that a movement could organise itself under this hashtag if
concerns in this regard continue. This could happen, for instance, if the individually
experienced fear and the perceived need to do something evolves into a collective
perception of the problem through diverse and mutual references (Katzenbach
2017). In other words, statements and views on this topic can be bundled and solidi-
fied until they could eventually spill over into the offline world in the form of strikes
or protests.

Finally, there are other social negotiation processes, however, these are often
rather simply interaction systems that arise, for example, when people fleetingly
meet in offices or bars (Katzenbach 2017, 154). In such simple public spheres, there
are no structural distinctions between speaker and audience roles. Simple public
spheres can also form online, for instance, when users exchange their experiences
and opinions about the armed forces in follow-up discussions (Katzenbach 2017).
Patterns of interpretation solidify in simple interactions and everyday communica-
tion (Schrape 2011). In fact, all communication contributes to the construction of
reality by deciding what is taken up and what is left to be forgotten (Luhmann
2017). Special interest is thus being paid to social media and the new interactivity
of Web 2.0 and the simple public spheres occurring there. On the internet and espe-
cially on social media, discussion and communication spaces are emerging in which
citizens without proven expert knowledge can exchange views on security policy
and armed forces. On the basis of their own experiences and knowledge, they dis-
cursively negotiate social ideas (Driieke 2017) and can thus shape, reinforce or
change the way the armed forces — including their narratives and visualisations — are
perceived in society. In contrast to traditional simple public spheres, however, sim-
ple public spheres online are mediated by the media and thus exist independently of
time and space. Therefore, as the communication space is generated by media-
mediated and publicly accessible contributions, the follow-up discussion loses its
fleeting character and takes on a manifest, permanent form (Katzenbach 2017).

These different levels of publicity are not detached from one another, but are
mutually interlinked. Mass media are complexity-reducing distribution points that
observe sub-publics and bring generally relevant information and views into the
public discourse (Marcinkowski 2002; Schrape 2011). Complex public spheres thus
have the opportunity to guide and influence social negotiation processes at the less
complex levels. In turn, new patterns of interpretation and innovative ideas, for
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example about armed forces, can emerge in medium-sized public spheres in which
interest groups join forces, for instance via social media. In medium-sized public
spheres, topics and patterns of interpretation from simple public spheres are bun-
dled and can thus be taken up by the mass media (Katzenbach 2017; Driieke 2017,
Klaus 2017; Schrape 2011). In simple public spheres on social media, alternative
patterns of interpretation can also be publicly discussed. Over time, a debate can
emerge in which the individual experiences and views of these public spheres are
perceived as group experiences and group opinions, and as such can flow into a
mass media public sphere (Katzenbach 2017).

Mass media and social media communication serve to construct reality on vari-
ous levels. At the level of simple and middle public spheres, the patterns of interpre-
tation are more diverse than at the level of complex public spheres. In complex
public spheres, comprehensive descriptions of the present and patterns of interpreta-
tion are taken up in order to offer society a complexity-reducing orientation basis
for follow-up communications (Schrape 2011). Interpretation patterns from the dif-
ferent levels feed the negotiation processes at the other levels and thus reciprocally
influence how issues are discussed at the different levels.

As a result, not only direct communication and mass media communication on
part of the armed forces will receive special attention, but also particular simple
interaction systems and digital follow-up discussions. In the following, I will dis-
cuss why people participate and comment on online simple public spheres at all,
and which effect online discussions can have.

4 Motivation to Participate in Simple Online Public Spheres

Online follow-up discussions refer to the total amount of user-generated content,
i.e., all comments following media content or a post on social media (Ziegele 2016).
Comments, which Ziegele (2016) describes as “post-communicative and asynchro-
nous online connection communication”, are published online in writing following
digital contributions (Ziegele 2016, 38). This enables a large number of actors to
participate in a discussion, for example on the armed forces, and to contribute their
experiences and ideas to the discussion, independent of space and time. However,
why does anyone even take the time to participate and write comments on social
media or other interactive platforms? An analysis by Staender et al. (2019) shows
that contributions are more often liked or shared than commented on. The different
participation intentions require different degrees of user activation. Liking some-
thing only requires a small activation — with a single click, the action is already
complete. Sharing, on the other hand, already requires a stronger activation than
liking (Staender et al. 2019; Berger and Milkman 2012). By sharing, users actively
take over content and distribute it under their own name in their own network. By
publishing a comment, finally, one gives others an insight into one’s own opinion
and therefore reveals and presents oneself to others (Staender et al. 2019).
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Emotional and surprising content has a strong influence on the willingness to
comment (Staender et al. 2019; Ziegele 2016). Emotionality means that positive and
negative content occur, thus differing from neutral and factual content. Surprising
content that contains something new and is easy to understand stimulates the will-
ingness to comment, because it is read with greater interest than content that is
already familiar and simply activates users’ prior knowledge. This, in turn, moti-
vates users to contribute their own perspective (Ziegele 2016). A similar situation
can be observed with socially relevant and political-ideological topics that are mor-
ally controversial and present different points of view that are being discussed con-
troversially. Such topics stimulate the willingness to comment, because the
incompleteness of the topic quasi challenges commentators to “influence the pro-
cess of social opinion formation ... by publicly expressing their own views” (Ziegele
2016, 326). However, the fear of negative reactions to a statement on a controversial
topic can rather inhibit the willingness of people with less self-confidence to com-
ment (Ziegele 2016). Further research results indicate that commenting fulfils a
certain purpose for those who comment. Moreover, a distinction can be made
between the different functions commenting has for users in their directly experi-
enceable life world: commenting is based either on cognitive or on affective motiva-
tion (Ziegele 2016).

4.1 Cognitive Functions for Commenting

Both the reading of comments and the commenting itself fulfil cognitive functions.
Users want to share their views, information, knowledge and personal opinions on
various topics with the public (Ziegele 2016). They see commenting as an opportu-
nity to broaden their knowledge, for instance of armed forces and security policy, in
a discussion, to better understand facts, and to learn about other opinions. However,
commenting is also a way to refute or teach others. Similar to immediate follow-up
discussions in traditional conversations, online follow-up discussions allow media
content and the climate of opinion to be cognitively processed and classified, lead-
ing to a deeper individual understanding and knowledge — offline as well as online.
For those who read online follow-up discussions, the search for information is an
important aspect (Springer et al. 2015). In this way, further information, patterns of
interpretation, and views can be obtained and compared with one’s own point of
view. The personal bouquet of arguments can thus be newly compiled, decorated,
and expanded for a further follow-up discussion. What is more, comments can build
a bridge between the personal and social relevance of a news item (Ziegele 2016).
In addition, an insight into society and public opinion is possible. Analyses have
shown that in online discussions where the majority of comments deviate from the
position of the commented article, readers assume that public opinion is more in
line with the position of the commentators than that of the article (Lee and
Jang 2010).
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4.2 Affective Functions for Commenting

However, people do not only have cognitive motivations when commenting. Often,
media content is processed ironically through commentary, creating an enjoyable
atmosphere similar to offline follow-up discussions. Furthermore, media content
can also be commented very emotionally. According to Ziegele (2016), both the act
of commenting and the emotional discussion have a cathartic, purifying, and dis-
tracting effect. Emotions can thus be reduced, and the commentators can distract
themselves from everyday stress. Commenting is therefore no longer necessarily
about the actual topic of a contribution or a post, such as the armed forces.

Following the publication of tragic media content, consternation and condo-
lences are often expressed (Ziegele 2016). Unfortunately, in the armed forces, tragic
incidents occur time and again, which are then communicated to the people by the
media. In October 2019, for example, there was a tragic accident during military
training in Georgia. A report by ABC News, which was uploaded to YouTube, was
commented on more than 1000 times, the majority of those who commented
expressing their deepest condolences and dismay to the relatives via YouTube (ABC
News 2019).

In this regard, readers of online follow-up discussions are often confronted with
quite emotional comments, which are not always about the matter at hand, as com-
menting is sometimes also used as a valve. However, readers are also confronted
with comments that are thoroughly factual. Through such comments, new patterns
of interpretation and points of view are conveyed to the readers, while existing ones
are confirmed. The effects of this diversity of comments on readers is explained below.

5 Effects of Social Media Follow-Up Discussions

A glance at news sites or social media sites reporting on armed forces topics reveals
that information about the armed forces is not only being provided and posted, but
that it is also being discussed. This is empirically demonstrated by other contribu-
tions in this anthology, such as Kiimmel, Leightley et al. or Rivnai. The question
arises, however, whether such follow-up discussions have any effect at all on the
people who read the comments, or whether online discussions are completely neg-
ligible. According to the theory explained above, in such interactions, ideas and
patterns of interpretation on various topics are consolidated (Schrape 2011) and
should therefore also have an effect on the attitudes of people. In recent years,
research has been concerned with and tried to explore the effects of user-generated
comments on readers in experimentally designed studies. In order to demonstrate
the importance of online follow-up discussions, an overview of the findings of this
research is presented below.

Chen et al. (2019) were able to show that negative or positive user comments can
influence the purchase intention of consumers. The order of the positive and
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negative comments plays a role, the latest information dominating the influence on
consumers. However, this is moderated by the extent of product involvement, which,
as Ho-Dac et al. (2013) noted, is particularly true for products of weak brands. With
products of strong brands, online user comments do not have a significant impact on
sales. This could mean that follow-up discussions on armed forces could be particu-
larly important if the armed forces have little support and reputation in a society and
the brand ‘armed forces’ is rather weak. Although there is, to my knowledge, no
research design on the effect of comments on attitudes towards armed forces as yet,
there are findings on other state institutions. An often quoted analysis by Walther
et al. (2010) addresses online follow-up discussions on public service announce-
ments (PSAs). PSAs — which are aimed to provide information on health issues and
drug prevention and to propagate certain behaviour — are usually initiated by gov-
ernments and health authorities and are an important part of many government
health campaigns. Walther et al. (2010) conclude that the same advertisement is
rated better when followed by positive comments than when followed by negative
comments. However, the perception of the actual health risk is not significantly
influenced by the comments. Nevertheless, a stronger identification with the com-
menting community leads to an increased effect with regard to the evaluation of the
advertisement, as well as with regard to the evaluation of the actual health risk.

The importance of social identification with other commentators was also noted
by Chung (2019), whose research indicates that the comments of other users can
influence the norms and views on a topic, especially if there is a strong social iden-
tification with the commenting community. It is therefore to be expected that the
perception of state social media campaigns is also influenced by follow-up discus-
sions. Social media campaigns in the context of armed forces, for example, are often
used for the recruitment of young people. However, young people are not only influ-
enced by the campaign itself, but also by the follow-up discussions of their peers on
social media. Indeed, the more they identify with the commenting community, the
more likely they are to be influenced by the follow-up discussions. For a positive
effect of such recruitment campaigns, it is thus likely that it is not only the social
media campaign itself that counts, but also the digital follow-up discussion it
prompts.

In online discussions, not only is it important whether the comments are positive
or negative, but the tone in which comments are written also has a decisive influ-
ence. An experimental analysis of the effect of reading online follow-up discussions
has shown that the perception and evaluation of a topic is, in fact, not just influenced
by the contribution itself (Anderson et al. 2014). Being exposed to rude comments
on a topic on the internet (on news sites or social media), for instance, actually influ-
ences the perception of the actual topic (Anderson et al. 2014; Jennings and Russell
2019; Lee 2012). The ensuing discussion, in which both polite and impolite com-
ments are made, further shapes attitudes towards a topic, such as security policy or
armed forces. In that regard, an analysis of television discussions by Mutz and
Reeves (2005) showed that rude political discussions on television reduce trust in
institutions. Although, according to Molina and Jennings (2018), uncivil online
follow-up discussions receive greater attention, the more polite social media
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discussions are also more elaborate and lead to greater satisfaction. This was also
observed by Jennings and Russell (2019, 428), who found that “civil discussion
indirectly predicted an increase in both policy support and intended behavior
through attitude formation”.

If polite social media discussions lead to greater satisfaction among readers and
are more likely to generate political support, such discussions are of interest to
armed forces. Should armed forces indeed choose to participate in online follow-up
discussions on various interactive platforms, it is important to focus on argumenta-
tive and civil discussions. In this way, a positive image can be transported. Support
for polite discussions without specific moderation can, for instance, occur through
the participating commentators, as politeness in online discussions sets standards of
politeness that others are likely follow (Han and Brazeal 2015).

The fact that changes in behaviour and attitudes on political and social issues are
not only a short-term effect was demonstrated by Stylianou and Sofokleous (2019).
They investigated the influence of online user comments on attitudes towards
minorities, concluding that positive comments reduce prejudice towards refugees, a
change which still persisted 1 week after the experiment. Such an effect is most
pronounced when strong prejudices previously prevailed. “Overall, existing research
suggests that online comments on news items affect readers’ attitudes, perceptions
and evaluations, at least as far as experimental studies can support” (Stylianou and
Sofokleous 2019, 129). It is therefore reasonable to assume that comments and
follow-up discussions on the internet and social media can also influence the atti-
tudes, perceptions, and evaluations of armed forces, especially if the comments are
new, up-to-date, positive, and polite. Moreover, it might be possible to reach people
with prejudices against armed forces and perhaps even bring about a more long-
term change in their attitude towards armed forces if they read favourable and decent
comments on the subject.

6 Conclusion

Social media offers an opportunity for civil-military relations. It enables armed
forces to partially observe simple public spheres, which, in turn, makes it possible
to follow the social negotiation processes concerning armed forces that take place
there. Since such processes used to take place mainly in the private sphere under
exclusion of the public, this is a great opportunity made possible by social media. In
this way, armed forces can monitor which ideas about them or about security-related
issues are becoming entrenched in society. Moreover, thanks to social media, armed
forces no longer have to just watch, but now — with all their members — have the
opportunity to participate in such social negotiation processes at various levels. As
had already been the case before, they can use the complex public sphere and pro-
vide professionally prepared, generally relevant information and statements via tra-
ditional mass media, such as daily newspapers, television, and radio or government
websites. However, they can now also participate through social media on
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medium-sized and simple public spheres by using the interactivity of Web 2.0 and
social media. This applies not only to armed forces as an organisation, but also to
military personnel on an individual level. These new ways of participation are an
extended possibility of how security-relevant views and interpretation patterns can
reach medium and simple public spheres. Thus, armed forces can actively shape
their image in society, given the fact that — as commentary research shows — social
media discussions influence the attitudes and behaviour of readers.

The tone in which communication takes place is particularly important. Polite
online discussions are more argumentatively elaborated and lead to greater satisfac-
tion among readers. Furthermore, the perception of a topic can be influenced par-
ticularly strongly if it is a weak brand with little reputation in society. Participation
in simple interaction systems is therefore especially interesting for armed forces
with a weaker reputation and less support in society. In this way, new and innovative
patterns of interpretation of armed forces as well as security-related issues can be
discussed. This is especially true when such interactions involve not only layper-
sons (often only a minority has direct experience with armed forces), but also mem-
bers of the armed forces with direct experience and expert knowledge, thus
complementing the social negotiation processes.

The narratives and visualisations conveyed on different levels in the form of
memes or videos also shape the ideas a society has about the armed forces. Armed
forces are therefore well advised not only to communicate directly and one-way, but
also to interact with the population. It is another chance to present themselves to the
people, to legitimise themselves, and to strengthen the support of the citizens.
Thanks to the new opportunities created by social media, armed forces as state
actors can now also participate in simple public spheres, since these are mediated on
social media. Due to the media-mediated element and the written form, this can be
done independent of time and space. Armed forces can thus help shape the dis-
course through tonality and facts, as well as model the image that society has of
them beyond the traditional way. This gives social media discussions a special sig-
nificance for civil-military relations.

This contribution offers a first theoretical insight into social negotiation pro-
cesses taking place in discussions on social media and into the possible effects that
these discussions may have on civil-military relations. There is still much that needs
to be done. The considerations made here are based on Elisabeth Klaus’ (2017)
multi-level model of the public sphere as well as on newer findings from experimen-
tal research designs on the effects of user-generated content. In order to examine
whether security-related topics and, especially, topics regarding armed forces show
similar effects when reading online discussions, future analyses should focus on the
effect of positive and negative comments on the perception of and attitude towards
armed forces. Further research should also examine empirically how and, more spe-
cifically, which topics are being discussed in online discussions about armed forces.
Are there differences depending on the account, news site or forum? Are there inter-
national differences in the way online discussions about armed forces are con-
ducted? Can connections be established with the reputation of armed forces and the
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way in which they are being discussed? As this is a very young field of research,
there are many questions yet to be examined.
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Debating German Special Forces:
A Scandal in the Military, a Documentary,
and a Thread

Gerhard Kiimmel

Abstract In April 2017, a farewell party was held for a company commander of the
German special forces (Kommando Spezialkrifte, KSK). This party became the
focus of a feature by the political television magazine Panorama because of the
inappropriate behaviour of KSK soldiers, such as a peculiar training course, the
singing of extreme right-wing songs, giving the Hitler salute, and — planned, but not
performed — sexual intercourse. The feature received numerous comments on
Panorama’s Facebook page. These posts were subjected to an inductive content
analysis which identified five different thematic fields: (1) questioning the story, (2)
respect and leniency, (3) shock and concern, (4) the Minister of Defence and her
discharge of office, and (5) tradition and identity. The posts show a controversial
debate, allow for some insight into German civil-military relations, and reveal some
implications of the social media age for the armed forces.

Keywords Bundeswehr - Special forces - KSK - Soldierly misbehaviour -
Civil-military relations

1 Introduction

The purpose of the present book is to analyse the relationship between the armed
forces and social media, and to explore the implications of social media for the
armed forces. In order to enrich our knowledge in this field, the following contribu-
tion examines the case of a scandal which took place in the German Bundeswehr. It
was reported by a German political television magazine and was commented on
extensively on the Facebook page of said magazine. The posts in the thread were
subjected to a simple inductive content analysis aimed at identifying and structuring
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the reactions of the viewers by way of generating different thematic fields based on
the empirical material itself. The reactions in the posts were thus grouped into five
different categories. This contribution starts by outlining the story of the scandal,
before presenting the findings of the inductive content analysis. The findings are
then summarised and some conclusions are drawn with regard to civil-military rela-
tions in Germany. Finally, some implications of the social media age for the armed
forces are illustrated.

2 The Story: The Scandal and the Documentary

On 17 August 2017, the political television magazine Panorama on the North
German Broadcast (NDR) announced both in a press release and on its Facebook
page a documentary on the allegedly inappropriate behaviour of soldiers of the
Bundeswehr Special Forces (Kommando Spezialkriifte, hereinafter referred to as
KSK) and conveyed initial information on the scandal.! Later that evening, the nine-
minute feature titled “Hitler salute? Investigations against a Company Commander”
was broadcast on ARD (Grabler et al. 2017).

The feature tells the following story: In April 2017, the editorial team of
Panorama was approached by a woman who is referred to as ‘Anna’ in the docu-
mentary. She reports her experiences at a bizarre farewell party in one of the four
companies of the KSK. Prior to this party, she is contacted by a KSK soldier, who
already knew her from a dating website and seemed to be sure, “that she likes brutal
sex with men” (Grabler et al. 2017, 01:15).% He tries to persuade ‘Anna’ to serve as
a farewell present and sex playmate for the leaving company commander, Lieutenant
Colonel Pascal D., after he mastered a special training course (Gebauer and
Lehberger 2017). Financial remuneration is not offered. ‘Anna’s’ participation in
the party shall be ensured by promising her the fulfilment of her sexual fantasies.
The KSK soldier advertises the characteristics of his boss as follows: “Two meters
tall, fucks everything that comes his way. Hands like a toilet lid, and tattooed. In
terms of your secret sexual desires this could be the night of your life” (Grabler
et al. 2017, 01:22-01:33). He also forwards ‘Anna’ a video clip which shows his
commander practicing kickboxing.

‘Anna’ accepts the invitation and takes a plane from Hamburg to Stuttgart on 27
April 2017. Two KSK soldiers pick her up and accompany her to a military shooting
range close to the city of Sindelfingen (Gebauer and Lehberger 2017). Upon her
arrival between 9 and 10 pm, the party is already well under way. Around 60 KSK
soldiers participate. The challenge in the training course has already begun.
According to ‘Anna’s’ recollections, the challenge includes a steeplechase and

!'For further information on the KSK, see Rose 2009; Gaschke 2010.

2All direct quotes as well as the Facebook posts were written in German and translated by
the author.
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throwing pigs’ heads. Once the challenge is over, ‘Anna’ is taken to the commander,
whose hands are still covered in pig’s blood. According to the script, a tent is pre-
pared as the location for the sexual intercourse. However, sex does not take place
because the commander is already too drunk.

Initially, ‘Anna’s’ story is met with incredulous amazement among the journal-
ists of Panorama’s editorial team. Nevertheless, they agree to explore the issue fur-
ther. Members of Y-Kollektiv, a network of journalists, engage in further
investigations.® These journalists are Dennis Leiffels, who chairs Y-Kollektiv as
Head of Content*, Jochen Grabler of Radio Bremen, and Johannes Jolmes, who is a
member of Panorama’s editorial team (Leiffels et al. 2017). In the course of their
investigations, they request information from the German Army Command in
Strausberg, which refuses an interview, but replies by email and, at least partly,
confirms ‘Anna’s’ story. In addition, the email reveals more details regarding the
training course, which was supposed to be a Roman or Medieval contest including
“archery, slashing melons and pineapples with a sword”, and “throwing pigs’ heads”
(Grabler et al. 2017, 04:17-04:27). In addition, log cutting with an axe and a mili-
tary climbing wall were reported to have been part of the training course
(bundeswehr-journal 2017). The internal investigation by the Bundeswehr further
concludes that sex between ‘Anna’ and the commander did not take place.

However, the training course was not the only thing. ‘Anna’ reports that the
crowd gave a number of Hitler salutes, sometimes even after explicit encourage-
ment by the commander. She also states that the participants sang along to music,
the lyrics of which she remembered as deploring the ‘murder’ of Germany. The next
day, she identified those lyrics as coming from songs by right-wing rock band
Sturmwehr. Dr Matthias Quent, head of the Institute for Democracy and Civil
Society in Jena, who is interviewed as an expert in the documentary, explains that
these lyrics refer to the demise of Nazi Germany and are thus clearly extreme
right-wing.

Yet, the Bundeswehr’s investigation does not confirm ‘Anna’s’ information
regarding the Hitler salutes and the extreme right-wing music. According to their
interviews with participating KSK soldiers, the salutes were not meant to be Hitler
salutes, but rather ‘Ave Caesar’ gestures (Gebauer and Lehberger 2017). The
Bundeswehr further states that the interviews do not substantiate the suspicion of
any illegal misbehaviour by KSK soldiers. Nevertheless, the “hiring of an escort
woman” may indeed constitute a “violation of the soldierly obligation to integrity”
(Gebauer and Lehberger 2017). Shortly after the incident was made public, a press
officer of the public prosecutor’s office in Tiibingen announced that an investigation
into the incident would be initiated (Gebauer and Lehberger 2017). Some time later,
the public prosecutor’s office in Stuttgart was reported to have launched an investi-
gation based on the suspicion of symbols of unconstitutional organisations having
been displayed (Gebauer 2017).

3For further information, see http://presse.funk.net/format/y-kollektiv/
“See http://tincon.org/speaker/dennis-leiffels/
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The journalists of Panorama also see strong evidence for extreme right-wing
behaviour among KSK soldiers. The soldier who established contact with ‘Anna’
indirectly confirms her story on the Hitler salute, because in later communication
with her he declares that he “does not agree with Hitler salutes” and that he “did not
know how the wind blows” (Grabler et al. 2017, 07:53—-07:57). Moreover, according
to the investigation by Y-Kollektiv, the commander in question has a large tattoo that
depicts the Chetnik flag with the Serbian inscription ‘for king and fatherland; free-
dom or death’. This flag is reported to have been very popular among radical Serbs
involved in the Balkan war and the massacres of Bosnian Muslims (Leiffels et al.
2017, 10:37-11:05). Furthermore, there are doubts at Y-Kollektiv that elite sol-
diers — who adhere to a strong esprit de corps and who are most likely trained to
endure severe interrogation when captured as prisoners of war — would confess their
guilt during the Bundeswehr’s interrogations. Indeed, by “declaring themselves to
be guilty of having given the Hitler salute or to have listened and sung along to
extreme right-wing music”, they would “only be harming themselves as well as the
KSK” (Leiffels et al. 2017, 12:05-12:18). In addition, the day after the feature was
broadcast, it was reported that, based upon a complaint by a female civilian employee
of the KSK, an investigation against deputy commander Colonel Thomas B. was
launched for using sexist and misogynist language and threatening the female
employee following his relocation (Gebauer 2017).

‘Anna’s’ story raises the question whether there are problems of misbehaviour
and extreme right-wing tendencies in the Bundeswehr in general and in the Special
Forces in particular (Gessenharter et al. 1978; Wiesendahl 1998). The ZEIT Online
(2017) thus comments that “in recent months, several incidents” in the Bundeswehr
had “become known to the public where extreme right-wing tendencies, mobbing or
sexual harassment played a role.” The comment piece explicitly refers to the scandal
about the allegedly extreme right-wing Bundeswehr soldier Franco A., who was
suspected to have planned an attack, as well as to the media reports on the incidents
of sexual harassment in Pfullendorf and Bad Reichenhall (ZEIT Online 2017). The
magazine also underscores that “charges of right-wing extremism against the KSK
have already existed for quite some time”, pointing out retired Brigadier General
Reinhard Giinzel, a former KSK commander who was relieved of his office in 2003
by the then Minister of Defence, Peter Struck (SPD), “after publicly applauding a
speech by former CDU member Martin Hohmann that was broadly criticised as
being openly antisemitic” (ZEIT Online 2017). Giinzel attracted media coverage on
several occasions in the following years. In the volume of photographs on the KSK,
Geheime Krieger®, he explicitly puts the KSK in one line of tradition with the
German command troops of World War Two called “Brandenburgers”, a dubious
special unit of the Wehrmacht (Giinzel et al. 2006; Teidelbaum 2008, 11). Based on
this, Lieutenant Colonol Hans-Giinther Frohling (2008) wrote in the Bundeswehr
magazine [F — Zeitschrift fiir Innere Fiihrung: “Since Giinzel had been head of the
KSK for three years, his statements expose the KSK to the suspicion that, at least

SEng. Secret Warriors.
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under his leadership, members of the KSK were perhaps socialised in a spirit that
runs against the principles of Innere Fiihrung.”

In the following, the objective is not so much to answer the question of the extent
to which the charges of right-wing extremism against the KSK are substantiated.
Rather, the focus is on the public’s responses to the feature by Panorama, based on
the analysis of the thread on Panorama’s Facebook page.

3 Analysis of the Thread on Panorama’s Facebook Page

Viewers’™ responses to the Panorama feature as displayed on the magazine’s
Facebook page were quite numerous compared to the responses to other features in
the same issue. The feature itself and a condensed clip of it received more than
224,000 clicks combined, and were commented upon 304 times within just a couple
of days. By comparison, the subsequent three features received just 85,000 clicks,
and the feature on judges under stress in the same issue only received 44 comments.
The sample analysed for this contribution consists of the abovementioned 304 com-
ments on the KSK feature, the last of which were posted on 23 August 2017.

With regard to the viewers’ posts it has to be acknowledged that it is sometimes
hard to identify whether the name of the author of a post is a real name or an alias.
While only a few posts openly reveal that the user was — or still is — a soldier of the
Bundeswehr, with other posts it is still quite likely that the user does, in fact, have a
military background. The majority of posts, however, do not allow for a clear iden-
tification of a military or non-military background. Nevertheless, this does not
inhibit an inductive content analysis according to Mayring (2015). By way of such
an analysis of the empirical material, the posts were examined in terms of the themes
they entail. These themes were then synthesised into thematic fields. Following this
procedure, the posts could be categorised along the following five thematic fields:
(1) questioning the story, (2) respect and leniency, (3) shock and concern, (4) the
Minister of Defence and her discharge of office, and (5) tradition and identity.

3.1 Questioning the Story

A rather large number of posts reveals substantial doubts as to whether the story that
was reported actually resembles the truth. “This is the most unbelievable crap I have
read in a long time”, writes Jan Hammel.® The doubts start with the witness herself,
whose credibility is questioned very much. Arne Rosenow, for instance, points out
that although “everyone’s talking about Nazis and Hitler salutes”, it has “not been

®All comments in the following chapters were posted on Panorama’s Facebook page, see
Panorama 2017.
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proven yet that this is what happened. There is a statement. But who’s to say that
this lady did not make up parts of her story?” This question is raised increasingly,
the more viewers perceive the behaviour of the witness as morally reprehensible.
Anja Baffour states rather diplomatically that she “can really only wonder about this
young lady.” On the same day, Dagobert Engelhardi expresses his amazement with
regard to ‘Anna’s voluntary participation in this farewell party, describing it as
“very, very odd behaviour.” Margith Turner is more explicit by asking herself, as
well as the readers of her post, “which decent woman would agree to serve as a sex
present.” For a large number of users, ‘Anna’s’ story is nothing but implausible, and
is interpreted as a reaction to her unfulfilled expectations. In Sven Hoerl’s opinion,
it all seems ‘“somewhat strange. But perhaps it was the frustration of being left
unsatisfied. How one could willingly agree to be presented as a sex toy at such a
party remains completely incomprehensible to me.” Arian Richter agrees by asking
what kind of woman Anna is, seeing as “she just came to be ‘taken roughly’ by the
commander. As he was too drunk to satisfy her, she reported Nazi slogans. Women
like her are worse than the soldiers showing national pride.” For Uwe Vetter it is
clear that Anna did what she did because she was “disappointed that he was too
drunk.” Holger Rogge’s comment, finally, is the most explicit:

A woman known for liking to be fucked for free by tough boys is invited by a KSK soldier
to a farewell party for his commander to fulfil his sexual desires. The commander is too
drunk to fuck the horny lady. This frustrated woman ‘opens up’ to a team of journalists who
are very critical of the Bundeswehr. The result is a story based solely on the statement of the
abovementioned woman. For me, this is not credible (Panorama 2017).

The doubts about ‘Anna’ evoke profound scepticism regarding the feature’s
validity and the information revealed, which leads to strong reservations against the
quality of the underlying journalistic work. Diemut Schmidt writes that “the media
hype surrounding this event is highly dubious and simply a consequence of the silly
season. ... God knows there are enough real problems. Is it really necessary to
inflate such rumours?” Markus Gebauer, in turn, more specifically refers to a “bad
feature, re-enacted scenes, cheap comic images. It’s not fake news, it’s fucking
news. And I’m supposed to get my view of world events from such nonsense?” In
his post, Tobias Ruppert summarises the situation as follows:

Well, there was this training course, which at a private farewell party certainly does not
constitute official or criminal misconduct. And the young lady’s statement is more than
questionable, to say the least, as far as the part with extreme right-wing rock music (taste-
less, but not prohibited) and the raising of the right arm is concerned. What remains is a
poorly researched feature made for the common outraged citizen. And I pay for such crap
with my media fees? (Panorama 2017).

Margith Turner also complains about “sensationalist journalism” and deplores
being “forced by the state to finance such a farce.” Tine Jianschke ironically speaks
of “top journalism” and congratulates the team of Panorama by saying how proud
she is of them. Hans-Jiirgen Lemke is also concerned about the quality of the
journalists’ work, stating that Panorama was simply “puffing up random trash.
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Everything that was reported is just nonsense.” In line with this, Panorama is
requested to report in a sober, objective, and cautious way. Arne Rosenow, for
instance, appeals to the presumption of innocence, which “should also be clear for
the media.” Similarly, Thomas Johannes Schmidt wonders what actually happened:

Tough guys who are expected to risk their lives are having a farewell party. And they don’t
sing ‘Praise the Lord’, but throw pigs’ heads. It’s a scandal. They invite a woman who
knows exactly what she’s getting into. Scandalous! Yikes! Well, nothing happened, the guy
was too drunk. And now — this is what remains of the spectacular story: They listened to
extreme right-wing music, perhaps even sang along, and gave the Hitler salute. Excuse me,
but given that the story has been in the media all day, it’s really thin (Panorama 2017).

Others go one step further, calling into question the journalistic integrity of
Panorama and accusing the team of tendentious reporting with political inclina-
tions. René Beer formulates his criticism as follows: “What kind of stuff do you
report here? With Panorama you know what you get: leftist news culture directed
against patriots. (...) A smear campaign against patriotic citizens serving our coun-
try. It’s a shame how far we’ve come.” Markus Kockert agrees that just because...

...soldiers presumably listened to the ‘wrong’ kind of music and might have raised the
wrong arm while drunk, a colourfully illustrated special feature is broadcast here? I have
seen the feature, and in particular the cynical comments by [the female journalist] Reschke
clearly gave me the impression this was just blind propaganda against our armed forces
(Panorama 2017).

Finally, Carmen Knut points out that the “investigation isn’t over yet, and you’ve
already identified the culprits. The woman was probably disappointed that she
wasn’t... and then comes up with this story. What did you pay her? That’s the ques-
tion that needs to be asked here.” She further states that she deems it “an imperti-
nence to drag our elite soldiers into the mire. You can’t even imagine what they have
to go through.”

3.2 Respect and Leniency

The last comment points to the second thematic field — the respect and appreciation
for the job that KSK soldiers do in service of country and society. Holger Seiz, for
example, insists that he is “proud of these men and their service to Germany.” Mark
Us Vel points out...

...that the KSK is not a command that plays in the sandbox in case of emergency! These
men face life-threatening situations every day in training, let alone in the line of duty! For
what? FOR GERMANY! They are defending our country! (Panorama 2017).

This indicates a certain tolerance and leniency when it comes to behaviour that
is not completely in line with the official rules of behaviour for KSK soldiers. In the
same vein, Max Sunwell states that one “can’t win a war with computer geeks and
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mamma’s boys!!! ... Leave the boys alone!!! Ungrateful bastards!!!” Ines Brumm
also expresses her understanding by saying that the way in which people...

...get off on this shit, [is] totally ridiculous. Let the boys party as they wish. Sad enough that
the Bundeswehr will soon consist only of wimps wearing pink ruffles who will never ever
be able to protect their homeland at the risk of their lives. Homeland — is one allowed to say
that, or is it also a relic of the Nazi era? (Panorama 2017).

Shortly thereafter, Wolfgang Hansert comments with strong certainty that even
“if this was the case: they are young men. They are not Nazis. This is just national
pride in memory of our soldiers. If they die for Germany during foreign deploy-
ment, nobody gets upset, you hypocrites.” Roland Gillig agrees, stating that...

...if the party’s motto was Roman-Medieval, the praetorian salute is also part of it ... per-
sonally, I don’t mind the fact that patriotism and even nationalism are apparently wide-
spread within the [Bundeswehr] (amazing — I would have thought that extreme left-wing
German haters or pacifist neo-‘69ers would enlist, but it rather seems to be people with
national pride) (Panorama 2017).

Bert Gronheim points out the extremely dangerous situations soldiers face and
calls for leniency: “These are soldiers who carry out operations with a high risk of
death or injury. They should be left to party in peace.” The same opinion is most
explicitly formulated by Ralph Bauer, who states that the KSK is...

...acommand that is constantly at the edge of all human abilities, training and testing limits
in terms of mentally extreme situations to be able to professionally deal with absolute hor-
ror scenarios in case of emergency. All methods of killing and survival in extreme situation
must be mastered. This is not the Christian, moralistically and humanistically oriented
bunch Ms von der Leyen would prefer. For killing machines and people who have to kill in
order to ensure the survival of their compatriots, everyday humour and sarcasm looks a little
different compared to the average CDU Bible group and local association members.
Someone who might have served in Afghanistan, Syria, Mali [or] Kosovo sees life and
death and everything that goes with it more realistically than some scribbler who judges
solely based on theory. War tactics, war psychology etc., and the training they entail are
always on the edge of what is normal. Therefore: when such state-paid killers and killing
machines have a party, it’s just rough. ... Ms von der Leyen presides over troops who must
love their country to such an extent that they kill and be killed for a few Euros, and who are
supposed to show absolute obedience, unconditionally for the homeland, but in a Christian,
kind, friendly, humanistic and moral way without any complaint, if you please. My dear
friends, such soldiers don’t exist. They especially don’t exist in special killing squads. ... If
you don’t want such stories and pictures, stop your wars and get rid of armies and soldiers
(Panorama 2017).

Moreover, one may not even speak of a real scandal. “Hand on heart: not nice,
but no scandal either”, writes Anja Baffour. This opinion even seems to be rein-
forced when taking into consideration that alcohol was involved. “A little fun has to
be allowed. That was certainly no Hitler salute. The guys were in party mood and
drunk”, states Dagobert Engelhardi. Similarly, Heinz Hellbach comments that the
only thing he finds “reprehensible is throwing pigs’ heads”, further stating that he
has “sympathy for all those, including our police, who deal with human scum every
day. That they also need their fun sometimes to wash away all the pent-up
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frustration with binge drinking. Does it really matter if they behave a bit badly when
they’re drunk?” Kai Ullrich, in turn, writes that he would...

...also prefer to be defended by leftist, second-chance education social pedagogues! There
are some things that one just has to accept. ... These are extremely highly trained contract
killers, for Christ’s sake! There is no transgender debate, nor should some kitchen maid go
public (Panorama 2017).

Others point to similar incidents that did not have such consequences. Thus,
Ulrich Kesse states:

Don’t really understand what all the fuzz is about. I was with a combat unit (tank grenadier
in 1978/80. During platoon or company parties after military manoeuvres, it was not
unusual that once in a while one or the other ‘forbidden’ song was sung or that the Hitler
salute was given. Let these guys live. After all, they risk their lives for our country. I for my
part can fully understand them (Panorama 2017).

Finally, Alexander May in this context refers to the democratic right to freedom
of speech:

We must get back to acknowledging that what many might find tasteless is nevertheless
covered by the right to freedom of expression. Even giving a Hitler salute or the indefinable
so-called hate speech should be covered by freedom of expression. Just like, of course, the
counter-speech to it (Panorama 2017).

3.3 Shock and Concern

Other commentators, however, show little surprise and do not dispute the authentic-
ity of the story. Martin Armbrust, for instance, is “not surprised that the KSK are
involved in such activities. They don’t know what they stand for: a democratic soci-
ety that trusts in human rights. I do not have the slightest doubt that these accusa-
tions are true.” Tom Meyers agrees, stating that the “military attracts right-wingers
like a dunghill attracts flies.” Jonas Hortebusch ironically asks: “Really? Nazis in
the Bundeswehr? I am shocked! Now don’t tell me that Elvis is dead too! That
would be too much ‘news’ for one day!” In the same vein, Tobi He comments: “Are
you kidding? Nazis in the military? Nobody could have expected that in such a
social and not at all reactionary association.” In this regard, other commentators
point to similar incidents in the past, presuming that they are the result of a struc-
tural problem. Niels Petring, for instance, is genuinely confident that it *“is the mili-
tary system, and these are not isolated cases.” Elio Bauer agrees:

20 years of individual cases? Since the end of the World War II we’ve been cuddling up to
Nazis. The past was never really processed, nor was there a denazification, whether in the
military, the justice system, politics or the business world (Panorama 2017).

For some, the report was simply the tip of the iceberg. “What would remain of
the ‘command’ if all the Nazis were removed? Empty barracks probably”,
writes Matthias Wetzel. Others point out the suspension of the draft. Josef Theobald,
for instance, interprets the incident as...
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...the dark side of the volunteer and professional army. Only, this was politically intended.
With a conscript and professional army, this could have been avoided due to a different
socio-cultural composition of the armed forces. Now we must more often act rigorously.
Since new recruits are often only to be found in extreme right-wing circles, it will be diffi-
cult to recruit the right people (Panorama 2017).

Red Mask agrees and wonders why people are even surprised:

There “have always been Nazis in the Bundeswehr. If you abolish conscription, it is more
than ‘normal’ that only people with a strong love to their homeland feel called to the mili-
tary. In my time, back in 1990, the fascists in the company were classified as oddballs ....
At that time, none of the Nazis dared to openly confess their political convictions (with
Hitler salutes or memorabilia) — today ... the ‘national’ is lived out unrestrainedly. You
always get what you create for yourself (Panorama 2017).

Bernd Adrian agrees that “things are likely to get even worse” because, since con-
scription has been abolished, the Bundeswehr now attracts even more “gun freaks
as well as right-wing extremists.” In addition, commentators point to mistakes and
omissions in the aptitude test, which may have contributed to the deplorable present
situation. In this regard, Maxe Baumann argues that the aptitude tests should take
more efforts to identify recruits who have a “morally consolidated world view”, and
should not only focus on “how low their inhibition threshold for killing is.”
Moreover, according to Matthias Wetzel, a certain co-responsibility should be
attributed to the superiors, who are deemed to have known “whom they were train-
ing to be killers.” Christa Elli Schonscheck agrees that “something like this does not
happen overnight. Such processes have a start-up period in which there were obvi-
ously never any controls.” It could be possible, as Daniel Liicking suspects, that
such attitudes are particularly pronounced in the fighting forces, since...

...especially among the fighting troops ... ‘traditionalists’ are to be found... Personally, I'm
not surprised that now even officers are involved. The ideology has come to light again and
again in the last decades. There is little that can be done about it — especially in the KSK,
which are very committed to one another and form a closed group from which no one can
be separated. No subordinate will betray the boss or report someone else (Panorama 2017).

While some of the posts show a kind of succinct cynicism, others fall prey to
fatalism. Konrad Struck, for instance, is certain that “the Bundeswehr will never get
a hand on this” and does not even “want to know what’s being swept under the car-
pet.” Andreas Reymann nourishes a similar scepticism, stating that it is...

...hypocritical to have people believe that these are exceptions in the lower ranks. The
Bundeswebhr ... [is] per se completely anti-democratic, and therein lies the danger of the
present times, since all parties in parliament support the reorientation of German foreign
policy ... and want to rely increasingly on these institutions, finance them and protect them
from criticism instead of controlling them (Panorama 2017).

Most of those observers who do not doubt the report see the misbehaviour of the
KSK soldiers as a potential threat to the democratic political system in Germany
and call for consequences. Thus writes Klaus-Dieter Kroll: “Unbelievable, and they
are meant to protect and defend us?* Matthias Dittmann, in turn, sees the feature by
Panorama as an unmistakable warning to politics, since it “should give the Federal
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Government something to think about when even the Bundeswehr elite thinks com-
pletely differently than the Democrats want! “Walter Borgius is even more explicit
and sees the political elites in Germany called to action:

The fact that there are neo-Nazis in the Bundeswehr, doesn’t shock me much. That is why
it is all the more important to keep an eye on these circles, which are armed and politically
highly dangerous (Panorama 2017).

Thus, many posts call for severe consequences for what happened. Norbert
Gesser, for instance, believes that “the Bundeswehr is no place for extreme right-
wing ideologies. And where they are spread illegally, those responsible should be
punished.” Karl Lochner agrees, stating that if “the feature shows the truth, every-
one involved should be suspended from service, without any severance pay or other
claims.” In the same vein, Andreas Mitterhofer points to the commitment of elite
soldiers to the democratic order, which he deems “simply incompatible with the
Hitler salute®, thus justifying the dismissal of these soldiers. Patricia Castafieda-
Holmsve is fully in line with this when she argues that...

...people with those sentiments don’t belong in the army. And such medieval games simply
have nothing to do with fun anymore, they are sick. Hopefully this incident will have con-
sequences (Panorama 2017).

Many of the commentators posting these opinions also do not understand why
many posts display substantial and far-reaching understanding for the elite soldiers’
misbehaviour. Mike Zeh, for instance, believes that the...

...witness seems credible in any case ... Those who now claim that soldiers are allowed to
utter such slogans outside of duty time have misunderstood the responsibility of a state
authority. Why, they have an exemplary function, also towards future generations. A Hitler
salute has not a place here, not even in private. One should be allowed to expect this much
discipline, after all, they are also paid for by tax money (Panorama 2017).

As a consequence, Axel Wellinghausen insists that the incident be...

...investigated very thoroughly. Above all, investigators should be allowed to do their job,
not hindered. Should they prove disciplinary and/or criminal misconduct, it should be pun-
ished as a last resort (Panorama 2017).

Indeed, some of the posts in this thematic field specifically comment on the jour-
nalistic work that was involved in producing the feature, and which is seen as part
of the investigation. Walter Borgius thanks Panorama for the contribution, stating
that the “hate and nonsense here in the comments should only encourage” the team
to “continue with their critical journalism. ... Thanks a lot for your work.”

3.4 The Minister of Defence and Her Discharge of Office

On the eve of 30 April 2017, the ZDF programme Berlin direkt broadcast an inter-
view with the Minister of Defence, Dr Ursula von der Leyen, which focused on the
scandal concerning the allegedly extreme right-wing soldier Franco A. In the
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interview, the Minister put the case of Franco A. within a larger framework of fur-
ther incidents and talked about a leadership failure by superiors, stating that...

...these are all different cases, but for me they now belong to the same pattern, so that today
I say: the Bundeswehr has an attitude problem. And it obviously has a weakness in leader-
ship at various levels. And we must take a consistent approach to deal with this
(Panorama 2017).

Based on this statement, it is not surprising that the posts commenting on the
Panorama feature also discuss the Minister of Defence, especially after she had
officially characterised the featured incident as “absolutely tasteless” on 22 August
2017. In this regard, she receives both consent and thorough criticism. Hans-Jiirgen
Lemke sees the Minister’s actions as coming from an unsubstantiated, excessive
desire for action, which is leaving him...

...quite fed up. Why can’t we just give it a rest? Since ... Uschi has been stirring things up,

the troops consist of Nazis only. Then comes Panorama and also makes a big deal out of it.

What was reported there is complete nonsense. [ was in the army for a long time, and I have
never ever experienced anything like this (Panorama 2017).

Jens Simon agrees that the Minister can “finally dismiss a commander, as well as
all the soldiers involved. Again, the Nazi witch’s hammer can be taken out, and the
Berlin inquisition will hunt and publicly burn them.”

In addition, the Minister is criticised for what is interpreted as insufficient loyalty
towards the troops she commands. Roland Fleischmann, for instance, states that one
“may well find this party ... tasteless. One can also criticise it internally. But one
has to be loyal to one’s people, and I miss that very much when it comes to the first
female Minister of Defence Germany ever had.” Frank Rosemeyer shares this view,
voicing his indignancy that the Minister, who “is the one in charge”, could be
“insulting her subordinates” thus.

Others use the Minister’s statements to unleash thorough criticism on her job
performance. Heinz Scharrer, for example, uses his post to request from the Minister
that she should “first learn how to do” her job. Moreover, Nils Lessmann believes
that, as a consequence of the Minister’s job performance, the Bundeswehr has
become “nothing but an underfinanced, castrated, and gendered bunch of people.”
Both the integration of women into the Bundeswehr and the positive response to
societal demands are seen as a softening of the armed forces, with negative reper-
cussions on military readiness and military effectiveness. In this regard, Thomas
Miiller hopes to “be rid of this Defence Minister actress soon.” Joe WT, finally,
states that, since the Minister of Defence “does not seem to have her business under
control, she should clear out and make room for someone who does.”

However, there is also quite a lot of support for the Minister. Marcel Heldt, for
instance, thinks that “one can nothing but praise this woman.” Similarly, Florian
Friedrich is happy to have someone in charge of the Ministry of Defence “who is not
enmeshed in the military’s cadre mentality.” In much the same way, Ingrid Rausch
wonders whether the Minister should really be expected to “be loyal to the extreme
right-wingers in the Bundeswehr.” On the contrary, it is, as Maria Stein argues,
necessary “to muck out the Bundeswehr.” Moreover, Matthias Schlott calls for
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“disciplinary consequences”, which, in Christa Elli Schonscheck’s opinion, must
also apply to the superiors, who apparently had not been conducting any controls.
Manfred Willi Reichert does not see the necessity of the Minister to be loyal to her
troops either: “Why does one have to be loyal, and how far should loyalty go when
it comes to breaking the law?”” Leonardo Cucchiara is the most explicit when point-
ing out that the Minister had no choice but to “criticise such actions’:

Precisely the greatest obstacle to investigating crimes within the Bundeswehr is the fact that
silence is dictated from above because they want to ‘settle it amongst themselves’. There is
definitely a widespread problem with latent nationalism in the Bundeswehr. ... Everybody
knows about this ghost in the troops. ... And it is clearly a problem of leadership.
Unfortunately, only a few people dare to speak up when they see something like this. But
even if it comes out somehow, it is completely played down. Even by the upper echelons.
Unfortunately, I experienced this myself. ... The way I see it, the Minister is quite right.
And she could be even tougher if she wanted to (Panorama 2017).

3.5 Tradition and Identity

Against the background of a new debate about traditions in the Bundeswehr and the
revision of the edict on traditions it is not surprising that this thematic field is also
covered in the thread. Andreas Reymann finds it “disgusting, but unfortunately not
surprising, that the most undemocratic institution in the state cultivates traditions of
the Nazi regime.” In contrast, Nils Lessmann, who wrote several posts on this topic,
ironically characterises as bad the fact that there are “soldiers who are proud of their
country and cherish traditions. Would you rather like to see that leftist anarchists
serve in the Bundeswehr?” Shortly thereafter, he adds that the “Bundeswehr is the
successor to the armed forces of the previous German states (German Empire,
Weimar Republic, Wehrmacht) and should therefore preserve these traditions.”
Finally, he argues that “a strong military needs patriotic soldiers. Powerful armed
forces need a strong esprit de corps, which is consolidated by military traditions.”

Christoph Habereder, on the other hand, objects to this stance, arguing that
“maintaining tradition can become a problem and certainly requires special sensi-
tivity because of our past.” In this context, Claus Bier warns that “patriotism can
easily be confused with nationalism”, and that it is thus all the more justified to ask
“why the tradition of an army that has lost two (offensive) world wars should be
upheld. Why has the Bundeswehr not managed to develop traditions of its own?”
Furthermore, while “a certain healthy patriotism in the military” is necessary, Sajeel
Ahmad believes that with regard to this incident the boundary to racism has been
crossed. He points out that “Nazi symbols, the Hitler salute, listening to misan-
thropic music are not patriotism, but pure racism. There is indeed a difference
between patriotism and racism.” Christopher Miiller, in turn, does not agree that
patriotism is necessary because the “only right and important patriotism that should
prevail in the Bundeswehr is constitutional patriotism .... Extreme right-wing ide-
ologies are unconstitutional!”
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However, there may be even more at stake, as Norbert Griinewald argues. He
places traditions within the larger context of identity, believing that “the Bundeswehr
has a problem with identity.” Finally, Oda DeVito puts the issue in an even more
complex frame, arguing it to be a problem of society at large:

Reading the contributions in this thread, it’s hard to know which is scarier: the filthy insults
and the defamation of the editorial team, the journalists as complete fools and left-wing
hacks who allegedly have no idea of serious research and professional validity? Or the
glorifying subservient spirit which trivialises the alleged incidents in this ‘elite unit’ as
harmless celebratory excesses? Or the blatant expressions of sympathy for these ‘boys’ who
allegedly ‘risk their arses’ every day to protect us citizens, while the fee-financed media
blows up any uninteresting crap out of sensationalism? Or the sexist and disgusting insults
and humiliations of these self-righteous defenders of the troops, who slander the witness as
a slut, whore or horny informer? One thing is clear: We do not just have a problem in the
armed forces, we have a far greater problem in our society regarding our collective values
(Panorama 2017).

4 Conclusion

Analysing the posts in the Panorama-thread on Facebook belongs to the compara-
tively young research area of “social media analytics” (Stieglitz et al. 2014). In
social media, a small group presents itself to the public and to public opinion. In
order to gain access to this area, one needs to have access to modern information
technology as well as know how to use it. The public of social media is thus not
representative of the public at large. Nevertheless, the analysis of such a partial
public may be relevant to the overall societal discourse.

In the case presented here, the inductive content analysis of the thread that devel-
oped from the Panorama feature revealed and identified five thematic fields covered
in the posts.

1. The posts in the first thematic field nourish deep concern and doubts regarding
the truthfulness of the feature concerning the events that occurred at the KSK
farewell party.

2. The posts in the second thematic field call for respect for the professional perfor-
mance of the members of this KSK unit, showing considerable leniency concern-
ing the alleged or actual misbehaviour of the elite soldiers.

3. The third thematic field focuses on the shock regarding the reported incident and
the ensuing concern about its impact upon the functioning of democracy in
Germany.

4. The fourth thematic field is represented by posts which take the feature as a wel-
come starting point to comment on the person of the Minister of Defence and her
discharge of office.

5. The posts in the fifth thematic field, finally, consider the incident within the
much larger context of military traditions and military identity.
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The debate within this partial public represented on Panorama’s Facebook page
does not have losers and winners because neither side can undisputedly claim vic-
tory in the debate. The positive aspect, on the one hand, is the fact that the ‘checks
and balances’ are working — the advocates for leadership development and civic
education (Innere Fiihrung) participate in this debate and articulate their position.
On the other hand, the negative aspect is the fact that one has to acknowledge that
the contents and the principles of leadership development and civic education are by
no means undisputedly shared by this partial public. Many posts can be read as a
criticism of leadership development and civic education, which proves this criticism
is also shared in parts of the general society. The fight for leadership development
and civic education is by no means over — it rages on both within the military and in
the general public.

As regards the Bundeswehr’s relationship to social media, the present case is
interesting since the Bundeswehr as an institution is not — at least not openly (in the
world of today nothing should be ruled out) —an actor in the discourse on Panorama’s
Facebook page. However, the Bundeswehr is the focus of 224,000 clicks and more
than 300 comments by members of the interested public. These comments come
from civilians as well as from former or present members of the armed forces. They
are individual responses and reactions to the documentary on the alleged incident in
the German Special Forces. The Bundeswehr, then, is talked about on social media
whether it wants to or not, and there is little that can be done about this. Consequently,
this means that controlling social media is more or less impossible. The Bundeswehr
may, of course, engage in the dispute officially as an institution, although this might
lend more importance and political meaning to the thread than would be deemed
appropriate by the organisation. Thus, it may be hoped in the public relations offices
of the Ministry of Defence that this thread vanishes, so to speak, and is lost in the
maelstrom of the internet and the news overload that comes with it. However, com-
pared to the past, the debate is no longer simply verbal, but is held in written form
and as such stays on the internet forever. As a consequence, although the debate on
this incident may well be buried under tons and tons of other news, it can still be
found very easily — all it takes is a search command in a search engine such as
Google and others. The incident and the debate on it can be retrieved again and
again, even after considerable time has passed. Welcome to the Brave New World of
social media.
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1 Introduction

Public support for military action plays an important role in defence and foreign
policy, from establishing the legitimacy of military operations to maintaining mili-
tary effectiveness, justifying defence budgets, encouraging retention and recruit-
ment, and ensuring support for veterans (Rahbek-Clemmensen et al. 2012; Gribble
et al. 2015). Since the beginning of the UK’s involvement in Iraq and Afghanistan
nearly two decades ago, there has been widespread concern from military leaders
about what the British public thought of these missions and how public perception
might influence support for personnel and veterans on their return (Hines et al.
2015; Gribble et al. 2019). However, there has been, and continues to be, a lack of
UK-based research on public attitudes towards the British Armed Forces from a UK
perspective.

Evidence indicating differences in attitudes and perceptions between the general
public and the armed forces is referred to as the ‘civil-military gap’. First described
in literature originating from the U.S., it refers to the cultural and demographic gap
that can arise between society and members of the armed forces due to a lack of
contact, shared experiences, and demographic representation (Huntington 1957;
Biderman 1960). A widening gap can have implications for mutual understanding
and support, defence and security policy, recruitment and retention of military per-
sonnel, and how well those leaving military service transition back into civilian
society (Rahbek-Clemmensen et al. 2012). Prior research conducted in this area
suggests a contradiction in the way in which the public perceive the British Armed
Forces (McCartney 2011). A study using data from the British Social Attitudes sur-
vey, for instance, found high levels of public esteem and respect for the armed
forces, with “more than eight out of ten people” saying they held “a ‘high’ or ‘very
high’ opinion of the Armed Forces” (Gribble et al. 2012, 141). In fact, according to
the study, service personnel were more respected than any other profession, includ-
ing doctors, who regularly top the list of most respected professions (ibid., 143).

Differences in perceptions may stem from decreasing public contact with those
who have served, or currently are serving, in the armed forces, following the shrink-
ing of the military establishment after the Cold War and the passing of generations
who experienced conscription for World Wars One and Two and the national ser-
vice — which was abolished in 1963 in the UK (Strachan 2003). Furthermore, over
the last 20 years there has been a marked shift in the role(s) and responsibilities of
the British Armed Forces. Active combat missions in Iraq and Afghanistan have
ceased and personnel are involved increasingly in non-combat operations, such as
humanitarian responses, including Operation Gritrock in response to the Ebola epi-
demic in 2014, supporting first responders fighting the 2018 wild fires in England
and Wales, and supporting residents in England during the widespread floods in
2019 and early 2020 (BBC 2018; Forces.Net 2019). However, despite such front-
line, public-facing roles, research indicates that the general public do not under-
stand the daily roles of the armed forces, given the reduction of the media focus on
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their current activities, which may contribute to more negative perceptions (Latter
et al. 2018).

While there is a clear admiration for the British Armed Forces, this is often
accompanied by misperceptions and misinformation about the impact of military
service on those who served (Rahbek-Clemmensen et al. 2012; Gribble et al. 2015,
2019; Hines et al. 2015). British research shows that the public regularly overesti-
mate the negative impacts of military service on military personnel and veterans,
especially as regards mental health. The social research institute, Ipsos MORI, in
collaboration with King’s College London, conducted the ‘Hearts and minds:
Misperceptions and the military’ study, an international survey on perceptions of
the armed forces, for which a total of 5010 interviews were conducted across 5
countries: Australia, UK, USA, Canada, and France (Ipsos MORI 2015). The study
found several misconceptions among the general population, which included over-
estimating the amount spent on armed forces, overestimating mental health prob-
lems, and overestimating former service personnel’s impact on the justice system
(ibid.). These findings are not unusual, with previous surveys showing that 91% of
the British public believe it is to be expected that former service personnel have
physical, emotional or mental health problems because of their service
(Ashcroft 2012).

More recent online surveys indicate that such perceptions continue. For instance,
a poll conducted by YouGov shows that UK veterans are perceived as inherently
likely to be institutionalised, psychologically impaired or ‘damaged’ due to military
service (Latter et al. 2018). Moreover, there is a general perception that veterans are
less able to build relationships outside the armed forces. However, at the same time,
the public also believe that military service develops positive attributes, such as self-
discipline, loyalty, and self-reliance. Overall, these findings seem to reflect the
aforementioned hero/victim dichotomy in the British public’s understanding of the
armed forces and their role (McCartney 2011). It also should be noted that such
perceptions could have further implications regarding the public’s support of mili-
tary operations and thus the ability of the Government to enact foreign policy
(Forster 2005; McCartney 2010).

In the UK, there is limited research exploring public perceptions of the British
Armed Forces using traditional-based approaches, such as surveys or face-to-face
interviews. The increasing costs of conducting large-scale quantitative surveys —
and the difficulties recruiting enough participants — may prohibit future research in
this area. There has been an increased reliance on online surveys, however, they
remove the ability of contextualising responses and are often done remotely without
any direct contact or relationship. An alternative methodology is the use of social
media to monitor public opinion in response to current events in real time. Although
concerns do exist for using social media, it is important to acknowledge that the use
of social media can give a vocal platform to nameless individuals to promote their
ideas and thoughts freely without balance, and that this could overshow and devalue
other perceptions.

There is a growing use of Twitter to quantify public opinion and perception. For
example, the sentiment computed from tweets and replies to tweets has been used
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to characterise public perceptions of eating disorders, vaccines, illness, and pain
(Ashcroft 2014; Hines et al. 2015; Mahar et al. 2017). Twitter, a microblogging
service provider, has an estimated 126 million daily active users, generating over
400 million tweets per day. In the UK alone, Twitter has over 17 million active users
(Morgan 2001; Szayna et al. 2007). It is therefore an ideal platform for analysing
public opinion of the British Armed Forces. In this study, we examined the applica-
bility of sentiment and content analysis of Twitter, including tweets and replies
posted both by members of the general public and on armed forces accounts, in
order to understand public perceptions of the British Armed Forces. Thus, we intend
to provide support for alternative methods of examining public perceptions in this
area and to understand how social media can advance our understanding compared
to prior literature.

2 Methodology

2.1 Study Design and Data Sources

This study was designed as a quantitative analysis of tweets and replies — including
the use of hashtags — posted on Twitter by publicly available accounts relating to, or
discussing the British Armed Forces. Three members of the study team!' manually
searched Twitter to identify relevant accounts. The inclusion criteria for the
accounts were:

1. publicly accessible (non-private);

2. posts relating to or discussing the British Armed Forces (i.e., veterans’ charity or
an individual who served);

. written in English;

. posted on or after 1 January 20142;

5. have a minimum of 1000 followers at time of data extraction.

W

The researchers determined each account’s suitability for inclusion based on the
content of the tweets and replies posted by the account. Furthermore, we used the
number of account followers to indicate trustworthiness and to ensure that we did
not include any fake accounts (‘bots’) or new accounts that may lack
trustworthiness.

The exclusion criteria for the accounts were:

1. no identifiable language;
2. only contained a link or image (indicative of spam tweets, also referred to as junk
or spam tweets);

'Researchers: Dr Daniel Leightley, Dr Marie-Louise Sharp, and Dr Rachael Gribble.

Prior to 1 January 2014, Twitter processed, collated, and disseminated Twitter content in a differ-
ent manner, thus making a direct comparison pre and post this date unreliable.
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3. are-tweet with no comment;
4. contain 15 characters or less.

For data collection, we used the Twitter Streaming Application Programming
Interface (API), which has rate-limits to ensure fair use, meaning that only 2500
tweets can be collected per account (Twitter 2019). For each Twitter account meet-
ing the inclusion criteria, the API was used to extract the most recent 2500 tweets
and, where possible, the replies to each tweet. The tweets were automatically col-
lected and stored in a password-protected database. Data extraction was performed
in May 2019 and included tweet/reply content, coordinates (latitude/longitude) of
the tweet/reply, date of creation, predicted language of the tweet/reply, method of
posting, and, if there was a reply, the user at whom the reply was directed.

Figure 1 shows a flowchart illustrating the process we followed for the analysis
of the tweets and replies, along with the numbers of the included and excluded
tweets and replies.

2.2 Data Cleaning

In order to analyse the extracted Twitter content, it was important to process the
tweets and replies prior to the analysis and modelling to ensure that we did not
model irrelevant or non-important features. This is a standard Natural Language
Processing methodological procedure used in a number of studies (Jinwei Cao et al.
n.d.; Gundlapalli et al. 2013; Leightley et al. 2019). For this purpose, the following
text processing steps were applied to the tweets and replies to remove tweets and
replies that were not of interest:

1. removing special characters that did not provide useful information, e.g., (&),
(., (), (+), (<), )

2. identifying replies and mentions to other users (represented by @) and removing
hyperlinks;

3. removing the hashtag symbol (#) and divide any hashtags into multiple words
with the objective of reducing the hashtag to core terms.

2.3 Sentiment Analysis

In classical content analysis, human readers qualitatively identify themes and con-
cepts in the text, which is time-consuming and limited. In this study, in order to
estimate the sentiments expressed in each tweet and reply, we used an automated,
computer-based lexicon and a rule-based sentiment classifier called Valence Aware
Dictionary for Sentiment Reasoning, or VADER for short (Gilbert and Hutto 2014).
VADER, which classifies sentiment as well as the valence for each word to compute
a positive, a negative, and a neutral score for each sentence, has been used in
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numerous studies to assess and predict sentiment (e.g., Daniulaityte et al. 2016;
Ghani et al. 2018; Sewalk et al. 2018). VADER was selected as it was found to be
successful in reliably handling social media text (Huang et al. 2018; Sewalk et al.
2018; Pérez-Pérez et al. 2019). We used VADER to compute the sentiment score for
each sentence in the selected tweets and replies. As is practice in other approaches,
we considered a sentence positive if the mean score was >+0.3, or negative if the
score was <—0.3. The mean of all nonzero scores was then used to calculate a senti-
ment score per tweet. Mean scores between —0.3 and +0.3 were considered neutral
and were excluded from this analysis (Gilbert and Hutto 2014; Sewalk et al. 2018;
Pérez-Pérez et al. 2019).

2.4 Additional Data Analysis

In this study, we leveraged our analysis to evaluate not only the expressed sentiment
of each tweet and reply, but also the content and metadata provided with each tweet
and reply. The literature indicates that time of posting, hashtags, and geolocation —
where used or collected by Twitter — can offer unique insights that otherwise would
not be captured by sentiment analysis alone (Kolliakou et al. 2016; Radzikowski
et al. 2016; Roland et al. 2017). Specifically, the following features were extracted
and analysed:

1. The day of the week and the time the content was posted were extracted for each
tweet and reply. Previous research shows strong correlations between the senti-
ment score and the day of the week and the time the content was posted. For
example, Mclver et al. (2015) found that tweets posted early in the morning were
often more negative compared to those posted in the evening, which may reflect
psychological state changes throughout the day.

2. Twitter allows for the use of ‘hashtags’ in tweets and replies, which is included
in the metadata. Hashtags (denoted with the # symbol) mark keywords or phrases
and are categorised by Twitter. They summarise the overall narrative of a tweet/
reply and reflect which topics the poster considers relevant and important
(Radzikowski et al. 2016).

3. Some Twitter users have given permission for their location at the time of post-
ing to be made publicly available. This could prove useful in identifying their
current country of origin as well as distinguishing specific country issues, aiding
in further decoding and understanding of the narrative of the tweet or reply, and
validating any claims made (Radzikowski et al. 2016).

It is important to note that not all Twitter users will have used hashtags or have
given permission for their location to be accessed and shared.
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2.5 Statistical Analysis

The analysis conducted in this study largely follows analyses described previously,
and uses the programming language Python (Kolliakou et al. 2016; Sewalk et al.
2018; Pérez-Pérez et al. 2019). Firstly, we provide unweighted descriptive statistics
on the frequency, standard deviation (SD), and length of tweets and replies as well
as average word length per tweet/reply, post rate per account, number of likes/
retweets, average number of hashtags, and average number of tweets/replies posted
in the morning or afternoon. Secondly, we sought to identify whether there were any
differences between positive and negative sentiment scores, using a Mann-Whitney
nonparametric test to determine whether sentiment statistically changed over time.
Thirdly, we identified the most popular hashtags used for tweets and replies sepa-
rately, based on a frequency count. The number of positive tweets for each hashtag
was compared using Chi-square statistics, which was repeated for the replies.
Finally, for those tweets and replies with a geolocation marker, we grouped and
identified the most popular countries in which tweets/replies were made. Statistics
were calculated using the whole denominator (n), unless stated otherwise (see
Fig. 1).

3 Results

3.1 Descriptives

In total, 323,512 tweets and 17,234 replies were identified and extracted for analysis
(Fig. 1; Table 1). The average number of characters was 115 for the tweets (SD: 41),
and 59 for the replies (SD: 38). On average, each tweet was re-tweeted 3 times (SD:

Table 1 Top-level statistics for extracted tweets and replies

Tweet (n = 323,512) Replies (n = 17,234)
Statistic mean (SD) mean (SD)
Character length 115 (41) 59 (38)
Tweet rate (per account) 10 (42) 5(61)
Likes 3.09 (2) 0.47 (0.08)
Retweets 3(8) 1(2)
Hashtags 2.43 (3.07) 1.61 (0.21)
Images 0(0.53) 0(0.02)
Hyperlinks 0(0.87) 0(0.0)
Recipients (@) 1.2 (0.61) 1.24 (0.16)
Time period posted
Morning (00:00-11:59 am) 8.34 (3.17) 2.46 (1.62)
Afternoon (12:00-11:59 pm) 16.07 (5.17) 2.01 (1.59)

SD standard deviation



Sentiment of Armed Forces Social Media Accounts in the United Kingdom: An Initial... 153

8), and replies were re-tweeted on average once (SD: 2). Posters included an aver-
age of 2.43 hashtags (SD: 3.07) for tweets, and 1.61 hashtags (SD: 0.21) for replies.
This study also identified that most of the tweets were posted after mid-day, i.e.,
between 12:00 and 11:59 pm (16.07, SD: 5.17), while most replies were sent before
mid-day, i.e., between 00:00 and 11:59 am (2.46, SD: 1.62).

Using metadata for each tweet or reply, we were able to identify that the most
popular methods to post a tweet or reply were Twitter for iPhone (28.55%, 21.31%),
the Twitter Web Client (21.56%, 18.94%), and Twitter for Android (6.30%, 11.76%).

3.2 Sentiment Analysis

A higher proportion of tweets (48.70%; 157,576/323,512) was identified as having
a positive sentiment score than a negative score (10.83%; 35,053/323,512). The
reverse was found for replies, with 52.01 % identified as having a negative score
(8963/17,234), and 38.78% (6683/17,234) identified as having a positive score.
Quotations 1 and 2 illustrate the types of tweets and replies determined as being
either positive or negative.

Figures 2 and 3 illustrate positive and neutral sentiment scores over time for
tweets and replies, respectively. There was little variation in the deviation of senti-
ment scores over time, with no significant differences between positive and negative
tweets or replies for each quarter included in the analyses. However, despite this,
there was an overall downward trend in sentiment scores for tweets between Q1
2014 and Q2 2019, meaning that more negative tweets were being posted (—0.161).
This was accompanied by an increase in the sentiment scores of the replies, mean-
ing that more positive replies were being made (0.147). Although the decrease was
not statistically significant, it could have been due to the higher number of tweets
and replies and the rise in media attention the British Armed Forces received
between 2018 and 2019, such as the investigation of former British Armed Forces
personnel who served in Northern Ireland (Mills et al. 2019). Conversely, the
increase in the sentiment scores of the replies during the same period could have
been due to the response to negative media attention or negative Twitter content
being posted. However, this increase again was not statistically significant.

Quotation 1: Example of a Positive Tweet and Reply
Tweet: “Serving in the #UK Armed Forces is the best decision I ever made
and made me the man I am today #serving #military #proud”

Reply: “A big shoutout to the @ ArmyLGBT team for joining @Lucianjay
on air this week! It was great discussing life in the @BritishArmy and serving
soldiers, who happen to be #L.GBTQ. Happy Pride everyone”
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Fig. 2 Sentiment score for tweets from 1 January 2014 to 30 June 2019
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Fig. 3 Sentiment scores for replies from 1 January 2014 to 30 June 2019
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Quotation 2: Example of a Negative Tweet and Reply

Tweet: “Countries would probably need less humanitarian aid if we didn’t

bomb them and sell weapons to countries that also bomb them #justsaying”
Reply: “@armyjobs The British government sells weapons to destabilise a

foreign nation and then comes the British Army with this!”

In order to assess whether the time of day altered the sentiment score, we aggre-
gated each tweet and reply into one minute blocks over a 24-h clock (Figs. 4 and 5).
During the early hours of the day, both tweet and reply sentiment scores became
more negative, whereas as the day progressed, sentiment scores improved (i.e., less
negative, more positive content). Moreover, a significant difference between posi-
tive and negative tweets could be observed for the study’s duration (p = 0.045),
while significant differences were also found for tweet replies over the same time
period (p = 0.022).

In order to further explore the role time plays for the positing of positive and
negative tweets and replies, we also analysed the day of the week on which content
was posted. Overall, we found no significant differences between the tweet and the
reply sentiment scores (Figs. 6 and 7).

Figures 8 and 9 illustrate the sentiment score distribution of all negative and posi-
tives tweet, divided into histogram bins representing increments of 0./ (sentiment
score) to provide an overall representation of the sentiment score of all tweets and
replies included in the analyses. Applying a Mann-Whitney nonparametric test
revealed significant differences between all positive and negatives tweets (p = 0.041,
p=—0.04, and SD, 0.709). This indicates that there is an overall difference between
positive and negative tweets and replies. However, when stratified by time (i.e., Q1
2014), no differences exist.

Tweet Sentiment Per Hour

0.8
0.6 \_\_/—/
0.4
0.2

-0.2
-0.4
-0.6
-0.8

Sentiment
o

\//——’W

SR T T S S S | S | S S S S S S T S T T T B S AR AR AR

E RN L SN SN SN SN SN SN SN SN SN SN SN N TN RN RN MR LR L L LN

ST AT AT AT T 6T 6T AT 67 7 97T 0T 07 T 6T 6T T T 8 A A AV
Time Period

e POSItiVE == Negative

Fig. 4 Tweet sentiment score over 24 h of the day
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3.3 Hashtag Usage

A total of 111,014 (34.31%) tweets and 4128 replies (23.95%) included at least one
hashtag (Table 2). The most popular hashtags used in the analysed tweets were
‘#mentalhealth’ (8.27%), ‘#veteran’ (8.14%), ‘#country’ (3.87%), ‘#support’
(1.24%), and “#NATO’ (1.22%). The most popular hashtags in the replies were
“#veteran’ (12.46%), ‘#lestweforget’ (8.68%), ‘#notinmyname’ (5.45%), ‘#brexit’
(4.99%), and ‘#labour’ (2.71%). Statistically significant differences between posi-
tive and negative tweets were observed for the use of ‘#veteran’ (44.00%, p = 0.002)
and ‘country’ (49.94%, p = 0.054). Significant differences were also observed for
tweet replies, for instance, for the hashtags ‘#veteran’ (39.84%, p = 0.001), “#notin-
myname’ (12.97%, p = 0.001), and ‘#labour’ (45.34%, p = 0.002).

Table 2 Top 5 hashtags computed by using the frequency of occurrence for tweets and replies

Tweet Reply
(n=111,014) (n=4128)
% Chi? (p % Chi? (p
Hashtag n (%) |positive | value) Hashtag n (%) positive | value)
#mentalhealth | 9180 33.49 0.513 #veteran 514 39.84 14.486
(8.27) (0.473) (12.46) (<0.001)
#veteran 9036 44.00 14.466 #lestweforget | 358 89.33 0.116
(8.14) (0.002) (8.68) (0.733)
#country 4296 49.94 9.317 #notinmyname | 225 12.97 31.158
(3.87) (0.054) (5.45) (<0.001)
#support 1376 26.05 2.627 #brexit 205 48.10 9.317
(1.24) (0.267) (4.99) (0.054)
#NATO 1354 58.30 2.576 #labour 111 45.34 21.278
(1.22) (0.108) (2.71) (0.002)
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3.4 Geolocation

In total, 75,766 tweets (23.41%) and 1047 replies (6.07%) had been assigned a
geolocation marker, indicating latitude and longitude (Table 3). The most popular
countries for posting a tweet were the UK (62.40 %), France (11.31%), Spain
(7.34%), Portugal (7.19%), and Belgium (5.91%). The most popular countries for
replying to a tweet were the UK (81.57%), Spain (4.10%), Belgium (3.61%),
Falklands (3.44%), and USA (2.86%).

Table 3 Top 5 countries computed by using the frequency of occurrences where tweets and replies
originated from according to Twitter’s metadata

Tweet (n = 75,766) Reply (n=1047)

Country n (%) Country n (%)

UK 47,277 (62.40) UK 854 (81.57)
France 8569 (11.31) Spain 42 (4.1)
Spain 5561 (7.34) Belgium 37 (3.61)
Portugal 5447 (7.19) Falklands 35(3.44)
Belgium 4477 (5.91) USA 29 (2.86)
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4 Discussion

Overall, our findings indicate that public perceptions of the British Armed Forces
were stable over time — between 2014 and 2019, no statistically significant changes
were observed in the positive and negative tweets/replies analysed. These findings
mirror those of the British Social Attitudes survey (Gribble et al. 2012) and illustrate
that while the role of the British Armed Forces may be evolving post Iraq and
Afghanistan, this appears to have little impact on perceptions, and the general pub-
lic are still discussing the Armed Forces. This study did, however, find that although
the day of the week a tweet or reply was posted was not significant, time of day was
indeed a significant factor in determining the sentiment of a tweet or reply. Our
study thus found that it was more likely for negative tweets and replies to be posted
late in the evening or early morning compared to other hours of the day.

Previous research demonstrates the unpredictable and chaotic environment of
social media, with a limitless variation in the content being posted at any time
(Taecharungroj 2017). In this study, we found that a large proportion of tweets was
identified as being positive, whereas more replies were negative. Generally, this
occurred when individuals replied to a positive tweet negatively, which mimics
observations made in the field of social media relations (Taecharungroj 2017). Over
time this behaviour remained constant, even though the number of both positive and
negative content posted increased. The unpredictable nature of Government policy
and media portrayal also plays a significant role regarding the way in which the
general public interact with social media. This may explain why differences were
observed for the day/time of posting tweets and replies, given that news organisa-
tions are moving towards a 24-h reporting cycle and away from traditional reporting
styles (i.e., reporting at 9 am).

The findings on the use of hashtags when discussing the British Armed Forces on
social media provide new insight into the ways in which perceptions about the mili-
tary may be politically motivated or informed through associations with current
events, such as the 2016 EU referendum (‘#brexit’) and the 2019 UK parliamentary
elections (‘#labour’), and tied to particular cultural events like Remembrance Day
(“#lestweforget’). This could be the result of blame, political attachment to wars, the
rise of nationalism and racism due to Brexit or changes in UK Government policy
regarding the armed forces (Ford and Goodwin 2017; Jennings and Stoker 2019).
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Moreover, we found that the most popular hashtag associated was ‘#mentalhealth’
for tweets, and ‘#veteran’ for replies. We hypothesise that this may reflect the media
attention on the mental health of British Armed Forces members, which resulted in
an increase in public awareness regarding this issue (Ashcroft 2012; Lee 2016;
Gribble et al. 2019). As UK research has shown, the public regularly overestimate
the negative impacts of military service on military personnel and veterans, espe-
cially for mental health, which could explain why the majority of tweets using
‘#mentalhealth” were negative (Ipsos MORI 2015). Furthermore, the use of ‘#sup-
port’ was often used in conjunction with ‘#mentalhealth’ when tweeting. This could
reinforce the notion that the public do not believe that the British Armed Forces are
being supported enough as regards the mental health of their members.

A detailed analysis showed that there was a statistical difference in the use of
‘#mentalhealth’ between positive and negative tweets, indicating a downward (more
negative) focus. This could be due to users willing to be vocal on their thoughts and
experiences relating to mental health and military service. Furthermore, media por-
trayals, such as the TV series ‘Bodyguard’ (Turner 2018), or veterans’ stigma
towards the access to and use of healthcare services could also influence public
perceptions (Murphy and Busuttil 2015; Sharp et al. 2015). In this respect, it is
important to acknowledge that the use of social media can give nameless individuals
a vocal platform to promote their ideas and thoughts freely without balance, which
could overshow and devalue other perceptions. In our analysis, we found that the
most popular hashtags used were not impacted by a few ‘vocal’ accounts, but were
dispersed, with the average number of the tweets and replies included in the study
being around 9 per account.

Previous studies suggest that generally between one and two percent of tweets
may contain geolocation metadata (Burton et al. 2012). However, in this study we
found that approximately 24% of the tweets and 6% of the replies had a geolocation,
which is significantly higher than was anticipated based on the literature. This may
be due to bias, inaccurate recording or the proportion of tweets being posted by
users who gave Twitter permission to collect this information. We found that the
most popular country to post on the topic of the British Armed Forces was the
UK. Nevertheless, interesting differences were identified between tweets and
replies. While tweets were often made within countries where NATO activities were
taking place, replies appear to have originated mostly from countries to which
British nationals emigrate.

4.1 Strengths and Limitations

This study represents the first of its kind to explore the applicability of sentiment
to Twitter analysis. As was the case in prior research (Gribble et al. 2012), this
study found that public opinion is stable over time, with similar, albeit non-signif-
icant trends of positive and negative tweets and replies posted between 2014 and
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2019. This study contributes to the academic literature by using robust and in-
depth data analytics techniques to improve our understanding of public percep-
tions of the British Armed Forces. Furthermore, it introduces a new area of
research on the politicisation of armed forces within public discourse. The method
used in this study has been shown to be appropriate for this research area and
could be applied in future work to provide real-time feedback on changes in
recruitment strategy, mental health support, and government policy or future mili-
tary operations.

The results of this study need to be considered in light of the following limita-
tions. Firstly, this study included accounts that were manually identified. While this
was systematic in nature, following the broad principles used for systematic reviews
(Mobher et al. 2009), future work should seek to develop more robust and automated
solutions for account identification. Secondly, this study restricted the analyses to
tweets and replies referring to the British Armed Forces. Thus, although the results
indicated a stable trend over time, it is unknown whether this only reflects the trend
of Twitter discussions on the armed forces alone. In order to address this concern,
future work should extend the analysis to comparisons with other countries and
occupations. Thirdly, we did not seek to separate or identify differences between
active and veteran service members. Future work should therefore explore the role
the active service status plays for public sentiment. Furthermore, the changes should
be quantified to assess the impact positive and negative political changes, such as
the EU Referendum, have on public perceptions. Finally, this study captured only a
small proportion of Twitter content posted since 2014. It was limited in the number
of tweets that could be collected due to Twitter API, and captured only the percep-
tions posted on Twitter. Moreover, the analyses were not weighted to consider the
number of tweets per user account. Thus, future work should focus on the develop-
ment of a longitudinal cohort of social media, specifically curated to focus on con-
tent and topics related to the British Armed Forces.

5 Conclusions

This study found that tweets related to or discussing the British Armed Forces are
more positive than negative. In contrast, replies to tweets were found to be more
negative than positive. For both tweets and replies, the sentiment remained stable
over time, with little variation in the proportionality. In addition to sentiment scores,
this study analysed the frequency of hashtags, observing variations in the use of
politicised hashtags relating to Government policy or political organisations. It is
not known why these differences occurred. Overall, the results of the analyses con-
ducted for this study demonstrate that further work is required to understand the
context and content of tweets and replies quantitatively and qualitatively.
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A Transparent Network — Soldiers’ Digital
Resistance and Economic Unrest

Shira Rivnai Bahir

Abstract The current study offers several insights into the relationship between the
features of digital activism and the ability of groups with limited protesting powers,
such as soldiers in mandatory military service in Israel, to protest and promote
social change. Moreover, it points to a unique configuration of collective identity,
which is rooted not in organised collective action, but in a rhizomatic process taking
place beneath the surface. The fragmented voices of these soldiers come together in
the cybernetic sphere as a quasi-transparent net to form a canonical collective voice.
This unique configuration seems to bridge the two existing concepts of digital activ-
ism, one of which tends to underestimate the importance of the collective, while the
other believes that, despite the action of individuals, the group remains the dominant
structure.

Keywords Digital activism - Collective identity - Rhizomatic activism

1 Introduction

Establishing a cross-border media system that joins the flow of information and
relies on a global communications’ network is linked to the change that has taken
place in the activity of social movements (Van Lear and Van Aelst 2010; Chalaby
2005). This phenomenon manifested, among other things, in the mass mobilisations
taking place at the beginning of the decade around the world, including extensive
demonstrations in Israel. One of the prominent discussions that arose regarding the
role of the internet space and social network sites in the area of activism examines
the essence of collective action. In a variety of protests, a networked action structure
was identified, which was devoid of any distinct leadership (McDonald 2002;
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Castells 2007, 2009; Leung 2013; Bobel 2007; Fominaya 2010), but was instead
driven by the actions of individuals (Bennett and Segerberg 2011, 2012; McDonald
2015; Milan 2015). In relation to these characteristics, various conceptualisations
and models have been proposed to describe the flexible affinity between the indi-
vidual and the collective (McDonald 2002, 2015; Hosseini 2009; Bennett and
Segerberg 2012). Nevertheless, some scholars insist that it would be premature to
praise the social essence of collective action in the online space (Gerbaudo 2015;
Milan 2015; della Porta Pavan 2018).

Another major controversy concerns the degree of individual agency. On the one
hand, some researchers believe that the characteristics of the digital space maintain
power relations (Gillespie 2014; Harlow and Guo 2014; Nahon 2016; Van Dijck
2014). On the other hand, it has been argued that the online discourse sphere gives
a voice as well as access to knowledge production to a wider range of population
groups (Van Dijck 2009; Papacharissi 2010, 2015; Lievrouw 2011, 2018).
Accordingly, a range of studies have pointed out the role of social media not only in
establishing protest, but also in defining the topics of protests and empowering mar-
ginalised populations (Papacharissi and de Fatima Oliveira 2012; Sanderson et al.
2016; Gamie 2013; Breuer et al. 2015; Gabriel 2016; Thorsen and Sreedharan 2019;
De Moraes et al. 2017).

The current study yields several insights into the relationship between the fea-
tures of digital activism and the ability of groups with limited protesting powers,
such as Israeli conscripts, to protest and promote social change. More particularly,
this contribution outlines the characteristics of the soldiers of the Israel Defense
Forces (IDF) as a group of activists and the way they overcome the legal restrictions
they are subjected to in relation to taking part in protests.

Contrary to traditional research in the field of social movements, which focuses
on a concrete movement or protest, the current research focuses on the sphere of
discourse discussing national security and economic aspects on social media plat-
forms. This empirical focus, as well as the analysis of some 600 posts written on
social network sites, yielded insights on two levels — the content level, which reveals
the main focus of the discussions, and the dynamics level, which reveals the identity
of the speakers and the characteristics of collective identity. It appears that both the
discourse and the characteristics of collective action are immersed in the socio-
cultural processes taking place in Israel over the past 10 years. This also includes
changes in civil-military relations. Even more so, however, the findings reveal a
reflection of socio-economic perceptions and characteristics of digital activism that
relate to the mass mobilisation in Israel at the beginning of the last decade.

At the content level, the study found that the discourse focused on two major
issues: firstly, military service as a promise and an unrealised economic contract,
and secondly, military service as an economic burden on conscripts and their par-
ents. The fundamental discovery is the centrality of the microeconomic perspective,'
which focuses on society’s small economic units — the individual and the family.

!'See Varian and Repcheck 2010.
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This stands in contrast to the macroeconomic perspective commonly used in tradi-
tional media in relation to the debate on the defence budget.

Furthermore, the research arena was defined based on a discourse rather than a
group, meaning that the identity of the speakers is not revealed. However, the dis-
course analysis still contributed a significant finding. The key insight is that the
main topic of the discourse, whether as a speaker or as a subject, were the con-
scripts, a population group with limited organisational and protest power.

Finally, although — as was mentioned above — the study does not focus on a social
movement or an organised protest, the existence of a recurrent canonical narrative
itself nevertheless repeatedly points to the formation of a collective voice. This find-
ing implies the formation of conscripts as a sector and as an action group, despite
the restrictions imposed on them to participate in protest actions. This process of
cohesion taking place below the surface and in a diffuse manner is referred to as a
rhizomatic process (Castells 2015). However, both the uniqueness of the action’s
structure and the relationship between the individual and the collective are rooted
precisely in the fact that this collective already existed as a social structure before,
albeit without the ability to articulate its voice in this way. Thus, the collective is, in
fact, fragmented and now reunites into a collective in action.

The present contribution presents three theoretical background overviews: social
movements and the digital sphere, social movements and economic unrest in Israel,
and activism and Israeli conscripts. The last two allow us to learn about the social
context in which the duty soldiers’ protests have evolved, both in relation to the
normalisation of protests and, more specifically, regarding economic aspects and
the use of social media platforms. Next, the research design and the methodology
are presented. Finally, three findings are presented, two of which are concerned with
content analysis, while the third examines organisation configuration and social
action characteristics.

2 Social Movements and Economic Unrest in Israel

Following the global wave of protests in the Arab and the Western world, a citizen
mobilisation also took place in Israel in late 2011, which included widespread activ-
ity on social networking and traditional media sites, protest camps across the coun-
try, and large demonstration marches (Swirsky 2013). Beyond being a consumer
protest in favour of reducing the cost of living, this protest reflected the younger
generation’s sense of dissatisfaction with the neoliberal economic system and called
for far-reaching changes in the economic sphere (Hershkovitz 2017). The demand
for a change of priorities came alongside the expectation that the state should take
care of the welfare of the individual, including providing basic services, such as
education and healthcare (Grinberg 2013; Ram and Filc 2013; Rosenhek and Shalev
2014). The protesters pointed their accusations at various institutions and organisa-
tions, and the size of the defence budget was strongly criticised (Ben Hador and
Rivnai-Bahir 2013).
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Although the protest was widely supported by many sectors and sought to repre-
sent the ‘people’ as the body opposing the distribution of resources, most of its
initiators and leaders were from the middle-class (Rosenhek and Shalev 2014; Ram
and Filc 2013; Shenhav 2013). In this sense, the protest served as a means towards
establishing a ‘middle-class’ social identity reaching across the familiar political,
ethnic, and cultural divides (Rosenhek and Shalev 2014). At the same time, various
political and ethnic identities that have shaped Israeli politics were present at a
deeper level (Rosenhek and Shalev 2014; Shenhav 2013). Surveys have shown
higher participation rates among those holding left-wing political views as opposed
to those with right-wing views, the secular as opposed to religious people, people
with a higher education as opposed to those with no higher education, and middle-
and higher-income earners as opposed to low-income earners (Herman 2012).
Research conducted by Rosenhek and Shalev (2014) has shown that, in many ways,
these strongly represented groups are also the social groups whose economic situa-
tion has deteriorated the most over the past 20 years. Moreover, in Shalev’s (2015)
view, the change in the economic system was not a transition from a socialist to a
neoliberal economy, but rather a change within a neoliberal system, which was
mainly reflected in the removal of the protection and privileges enjoyed by certain
sectors of Israel’s Jewish population — including those serving in the military. With
regard to the protest, it is claimed that some population groups largely refrained
from participating in protest activities, such as the Palestinian population of Israel
and the ultra-Orthodox (ibid.). There is a believe that these populations were even
excluded from the boundaries of the collective identity at the heart of the movement,
partly due to the use of a military lexicon, including completing military service as
a justification for claims-making (Rosenhek and Shalev 2014; Shenhav 2013).

Opinions vary as to the results and consequences of social mobilisation that took
place towards the end of 2011 in Israel (Shevchenko and Helman 2017). At the same
time, however, scholars seem to agree on one key aspect: one of the main conse-
quences was the strengthening of both the economic and the class discourse in
Israeli society (Rosenhek and Shalev 2014). In this context, the protest movement
challenged the assumption that resource distribution is determined by apolitical pro-
cesses by way of market forces and professional economics experts (Avigur-Eshel
2018). In other words, the protest in many ways restored the political to the eco-
nomic and showed how rewards, wages, and terms of employment are political
ideas based on ideology rather than on some objective theory devoid of any interests
or worldview (Rosenhek and Shalev 2014).

This perceptual process directly impacts the community serving in the IDF and
how the recruitment model is perceived. The conscription model still largely pre-
serves the principle of universalism, which promises great cultural and social diver-
sity (Lomsky Feder and Ben Ari 2007). However, the fragmentation of Israeli
society into subgroups and the entry into a process of hyper-sectorisation actually
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fractures the relationship between the Republican contract® and the principle of uni-
versalism. Hence, there is a growing perception that the Republican principle, which
guarantees equality of resources between genders, ethno-national groups, religious
groups, and classes in return for fulfilling military duty, does not exist (Levy
et al. 2007).

Moreover, even if the principle of universalism seems to exist during military
service, in Israel’s economic reality it is dissolving. Thus, for example, the practice
of prioritising the group of conscripts that does not belong to a peripheral category
is slowly disappearing. At the same time, conscripts from peripheral communities
who integrate into the IDF and reach senior positions enjoy the symbolic capital of
military service, but join a different social and economic reality once they are
released from service. This is due to the fact that the symbolic capital gained during
military service is not marketable in the civilian market. In other words, the
Republican entry ticket alone does not guarantee making ends meet.

3 Activism and Conscripts in the Israeli Defense Forces

According to the Israeli security service law,* conscription to the military service is
compulsory for the entire population between the ages of 18 and 49, both for active
and reserve duty. Despite the changes that have taken place in Israeli society and in
civil military relations in recent decades, the military organisation is still widely
appraised and trusted by the Jewish Israeli society in Israel (Tiargan-Orr and Eran-
Jona 2016; Hermann et al. 2018), and military service is still perceived as an entry
ticket into Israeli society (Levy et al. 2007; Lomsky-Feder and Sasson-Levy 2018).
This perception also has an implication for the social movements and activism
arena. The so-perceived entry ticket has turned the compulsory military service into
a source of legitimisation to mobilise for a change in the social, security, and politi-
cal spheres.

However, this situation contradicts the legal stipulations of the General Staff
Ordinance. As is stated in the original text, soldiers are prohibited from taking part
in any demonstration that is not organised by the IDF, expressing themselves pub-
licly — orally or in writing —, or signing any petition related to any party, political or
military issues.* As a result of this discrepancy, in most cases the activists were
civilian organisations, journalists, and soldiers’ families, rather than the conscripts

2The Republican contract refers to an approach to citizenship, which considers the military service
as defining citizenship and its boundaries and sees the IDF as a state apparatus for social inclusion
and exclusion (Helman 1999; Shafir and Peled 2002; Sasson-Levy 2006; Levy et al. 2007).

3The Defense Service Law (Consolidated Version), 5747-1986.

*General Staff Ordinance (1990), Order 33.0116: Public action of military personnel, public state-
ments and relations with journalists.
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themselves.” The few exceptions were instances of conscience objection or local
protests — such as an uprising in a military correctional facility in 1997 —, many of
which did not gain social support and legitimacy (Epstein 2001). Over the years,
and especially after the mass mobilisation of 2011, several requests have been made
to the Military Prosecutor’s Office to repeal or soften the ordinance.® Finally, in
2016, after an appeal for letting soldiers join the Pride Parade, the wording of the
ordinance was slightly softened.’

Starting in 2012, the IDF faced a new challenge: protests on social media. In
2014, a video was uploaded documenting a violent confrontation between an Israeli
soldier and Palestinians in Hebron. The video was accompanied by a report (which
later turned out to be incorrect), according to which the Israeli soldier was sent to
prison following the incident. In response, a campaign erupted on the internet that
sought to show solidarity with the soldier and protest his punishment. Many soldiers
uploaded pictures of themselves holding the sign “I also stand with David
HaNahlawi”® on the campaign’s Facebook page as well as on other pages. Contrary
to this case, most of the digital activism initiated by soldiers later did not undermine
how military force was used, but dealt with the soldiers” welfare. This includes, for
example, a 2015 initiative against a change in the procedure for granting conscripts
a permit to grow a beard (#freewill),” a protest against a change in the soldiers’
vacation protocol during High Holy Days of 2016 (#thesilencingprotest),'® and a
2015 initiative that arose in protest of soldiers’ wages (“But I am a poor soldier”).!

The IDF’s response to the protest phenomenon varied. In 2014, towards the end
of the solidarity campaign for David HaNahlawi, Chief of Staff Benny Gantz stated
that Facebook was neither a military commanding tool nor a replacement for a dis-
cussion between the commanders and their troops.!? in the same vein, an IDF
spokesman reiterated that the “IDF commands its soldiers through the commanders.

SFor example, the ‘Four mothers’ social movement led by soldiers’ mothers demanding a with-
drawal of IDF forces from Lebanon, a movement led by families of war prisoners demanding their
release, and a movement demanding to investigate training accidents and malfunctions led by
soldiers’ families (Doron and Lebel 2004).

¢ Appeal to the IDF: Rescind the ban on the participation of soldiers in demonstrations. Gili Cohen,
Haaretz, 20.2.2014. The IDF changes the order: Soldiers will be allowed to attend civilian demon-
strations. Gili Cohen, Haaretz, 18.07.2016.

"General Order 8.0105: Public activity of military personnel, public statements, and relations with
journalists, the public, and the senior state level.

8The First Digital Revolt in the IDF, Gili Cohen and Amos Harel, 30.04.2014, Haaretz. This protest
statement as well as the subsequent hashtags and comments were translated from Hebrew into
English.

?Soldiers Protest against the ‘Beard Revolution” in the IDF. Yoav Zeitun, 18.06.2015, Ynet.

"New Soldiers’ Protest on the Net: ‘Robbing Us of Our Days of Freedom’. Mor Levy,
21.03.2016, Mako.

" Soldiers protest: ‘I'm poor, I live off my parents’. Gilad Morg, 12.11.2015, Ynet.

12Chief of Staff on Giant Protest: ‘Facebook is Not a Commandment Tool’. Amir Bohbot,
01.05.2014, Walla.
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There is no such thing as a protest on Facebook. Protest is not military.”'* Chief
Education Officer Brigadier General Avner Paz-Tsuk issued a statement, according
to which the social network is “a public sphere in which the military orders and
procedures apply to the soldiers’ activities and behaviour in the public sphere.”™* In
contrast to such statements, which remained in the realm of declaration, in other
cases, disciplinary measures were taken, ranging from dismissal to confinement."

In 2018, the Knesset passed the Nation-State Bill.'® This law is perceived by its
opponents as being harmful to the equality between the citizens of the State of Israel
as well as being a law that does not prohibit discrimination on the grounds of nation-
ality or ethnicity.!” Following this legislative move, the dilemma arose once again
when non-Jewish soldiers and officers uploaded posts condemning the law on social
networks and even calling on those belonging to the same ethnic group to stop serv-
ing in the military. In response, the IDF suspended one of the initiators and, later
that year, issued an order concerning soldiers’ use of the Web. Among other things,
the ordinance makes it clear that “public statements on political, state or military
matters” should be avoided, and that “it is forbidden to organise a protest.”

It is interesting to note that, in the face of this complex process, only a few
researchers have considered the characteristics of the conscripts’ participation in
social media. As was noted by Stern and Ben Shalom (2019), the main focus of the
research literature — applied, empirical, and theoretical — is on examining the char-
acteristics of armed forces in this sphere and their ability to achieve their strategic
goals with its help.

Stern and Ben Shalom’s study (2019) offers a glimpse into this sphere by means
of their analysis of Israeli conscripts’ activity on Facebook and how this activity was
perceived by the soldiers. Similarly, Kuntsman and Stein (2015), who examined a
wide range of images uploaded by Israeli conscripts, found that this sphere allowed
them to disseminate controversial messages anonymously without risking sanc-
tions. At the same time, however, both studies paid little attention to the social struc-
ture of the activity or to the collective identity that emerges in this sphere.

SIDF Spokesman: ‘There is no such thing as protests on Facebook in the IDF’. Li-Or Averbach,
01.05.2014, Globes.

14Chief of Staff on Giant Protest: ‘Facebook is Not a Commandment Tool’. Amir Bohbot,
01.05.2014, Walla.

5For example: The revenge on soldiers who got stuck in the fiery heat with no air conditioning:
removal and confinement for a month. Yoav Zeitun, August 12, 2015, Ynet. The soldiers who pro-
tested on Facebook were ousted from the IDF. Rafi Jarby, 15.05.2015, Maariv.

1*Basic Law: Israel — The Nation-State of the Jewish People.
7Proposed Basic Law: Israel — The Nation State of the Jewish People. Adalah, 16.07.2018.
18 General Staff Order 107.08:- Soldiers” use of the Web.
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4 Social Movements and the Digital Sphere

Despite the multiplicity of theories on and definitions of social movements, there is
a shared view that through organised and consistent efforts, social movements seek
to bring about change within the social order (Tilly and Tarrow 2015). The mass
mobilisation that took place at the beginning of the last decade in the Arab world,
Europe, the USA, South America, and Israel point to the internet sphere as being a
major player in this field. Without denying the understanding that these protest
organisations developed in connection with local social, cultural, economic, and
political transformations (Bennett and Segerberg 2012; Castells 2015; Grinberg
2013; Rosenhek and Shalev 2014; Anderson 2011; Breuer et al. 2015), many schol-
ars have pointed out the widespread and unique use of cyber space and social net-
working sites as a common characteristic (Castells 2015; Bastos and Mercea 2016;
Mercea 2016; Carty 2015).

Over the past decade, numerous studies have been conducted in an attempt to
identify and characterise the role of the internet and social network sites in this
arena, many focused on the social structure, the nature of collective identity, and the
nature of the latter’s formation process. Two models of collective identity have been
suggested — the first one being ‘platform-supported’, as traditional collective action
using social media sphere as a medium for organising and communicating; and the
second one being ‘platform-based’, as collective action that takes place online and
exists only thanks to the social media sphere (Karatzogianni 2018; Priante
et al. 2018).

Following this, it was argued that this new organisational structure, at the centre
of which stands a networked organisation, is not hierarchical, often lacks clear lead-
ership, and shows high levels of autonomy among its members (McDonald 2002;
Castells 2007, 2009; Leung 2013; Bobel 2007; Fominaya 2010). However, rather
than seeing it as a collective action based on network formations, some research
considers the internet organisation to be a network formation based on the activity
of individuals (Bennett and Segerberg 2012; Milan 2015). In this respect, the mean-
ing of the personalisation process is that citizens not only generate significant con-
tent, but also take part in designing and constructing the discourse and activity
spheres (Papacharissi 2015). According to this model of organisation, which Milan
(2013) refers to as the “cloud protesting”, the cloud is a technological platform in
which the cultural and symbolic activity of the group or movement is carried out
with the contribution of a large number of individuals operating from their personal
accounts and profiles (Milan 2013, 6).

This complexity has given rise to the question as to how collective identity can
be used as the basis for action under this kind of activity and organisational struc-
ture. In which way do the dominant components function within the process of
building a collective identity, including solidarity, shared values, and a sense of
belonging (Leung 2013; Polletta and Jasper 2001)? Many scholars have emphasised
that, in this space, the process of building a collective identity is in constant negotia-
tion with the self in a way that constructs a flexible, fluid configuration of collective
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identity (Burnap and Williams 2015; Milan 2015; Bennett and Segerberg 2012;
Fominaya 2010; Hosseini 2009).

Thus, the loose organisational structure is, in fact, created by means of a selective
and reflexive process of representing and identifying characteristics by the individu-
als, the unique configuration of the structure subsequently preserving and enabling
the same reflexive process (Hosseini 2009). Moreover, according to Fominaya
(2010), space allows for a sense of cohesion and solidarity that develops through an
open and ongoing discussion in which one can share with one another reflexive
stories about a mutual activity or struggle. In order to reflect these unique character-
istics, concepts such as fluidarity (McDonald 2002) and interactive solidarity
(Hosseini 2009) have been proposed as substitutes for the term solidarity to empha-
sise the flexible nature of the process.

Beyond the social structure of the collective, concerns arose with regard to the
nature of an individual’s agency. On the one hand, there is a growing view that the
Web is a technological mechanism, which develops in a space saturated with inter-
ests and actors, with most processes remaining transparent and covert (Gillespie
2014; Nahon 2016; Van Dijck 2014). According to this view, it is this very mecha-
nism that structures collective action. There are also claims that new media is not
accessible to all and that disadvantaged populations still depend on traditional
means in order to convey their messages (Harlow and Guo 2014). On the other
hand, it is argued that the shift from a one-way model for knowledge distribution to
a multidirectional model has enabled individuals to ‘talk back’ in a language that is
shaping cultural outcomes (Papacharissi 2010; Van Dijck 2009; Lievrouw 2011).
This accessibility, without any need for specialisation, blurs the source of traditional
authority, such as governments, newspaper systems, and organised commercial
actors, thus contributing to its decentralisation (Papacharissi 2010; Van Dijck 2009;
Lievrouw 2011; Tong and Zuo 2014). From this perspective, various researchers
have shown how the sphere gives voice to marginal groups or populations that tra-
ditionally do not have access to knowledge dissemination tools. This includes, for
example, women’s ability to challenge social structure (Gabriel 2016; Thorsen and
Sreedharan 2019; de Moraes et al. 2017), protestors’ ability to mobilise in the Arab
Spring (Papacharissi and de Fatima Oliveira 2012; Gamie 2013; Breuer et al. 2015),
and the ability of ethnic groups to make themselves heard (Gabriel 2016; Sanderson
etal. 2016). There are only a few scholars who try to crack this dichotomy. Chadwick
(2017), for instance, claims that there are two systems — the former elite and the new
actors —, which continue to run simultaneously. It is thus apparent that those who
manage to maintain the practices of both of systems are the most empowered.

The present study hopes to yield several insights regarding both the social struc-
ture of the collective in the digital sphere and the ability of groups with limited
protesting powers to protest and promote social change through said sphere.
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S Methodology

The research design was aimed at learning about the characteristics of national-
security and economic discourse in the online sphere. However, the findings analy-
sis enabled the identification of insights beyond these content aspects, as will be
illustrated below.

5.1 Data Collection

This study applied a unique research design, which was based on two phases. In a
first step, the economic and national security discourse arena was identified, and a
discourse analysis was performed. In order to identify the boundaries of the domi-
nant discourse arena, Facebook pages and forums that defined themselves as stake-
holders in economic issues were selected based on searches on Google’s generic
search engine as well as on a datamining program.!® An operator was developed,
comprising 20 key words on economics (or), which were cross-referenced (and)
with 20 key words on defence-related issues (or):

The key words in economics were: cost of living, budget, pension, expensive,
price, the middle class, amounts, tycoons, NIS, capital, riches, money, expenses,
poor, rich, cost, gaps (additional phrases with the same words). The key words on
defence-related issues were: IDF, national security, soldier, army, soldiers, reserve
force, weapon, war, military, uniform, security threat, generals officers, tank, mis-
siles (additional phrases with the same words).

In the second step, among the search results, based on the volume of discourse
and their activity levels, I selected the following five Facebook pages as well as
three forums. The selected Facebook pages were Yair Lapid, Hagorem Ha’enoshi,
Yisrael Yekara Lanu, Tzedek Hevrati — Operations Room, and Shelly Yehomovitz.
The selected forums were Tapuz current events, FXP talking, and Rotter politics and
current events.

The search was limited to the selected arenas over a period of 1 year (January
2014-January 2015). In addition, all chosen sites and forums had an active dis-
course arena® involving many participants.?! A data mining software program was
used to collect and monitor data.?> Out of all the data collected on the basis of a

“Data monitoring used Buzilla software. http://www.buzilla.com
20 An arena in which several posts and notifications are made daily.
2'More than 50 participants write in addition to the forum or page administrators.

2Information was monitored in Buzilla, using a query that included reference to the search terms
as well as the monitored sources, websites, dates, etc.
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focused query on the discourse arena (approximately 9000 items), a total of 600
items)Facebook posts and blog comments(were selected for relevance.?

5.2 Data Analysis

The text corpus was analysed qualitatively to examine latent meanings and dis-
courses. Based on a grounded theory approach developed by Glaser and Strauss
(1967; Strauss and Corbin 1990; Glaser 1992), the discourse was analysed without
imposing any analytical frame or hypotheses in advance. In this framework, the
emphasis was put on locating different belief and language patterns (Johnstone
2018, 3) in relation to the link between national security, military service, and eco-
nomic aspects.?*

6 Findings

The analysis of the research findings provides insights into the collective action of
soldiers on two levels: the content of the discussions and the relationship between
the individual and the collective, including the identity of speakers.

6.1 The Unfulfilled Republican Contract

The discourse on the Net points to a focus on material retribution as the basis for
ensuring socio-economic resilience, rather than focusing directly on retribution as a
contribution to State security. This perspective does not refer solely to the immedi-
ate material remuneration of the conscripts, but expands and extends to their eco-
nomic rights after they complete their military service.

Several people have uploaded posts criticising the cost of living in Israel, includ-
ing real estate prices. These arguments were raised in relation to the link between
fulfilling military service duty and the inability to achieve economic well-being in
Israel. Thus, the socio-economic position, as expressed in relation to the remunera-
tion of conscripts, becomes, in fact, completely subordinated to the Republican
principle —i.e., the State must look after the needs and welfare of those who contrib-
uted to the State by serving in the military. The following post was written by a
soldier’s parent:

ZThe relevance index is an index that orders the search results by their relevance to the query,
based on topic salience, the existence of many the search terms, frequency of search terms, etc.
This is a built-in index of Buzilla.

2 All data was translated into English.
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I, who educated my children to be loyal to our country, fighters in the army, I’'m not sur-
prised that the best youth feel alienated and don’t want to serve. The children can’t see the
day-to-day coping and hear the words ‘there’s nothing’ ... Please, this is a cry for help for
change, for living in dignity!

A similar statement was posted by a former soldier:

You get up one month after your release from the army and you have no direction at all in
life, and now you know that you need to save money, because to take a mortgage in Israel
you need 30% equity !!!

A leading principle in the security ethos is the need to ensure the continued exis-
tence of the State of Israel, where security existence refers, inter alia, to the possibil-
ity of granting citizens a certain quality of life. One of the most poignant arguments
in this regard concerns the fact that there is no connection between watching over
the land in the security sense and the land as a place of sustenance, as a resource,
and an asset: “I fought on this land, and when I ask to live in it, unfortunately it’s not
possible.”

Military service, therefore, is presented in the discourse as the basis for legitimis-
ing claims concerning economic rights. The allegations of unfulfilled promises
largely reflect a crack in or disappointment with the Republican contract. The basic
premise of these claims is that the relationship between military service and belong-
ing to society carries with it a promise of — albeit limited — economic well-being.
The moderate voice of this discourse calls upon the State’s various institutions to
care for its citizens by providing services, such as healthcare and education, and by
managing an economic system that will ensure their wellbeing. Hence, the main
demand, similar to the 2011 protest, is to lower the cost of living and housing prices.
The more radical discourse even attributes malice to the breach of contract, actually
making allegations of deliberate exploitation of the conscripts. In this context, there
is an explicit call for citizens to also breach the contract by refusing to enlist or
refusing to serve in combat positions, and to choose positions with a lesser level of
commitment and intensity. In both the moderate and the radical discourses, the eco-
nomic levy on combat service is perceived as being extremely high. In other words,
from an economic point of view, it is the least worthwhile transaction, as it involves
high expenses, but does not allow one to work or acquire a profession at the same
time as doing military service, while the experience gained does not constitute an
advantage on the civilian labour market.

6.2 Carrying the Economic Burden

One of the main arguments that resonated in this study on the network discourse
regarding the model of compulsory service was linked to soldiers’ economic situa-
tion, as well as that of their families. Analysing the discourse on the Web has
strongly raised these arguments, pointing to a real difficulty in the ability of con-
scripts to live well and pay for their basic needs. Writers on the internet claim that
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soldiers’ wages/subsistence wages are insufficient and thus require a widespread
use of alternative sources (savings, parents’ support, work, gifts). These claims
relate both to paying for soldiers’ current and daily needs (including providing the
equipment they need to fulfil their duties) and to financing ‘luxuries’, such as phone
bills and entertainment.

The following quotes are two examples of posts referring to these issues. The
first one was written by a soldier, the second by a soldier’s mother:

The equipment is expensive. We can’t afford to buy it ourselves and no one cares. Please
help us keep warm.

My son was also in combat engineering, and if I hadn’t provided him with everything the
IDF didn’t provide, my son would be in the same situation as these soldiers.

Furthermore, some of the writers claim that soldiers and their families were explic-
itly asked by their commanders to purchase the necessary equipment with their
own money.

The fact that the soldier must be supported financially, as well as the economic
reality he/she will have to face in the future, is perceived as being harmful to him/
her and his/her family. More importantly, compared to other, non-mobilised popula-
tion groups, the problem — and with it the claim of inequality in the distribution of
the economic burden at the individual and State levels during and after military
service — intensifies. The following example illustrates this point:

How do you help a child who’s joining the army ... so that he won’t lack anything? You
have to take extra work, but then you have to pay additional tax. And we miss the financial
help he would have got with his work ... The child goes to serve the State, we’re doing
everything we can to buy him suitable clothing and to give what the army doesn’t supply,
while entire sectors are not serving, are working, are harming the State’s security and no
one has an answer. What should we do???7?

Apart from the lack of funding itself, commentators speak of an unfair distribution
of resources due to the over-budgeting of yeshiva students,? to their not carrying the
tax burden, and to the ultra-Orthodox population’s avoidance of joining the labour
market. This is elaborated in the following statement:

I see thousands of soldiers who spend days and nights in the Territories to protect us!!! The
same soldiers who, once they are released, will be unemployed, they won’t have a penny in
their pocket. ... These dead soldiers whose families have collapsed. And on the other hand,
I see all the benefits that go to ungrateful people who didn’t even think of joining the army
or contributing to the State in any way. I say that we’re all equal in rights and obligations!!!!
Whoever gives should get in return!!!

The discourse on fairness, which is at the basis of the arguments concerning the lack
of equality, is dominant and central among youth and, especially, among the candi-
dates for security service (Rivnai Bahir and Avidar 2017). It is rooted in an ongoing
debate regarding the implementation of the recruitment model among yeshiva

The term yeshiva students refers to young ultra-Orthodox Jews in Israel who study in Jewish
religious educational institutions (yeshiva).
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students. According to a historical arrangement, yeshiva students may be exempt
from military service to allow them to devote their time to religious studies. This
agreement, although contradictory to the Defense Service Law,? has existed since
the formation of the State of Israel and therefore constitutes a legal and public
controversy. This controversy is partly responsible for the lack of political stability
that has characterised the State of Israel in the past decade.?”

Given the double burden and the focus on the economic dimension, this type of
non-recruitment is not necessarily the main factor for the perceived lack of equality
of sharing the burden. In that regard, compulsory mobilisation for the ultra-Orthodox
population is not seen as the ultimate solution because of the assumption that an
ultra-Orthodox soldier will receive a much higher subsistence fee/salary. This is
made clear in the following statement:

It makes no sense to recruit an ultra-Orthodox citizen at the age of 21, since that same citi-
zen will already be married and have a few children. Therefore, not only will that citizen not
contribute significantly to any sector in which he performs his duty, but [he] will also cost
the country far more than any other soldier or person serving — since the family of that ultra-
Orthodox soldier must be supported. This will put a strain on the defence budget and, of
course, create wage inequality, whereas the contribution of that ultra-Orthodox soldier with
a number of children will be marginal. With all due respect, the IDF soldiers ‘work their
butts off” during their military service, and a father of several children will not be able to
serve in the same way — and since his salary will be much higher than that of a regular
soldier who contributes more, there will be an increase in the deficit of the defence sys-
tem’s budget.

The analysis of the conversations appearing on the internet therefore shows that the
centre of gravity of the claim regarding a lack of fairness is not found primarily in
the actual non-serving reference group, but rather in the rewards of those who are
eligible. Thus, the debate on the burden of serving in the military also rests on the
notion that the Republican contract between the State and the individual is unful-
filled. As one person wrote on Yair Lapid’s Facebook page:

So, when will you get rid of this ‘equality of burden’ nonsense ... and begin to improve the
conditions of the soldiers who are already serving and contributing? ... There are bases
where food is poor, living conditions are not good. The salaries of all the soldiers are simply
shameful, the grants are low. There are not enough scholarships and assistance after the
army. Help them during the military to complete and improve their maturity exams, pass the
psychometric, study a profession, ... any certificate.

The writer goes on to emphasize that the equality of burden, from the perspective of
material rewards, is an unattainable goal (even among those who serve in the mili-
tary) and should therefore not be pursued at all:

You want to bring another 2,000-3,000 special soldiers, do everything for them to make the
army suitable for them, pay them high salaries — for what? For a non-existent equality of
burden? There is not, and will never be, such a thing. Even regular soldiers serve differently.
One leaves at 3 pm and goes to work, the other stays at the base for 21 days. Around 45%

20The Defense Service Law (Consolidated Version), 5747 (1986).
?7See Stadler 2007.
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of women in Israel do not serve in the army. Where’s the equality here? There are soldiers
who serve 17 months compared to soldiers who serve 36.

As can be deduced from these statements, the economic-security discourse in social
media favours the principle of functional compensation over the principle of fair-
ness and universalism. The meaning of this alternative principle is that giving high
rewards to those who perform a role is vital and essential for society.

7 Transparent Collective in Action

As regards the transparent collective in action, the research design did not include a
focus on the group or the collective. Nevertheless, the analysis of the discourse
arena helped identify the dominance of conscripts — present or past — both as a sub-
ject and as a speaking group. Their dominant role in the discourse may be attributed
to a range of factors, from the normative nature of social media use by the members
of this age group, to the size and breadth of the population of IDF soldiers in the past
and present, to the fact that Israel has military conscription, as a result of which the
IDF is the people’s army and evokes Israeli society’s deep identification with sol-
diers and their families (Rivnai Bahir and Avidar 2017).

However, it seems that, most of all, the actual characteristics of the field —i.e., the
social media platforms — enabled the creation of conscripts as generators of dis-
course. The ‘voice’ of the conscripts analysed in this research is, in fact, a collection
of individual voices not associated with any organised protest action structure or
unionised movement calling for change; there was no leading protest page or sweep-
ing hashtag. This finding is consistent with the view that has emerged in the litera-
ture?: the collective framework in the social media space is no more than a network
of individuals acting as individuals.

In addition, as is reflected in the content of the posts, the voices that gather on the
Web into a single canonical voice are expressing a discomfort. The discomfort
raised in social media focuses on microeconomic aspects, such as the quality of life
and economic condition of the individuals — i.e., the soldiers. Contrary to this, in
recent years, the discourse on economic-national security in the mass media has
allocated much space to the macroeconomic perspective, namely, to discussions on
the defence budget. In this context, the focus was on the size of the budget in con-
nection with economic growth and national priorities.

This shift seems to be related to two processes. Firstly, the unique characteristics
of social media — most notably the personalisation of social phenomena — also per-
meate the online debate on compulsory military service and soldiers, focusing on
the microeconomic level as well as on everyday life. Secondly, the place of the
economic dimension and discourse in the public sphere and on the agenda has
expanded over the years, bringing with it a plethora of connections. It is no longer a

28 As was detailed in the theoretical review of this contribution.
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niche discourse for connoisseurs and economists, but a widespread discussion that
takes place in a multitude of spheres, through a wide range of actors. This phenom-
enon is, in part, due to the fundamental change that has taken place in the processes
of knowledge production, dissemination, and consumption over the past 10 years.
Thus, the transformation of the public discourse into a personal-individual discourse
marks another stage in the expansion of the economic discourse on armed forces
and security and the arrival of new voices.

The emergence of such a socio-economic discourse is linked to the protests that
took place in Israel and the Western world at the beginning of the past decade. As
was mentioned above, the middle class, which was at the centre of the protests tak-
ing place in Israel in 2011, not only had economic class affiliation, but also incorpo-
rated within it a political and ethnic affiliation that was reflected, among other
things, in the use of the Republican contract (Shenhav 2013; Rosenhek and Shalev
2014; Ram and Filc 2013). The basis of the contract, as previously discussed, is the
burden of security, while the core population bearing it, — in the past as well as in
the present — are the conscripts. Therefore, the renewed intensification of conscripts’
instrumental claims analysed in this study can be seen as a local expression of the
2011 protest.

8 Conclusion

The study in this contribution reveals a change in the dialectic relationship between
the individual and the collective. In the analysed case, soldiers’ activity in the digital
space enables the creation of complex relations of separation and reconnection
between the individual and the collective as well as the collective identity. The con-
scripts form a cohesive collective with clear and distinct boundaries. At the same
time, because of military orders, their ability to take part in protest activity is signifi-
cantly limited, and they cannot become an acting collective. Therefore, the existing
uneasiness is uploaded onto the digital space as individual voices seeking to carry
out change.

This process is consistent with the understanding of the personal nature of action
in the digital space and, in particular, through social media (Bennett and Segerberg
2011, 2012; Papacharissi 2015). According to Bennett and Segerberg (2011, 2012),
in this situation, the logic of action does not rest on collectivity, but rather on con-
nective action. However, the uniqueness of the present case goes beyond this notion,
emphasising that the same collective actually already existed as a social structure,
but without being able to make itself heard in this way. Although the initial affilia-
tion with the collective was and remains legitimate, given the limitations, it does not
form a basis for action or an anchor for organising, but rather splits into a number of
individual voices. In connection with the characteristics of the digital space, these
individual voices are reunited from the other side into a renewed collective identity
with different and unique characteristics. Castells (2015, 15), who followed the
wave of protests in 2011, claims that the rallying of voices in the social media space
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is a rhizomatic social movement. Drawing on biological conceptualisation, which
describes how roots propagate,” Castells describes the process as a horizontal rather
than a hierarchical process.*

Indeed, the way in which the participants in this discourse act and emerge, as is
reflected in the analysis of the findings of this study, shows that the discourse or
argument is not hierarchically structured, but emerges horizontally in a number of
places. Thus, the collective actually splits and breaks up into a variety of voices on
different channels, after which, through a rhizomatic process, it once again becomes
a collective in action.
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Abstract Traditional wisdom understands weapons as tools that cause or have the
potential to cause damage or harm, whereas cyber-weapons relate to the use of com-
puter code that causes or has the potential to cause damage or harm. Both concep-
tions understand damage and harm as inherently physical. While the rise of social
networks creates new opportunities for strategic communications in the armed
forces, it also facilitates hostile activities, such as psychological operations, with the
potential to cause damage beyond the physical domain, thus challenging the tradi-
tional understanding of weapons. This contribution investigates the potential of
social media to be used as a cyber-weapon, arguing that Russia used social media as
acyber-weapon in the conflict with Ukraine. The analysis demonstrates that Russia’s
use of social media caused damage to Ukraine, which consequently contributed to
the reform of the security and defence sector in Ukraine.

Keywords Cyber-weapons - Social media - Psychological operations - Armed
forces - Russia-Ukraine conflict

1 Introduction

Despite the momentum that emerging cyberspace-related threats and challenges
have been gaining on the post-Cold War international security agenda as a result of
technological innovations and changes in the geopolitical landscape, cyberspace
was not always considered a security issue (Maness and Valeriano 2015; Hansen
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and Nissenbaum 2009; Eriksson and Giacomello 2006). This situation is reflected
on the incipient conceptualisation of what counts as a cyber-threat, a cyber-attack,
and especially a cyber-weapon.

The term cyber-weapon is yet to be given a consensual definition and, lacking
analytical rigour, has thus been used as a catch-all term for different forms of hostile
use of cyberspace (Stevens 2017). In this context, Rid and McBurney (2012, 7)
attempted to define what does or not count as a cyber-weapon, understanding it as
“a computer code that is used, or designed to be used, with the aim of threatening or
causing physical, functional, or mental harm to structures, systems or living beings”.

This conceptualisation contributes to the narrow understanding of the forms the
hostile use of cyberspace can take, which is generally associated with the disruption
of critical infrastructures. However, the Russia-Ukraine conflict demonstrated that
the hostile use of cyberspace can also take place on social media through different
types of military operations, where the main targets are not machines or networks
but minds (Lange-Ionatamishvili and Svetoka 2015). While a cyber-attack against
critical infrastructures can have devastating effects, an attack on cyberspace can also
present itself through the exploitation of the digital domain to shape perceptions,
influence decision-making, and provoke actions on its target (Lange-Ionatamishvili
and Svetoka 2015). According to Lange-Ionatamishvili and Svetoka (2015), the
consequences of this type of cyber-attack can be as severe as those of an attack on
critical infrastructures. This represents what Herrick (2016, 99) termed “the social
side of ‘cyber power’”.

Furthermore, the debate on social cyber-attacks and the hostile use of social
media has been centred on its use in peace-time situations, focussing mostly on its
effectiveness as a tool to disseminate disinformation that seeks to manipulate the
population of the adversary, and as a challenge to democracy.! However, social
media has also been used in conflict situations and against the armed forces with the
aim of damaging the moral of the adversary, which in turn can damage the fighting
capacity and therefore the capability to respond to aggression (Molder and
Sazonov 2018).

With regard to this scenario, the aim of this paper is to analyse the potential of
social media to be used as a cyber-weapon in interstate conflict situations, namely
by and against the armed forces, by means of a case-study analysis of the Russia-
Ukraine conflict.” The central argument is that Russia used social media as a cyber-
weapon in the conflict with Ukraine, which in turn contributed to the reform of the
security and defence sector in Ukraine.

The Russia-Ukraine conflict demonstrates the growing influence of cyberspace
and social media as a digital platform in the conflict landscape of the twenty-first
century in support of conventional military action, taking into account that the
annexation of Crimea and the continued conflict in Eastern Ukraine, namely in the

!'See, for example, Fried and Polyakova (2018).

>This study does not seek to provide a deterministic point of view on technology, but rather to
challenge traditional conceptions of war, namely regarding what counts as a weapon and what kind
of harm a weapon could cause to be considered as one.
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Donbass region, coincided with Russia’s extensive use of social media for disinfor-
mation and cyber-attacks against Ukraine (Zeitzoff 2017; Danyk et al. 2017; Herrick
2016; Lange-Ionatamishvili and Svetoka 2015).

The present contribution is divided into three sections. In the first section, we
introduce the debate on the definition of cyber-weapons. In the second section, we
examine the opportunities and risks associated with the use of social media by the
armed forces for strategic communications operations. Furthermore, we demon-
strate that the hostile use of social media expands beyond strategic communications
operations and that it can be used both at the operational and the tactical level. In the
third section, we demonstrate how social media was used in the Russia-Ukraine
conflict as a cyber-weapon and examine its implications.

2  Cyber-Weapons

Despite the undeniable room that emerging cyberspace-related threats and chal-
lenges is given on the post-Cold War international security agenda, cyberspace was
not always considered a security issue. The term ‘cybersecurity’ was introduced in
the early 1990s by computer scientists, referring to insecurities related to networked
computers and to the need to protect data existing in computer systems as well as
the computer systems themselves against unauthorised external intrusion (Hansen
and Nissenbaum 2009).

However, political elites, the private sector, and traditional media quickly recog-
nised the potential for the political and social effects of computer systems and their
implications for security (Valeriano and Maness 2018; Hansen and Nissenbaum
2009). This securitisation® entails two core elements, one technical and one social.
On the one hand, the technical element is related to the network character of com-
puter systems. These systems control physical objects such as trains, pipelines, and
electrical transformers. This means that in the event of a cyber-attack, these systems
can be compromised, which in turn can hinder or prevent electrical or communica-
tion distribution, disrupt transportation systems, disable financial transactions, and
consequently generate chaos (Hansen and Nissenbaum 2009). The social element,
on the other hand, is related to the technological dependence of states and societies,
which — considering the growing number of processes that rely on the digital
domain — creates a perception of vulnerability (van der Meer 2015). Accordingly,
the concept of cyberspace was expanded beyond a technical issue to be also recog-
nised as a security issue.

Cyber-weapons had a similar evolution. Despite being used as military and intel-
ligence tools since the 1990s, it was only at the end of the first decade of the

3For a detailed understanding of this securitisation process see, for example, Hansen and
Nissenbaum (2009).
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2000s — in 2007 and 2010 with Estonia* and Stuxnet® respectively — that the strate-
gic capability of weaponised code and its potential to destabilise international rela-
tions and to be used as a tool to accomplish national strategic interests was
recognised, producing an intense debate on the regulation of the acquisition and use
of these type of weapons® (Stevens 2017).

Notwithstanding, as Stone (2013) notes, the ongoing debate on cyberspace in
general exposes the precarious understanding of concepts that are routinely
employed in the security and defence studies framework, such as weapons and, in
this case, cyber-weapons. The term cyber-weapon is yet to be given a consensual
definition. Thus far, it has been used as a catch-all term for different forms of the
hostile use of cyberspace, resulting in a lack of analytical rigour. Furthermore, the
absence of conventional physicality — meaning code only exists in infrastructures
and is difficult to track and interdict — and the subjective process of establishing the
nature and degree of what constitutes harm hamper the efforts towards a clear defi-
nition of what is considered a cyber-weapon (Stevens 2017).

Nevertheless, some efforts have been made to deepen the understanding of what
constitutes a weapon in general and a cyber-weapon in particular. Traditional wis-
dom understands weapons as tools that cause or are designed to cause harm or dam-
age, namely physical harm and damage (Meiches 2017; Bousquet et al. 2017;
Stevens 2017; Rid and McBurney 2012). In addition, weapons are instruments that
are used or designed to be used in order to enhance power and to alter will or desire
(Meiches 2017; Bousquet et al. 2017). Therefore, weapons can be defined as tools
that are used or designed to be used with the aim or the potential to cause physical,
functional, or mental harm to structures, systems, and living things in order to
enhance power (Meiches 2017; Bousquet et al. 2017; Rid and McBurney 2012). In
this scenario, cyber-weapons are understood as a subset of weaponry; “a computer
code that is used, or designed to be used, with the aim of threatening or causing
physical, functional, or mental harm to structures, systems or living beings”, in
order to enhance power (Rid and McBurney 2012).

According to Rid and McBurney (2012), even though the line between what does
and does not count as a cyber-weapon is subtle, it is important to identify it for sev-
eral reasons: (1) security reasons — if a tool has no potential to do harm it is less
dangerous; (2) political reasons — an unarmed intrusion is less urgent than an armed
one; (3) legal reasons — recognising something as a weapon means that in principle
it can be outlawed and its development, possession, and use may be punishable.
These distinctions are important to develop appropriate and proportionate responses.
Therefore, according to Rid and McBurney (2012), cyber-espionage, for instance, is

“For a better understanding see, for example, Boyte (2017).

3Stuxnet is a malicious computer worm, that targets SCADA (supervisory control and data acqui-
sition systems) and, although neither the USA nor Israel openly admitted its use, it is believed that
their use of Stuxnet was responsible for causing damage to the nuclear programme of Iran. For a
better understanding see, for example, Lindsay (2013).

°For a better understanding see, for example, Eilstrup-Sangiovanni (2018).



The Dark Side of Interconnectivity: Social Media as a Cyber-Weapon? 193

not considered a weapon, although it is probably the most common form of
cyber-attack.

Nevertheless, as was mentioned above, the core goal underlying the use of weap-
ons is to enhance power (Meiches 2017; Bousquet et al. 2017; Rid and McBurney
2012). As the next section tries to demonstrate, evidence related to the hostile use of
social media shows that physical destruction is not the only way to do harm or dam-
age and to enhance power, at least in the digital domain — and especially within the
military framework.

3 Social Media and the Armed Forces

3.1 Armed Forces and the Use of Social Media: Opportunities
and Risks

The implications of the media landscape to war in general and to the armed forces
in particular are not a novelty. Nevertheless, the new information environment and
the increasing use and role of social media introduced new opportunities as well as
new risks and challenges to the military (Ryan and Thompson 2017; Miiiir et al.
2016; Olsson et al. 2016; Hellman et al. 2016).

The use of social media within the military framework contains an inherent con-
tradiction. The armed forces are considered a closed, formal, and secretive structure
that communicates in a formal manner, thus contrasting with the informal, open,
and emotional type of communication on social media. Notwithstanding, these plat-
forms have been used by the military both at the national and the international level.
At the national level, social media is usually used as a tool for recruitment as well
as to engage with civil society in order to present and clarify the military’s mission
and activities. At the international level, social media creates new opportunities for
the armed forces to share their message in areas of deployment, to boost their repu-
tation, and to communicate their national strategic narrative in order to win the
increasingly relevant battle for hearts and minds (Olsson et al. 2016; Hellman et al.
2016). Therefore, one could argue that social media offers an interesting platform
through which the armed forces can interact with their audiences — not only to
recruit, but also for strategic communication that seeks to improve transparency and
legitimise actions (Golan and Ben-Ari 2018; Ryan and Thompson 2017; Hellman
et al. 2016; Mirrlees 2015).

However, the global reach, open access, and speed of sharing information repre-
sent both the strengths and the weaknesses of social media. Moreover, the unpre-
dictable and uncontrollable features of these digital platforms mean that control
over the narrative can be lost, which can in turn endanger military personnel, mili-
tary operations, and the fulfilment of strategic objectives. Risks concerning infor-
mation have always existed in the defence sector, but with the advent of social
media they can take on new forms. The distribution of information may expose
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soldiers through the dissemination of sensitive intelligence and/or may reconfigure
public perceptions not only of political matters, but also with regard to defence
activities (Ryan and Thompson 2017; Olsson et al. 2016; Hellman et al. 2016).

According to Ryan and Thompson (2017), the emergence of smartphones and
the constant sharing of information on social media has increased the risk for mili-
tary personnel to inadvertently breach security. Moreover, the exposition of sensi-
tive information can be exploited by malicious actors as a source of intelligence, to
uncover passwords, for social engineering, identity theft, physical interception, and
blackmail (Ryan and Thompson 2017; Olsson et al. 2016; Hellman et al. 2016).
Therefore, given the implications to security, the purpose of the mission, and the
reputation of the armed forces and their activities, social media potentially is mak-
ing the military vulnerable (Ryan and Thompson 2017; Olsson et al. 2016; Hellman
et al. 2016). Consequently, to military operations, social media platforms such as
Twitter, Facebook, and YouTube have become just as relevant as ammunition,
troops, and air power, and are now being recognised as a tool and a contested battle
space of the twenty-first century (Lange-lonatamishvili and Svetoka 2015;
Mirrlees 2015).

3.2 The Hostile Use of Social Media Beyond the Opportunities
and Risks of Strategic Communications

The military use of social media extends beyond the opportunities and risks of stra-
tegic communications. Social media can have strategic value at the operational and
tactical levels and can contribute to the deployment of several military activities,
expanding the hostile use of social media (Herrick 2016). The hostile use of social
media — which is never or almost never outlawed, thus making retaliation more
complex — is a widespread phenomenon which concerns the abuse of social media
platforms by governments, the private sector, organisations, and individuals in order
to pursue political and military goals (Willemo 2019).

The conceptualisation of social media proposed by Nissen (2015, 40) demon-
strates the expansion of these platforms beyond their use as an instrument for
communication:

Internet connected platforms and software used to collect, store, aggregate, share, process,
discuss or deliver user-generated and general media content ... can influence knowledge
and perceptions and thereby directly or indirectly prompt behaviour as a result of social
interaction within networks.

Contrary to this, Zeitzoff (2017) defines social media more narrowly as “a form of
electronic communication and networking sites that allows users to follow and
share content (text, pictures, videos, etc) and ideas within an online community”.
For the purposes of this research, we found that the definition proposed by Nissen
(2015) is more appropriate, considering that his conceptualisation of social media
goes beyond its role as a tool for communication.
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The recognition of the successful campaigns promoted by both Russia and the
Islamic State have generated a shift in perception regarding the relevance of the
information threat (Giles n.d.). The alleged Russian interference in the 2016 U.S. pres-
idential elections and in European referendums and elections, such as Brexit and the
French presidential elections, emerged as a game changer regarding the paradigm of
social media, which, during the Arab Spring, had been perceived as a positive tool.
The perception of social media has changed from being a positive tool that enabled
social mobilisation during the Arab Spring to becoming a negative tool used for the
proliferation of hate speech, recruitment for terrorist organisations, and disinforma-
tion campaigns, where facts are less influential than emotions for the formation of
public and elite opinion (Roozenbeek and van der Linder 2018; Jankowski 2018;
Bjola 2017).

Nevertheless, the hostile use of social media is not a new phenomenon. Long
before the emergence of the Islamic State, Osama bin Laden had already recognised
the opportunities of modern media and used the interconnectivity of the internet for
subversion and information activities (Giles n.d.). In the early 2000s, terrorist
organisations took advantage of social media to challenge the legitimacy and cred-
ibility of the multinational force led by the USA in Iraq and Afghanistan. Terrorist
organisations promoted narratives on social media to influence the population of the
contributing countries in order to have them question and oppose the presence of
their respective countries in those regions. The central goal of these tactics was to
change the centre of gravity from the physical to the cognitive domain through the
proliferations of narratives and images on social media (Nissen 2015).

Social media has played a relevant role in several conflict situations since its
introduction to the political spectrum. In the attack of Al-Shabaab in the Westgate
Mall in Nairobi, the terrorist organisation used Twitter to live-tweet the attack.
Islamic State used it to promote propaganda and to recruit, while in the Iranian
Twitter Revolution between 2009 and 2010 social media was used to show the
abuses carried out by the Iranian regime to the outside world. Finally, in 2010, social
media played a relevant role in the development of the Arab Spring, contributing as
a space for freedom of expression and enabling mass mobilisation (Nissen 2015).

Social media has become part of contemporary conflicts and politics and has
been used by both state and non-state actors to create effects in the virtual as well as
in the physical domain (Zeitzoff 2017; Danyk et al. 2017; Nissen 2015). According
to Nissen (2015), social media has become a weapon of choice because of its easy
access and use and the cost-effect gains, contributing to the efficiency of several
military activities aiming to accomplish political and military objectives, such as
intelligence, psychological operations, offensive and defensive cyber-operations,
and command and control (C2).

Intelligence in this context refers to a group of activities that involve the collec-
tion, processing, integration, analysis, evaluation, and interpretation of data. In
social media, intelligence means monitoring online activity to collect and aggregate
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data in order to generate knowledge in general and to support the process of target-
ing’ in particular (Nissen 2015).

The proclivity to share posts creates an immense volume of data, making social
media a fertile ground for intelligence. Through the aggregation and correlation of
multiple sources of information, actors can assess the demographic size, organisa-
tional structure, areas of activity, and network reach of their target. Moreover, due
to geo-location available on social media, malicious actors can locate and identify
troop movements (Ryan and Thompson 2017; Marcellino et al. 2017). One example
relates to the war on terrorism when, in 2015, a geo-tagged post on a fighter’s social
media account caught the attention of a U.S. Air Force unit, resulting in the launch
of a bombing campaign on a building belonging to ISIS (Marcellino et al. 2017).
Furthermore, these platforms provide the possibility to collect data online and in
real time, depending on the speed of monitoring and analysis software, without
requiring “boots on the ground” (Nissen 2015, 61-64). Therefore, social media is an
attractive tool to monitor and document an adversary’s activities (Herrick 2016).

Psychological operations refer to a group of military activities aimed to influence
the perceptions, emotions, motives, reasoning, and behaviour of target audiences in
favour of the objectives of the attacker. Psychological operations can be carried out
overtly or covertly through actions such as deception, propaganda, and subversion
in order to shape, inform, influence, manipulate, mislead, expose, coerce, deter, and
mobilise (Nissen 2015). Social media offers a fertile ground for psychological oper-
ations, considering its technical features that allow the multiplication of information
at high speed with little cost and a global reach. Moreover, its trust-based character,
formed by a network of friends or like-minded members, makes the narrative more
trustworthy and believable than the one presented by official media and/or govern-
mental institutions (Lange-Ionatamishvili and Svetoka 2015).

State and non-state actors use psychological operations to inform and expose
facts and actions that can challenge the credibility of adversaries and by means of
manipulating information, such as the promotion of disinformation campaigns. The
use of social media to promote psychological operations, namely through the
manipulation of information, reveals a novel tendency in cyberspace, which stands
in contrast with traditional forms of cyber-attacks. Such operations target societies
with the specific goal to influence their believes and behaviours in order to sow
discord and diminish their trust in institutions and governments (Kalpokas 2017;
Prier 2017; Lange-Ionatamishvili and Svetoka 2015).

With regard to social media, state and non-state actors try to control and explore
trend mechanisms in order to create distrust in public and private institutions to
cause internal conflict. For this purpose, certain narratives are disseminated on these
digital platforms and, by means of algorithm-driven mechanisms, create trends that
almost instantaneously spread on a global scale (Prier 2017). Therefore, this
dynamic allows a narrative to become viral, which turns it into a “low-cost, speedy

In this context, targeting means to direct a disinformation campaign at a specific person or group
(Roose 2018).
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way of manipulating society’s perceptions in order to cause disruptive behaviour in
real life”” (Lange-Ionatamishvili and Svetoka 2015, 105). In addition, the ambiguity
associated with cyberspace complicates the identification of the source, preventing
the planning of a response to these activities (Libicki 2017). In this sense, according
to Prier (2017, 52), by creating “a point of injection for propaganda”, social media
“has become the nexus of information operations and cyberwarfare”.

Cyber-operations on social media can be offensive or defensive. Offensive oper-
ations refer to several activities: that seek to deny access, disrupt, degrade, breach or
destroy information; the hacking of passwords of personal accounts to expose con-
tent; and the intrusion to alter or insert content in social media profiles. Defensive
operations imply the protection of social media platforms, accounts, and profiles by
means of encryption, anti-tracking, and counter-narrative actions (Nissen 2015).

Command and Control (C2) refers to a group of activities that involve internal
communication, information sharing, coordination, and synchronisation of actions
on social media in order to facilitate the coordination and synchronisation of dis-
persed groups (Nissen 2015).

Although the effects of digital platforms on conflict scenarios are more indirect
than conventional weapons systems, they can nevertheless influence the spread of
information, both in scope and speed, which in turn can change the course of events
(Zeitzoff 2017). According to Zeitzoff (2017), actors involved in conflict situations
use social media not only to mobilise support, but also to actively shape the narra-
tives about their group and their adversary as well as to support operational and
tactical military actions. In line with this, the following section thus aims to demon-
strate how Russia used social media in the Ukrainian conflict in order to destabilise
the adversary at all levels, from the political to the military.
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4 Social Media as a Cyber-Weapon? The Case
of the Russia-Ukraine Conflict?

4.1 Russia-Ukraine Conflic’: Russian Military Operations
on Social Media™

As demonstrated in the previous section, the use of social media, goes beyond the
opportunities and risks of strategic communications. It can also be used to deploy
military operations, for instance psychological operations, to gather intelligence,
and to contribute to recruitment for terrorist organisations. Accordingly, social
media has been used both in intrastate and interstate conflict scenarios, such as the
Russia-Ukraine conflict (Herrick 2016). The use of cyberspace and social media in
the Russia-Ukraine conflict demonstrates the growing influence of these digital
platforms in the conflict landscape of the twenty-first century in support of conven-
tional military action (Herrick 2016; Lange-lonatamishvili and Svetoka 2015).
According to Zeitzoff (2017), the annexation of Crimea and the continued conflict
in Eastern Ukraine, namely in the Donbass region, coincided with Russia’s exten-
sive use of social media and cyberspace for disinformation and cyber-attacks against
Ukraine. This assumption is shared by Danyk et al. (2017), who state that combat
operations in Illovaysk and Debalcevo were preceded by increased activity in the
information environment, which entailed an increase in spreading negative informa-
tion about the Ukrainian authorities, government, and armed forces. Social media
platforms were used by Russian military forces, intelligence agencies, and proxies
to conduct several military operations (Herrick 2016). Cyberspace has strengthened
Russia’s power, on the one hand, by providing capabilities that enabled the realisa-
tion of its foreign policy objectives, either by facilitating the promotion of propa-
ganda and coercion or to gather data. On the other hand, the difficulty to attribute
attacks made available a cost-effective strategy (Ajir and Vailliant 2018; Mejias and
Vokuev 2017).

In Ukraine, Russia used social media namely for recruitment, intelligence, and
psychological operations.!! Vkontakte and Odnoklassinski, Russian social

8This research does not aim to deepen the understanding of the underlying dynamics of the con-
flict, but to demonstrate the role of social media in it as a cyber-weapon.

?Social media was also used by the Ukrainian Armed Forces, government, and civil society
to spread information or gain advantage (Herrick 2016). Nevertheless, we focus on the use of these
platforms by Russia, considering its implications and role as a game changer in the paradigm
of the information warfare landscape (Giles n.d; Herrick 2016; Lange-lonatamishvili
and Svetoka 2015).

10 Although evidence demonstrates that Russia used both traditional and social media to mutually
reinforce the narrative and address younger and older generations (Blank 2017; Lange-
Tonatamishvili and Svetoka 2015), the goal of this chapter is to focus on the social media side,
considering the novelty and challenges brought by these digital platforms.

TRussian psychological operations aimed at shaping different audiences: Ukrainians, Russians,
and international audiences (Blank 2017). However, the goal of this chapter is to focus on Ukrainian
perceptions, namely of the Ukrainian Armed Forces.
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networks, were used to recruit agents for rebel groups, to gather data and informa-
tion on the profiles of Ukrainian military personnel and civilians, and to deploy
psychological operations at all levels, from the political to the military (Willemo
2019; Miiiir et al. 2016). The central objective of these operations was to destabilise
the adversary — to confuse rather than convince — by cultivating fear, anxiety, and
hate among the Russian-speaking population in Ukraine, spreading distrust between
the Ukrainian government and the Ukrainian Armed Forces as well as between the
Ukrainian government, the Ukrainian Armed Forces and civil society, and to demor-
alise and demobilise the Ukrainian Armed Forces (Giles n.d.; Cordy 2017; Sazonov
et al. 2017; Miiiir et al. 2016; Lange-Ionatamishvili and Svetoka 2015).

The use of psychological campaigns'? to mislead, manipulate, and intimidate is
not a novel approach in the Kremlin’s foreign policy. However, the internet and
social media created new opportunities for the efficiency of old methods such as
active measures'® (Cordy 2017). According to Giles (n.d.), Russian information
warfare is an ongoing process, which is constantly evolving, developing, and adapt-
ing by identifying success and reinforcing it, while abandoning failed attempts and
moving on. In Ukraine, Russian psychological operations have been ongoing since
the beginning of the 1990s, however, new opportunities were created by the advent
of the internet and social media (Sazonov et al. 2017). Therefore, following the
Euromaidan revolution,'* a new set of psychological operations were put into effect
(Cordy 2017; Blank 2017; Sazonov et al. 2017).

Social media was used by Russia in Ukraine to deploy intense psychological
operations, namely by disseminating disinformation campaigns by means of trolls,'®
bots,'¢ social engineering attacks!” and impersonation'® (Danyk et al. 2017). In this
context, a ‘troll factory’ was reported in 2013, situated outside St. Petersburg and
referred to as Internet Research Agency, where hundreds of paid bloggers — trolls —
were encouraged to praise Putin and condemn the opposition. The crisis in Ukraine
was the central battlefield for these trolls, who were asked to post comments that
disparaged the Ukrainian president and depicted the alleged atrocities carried out by
the Ukrainian Armed Forces (Mejias and Vokuev 2017). These bots and trolls were

2The focus on these operations relates to the fact that, in the approach to Russian information
aggression, psychological operations are at the core of Ukrainian strategy.

3For a better understanding of the concept ‘active measures’ see, for example, Giles (2016); Ajir
and Vailliant (2018).

14 Euromaidan was a wave of civilian protests that began in November 2013 in Ukraine, sparked by
the decision of the Ukrainian government to suspend the signing of the Association Agreement
with the European Union in order to build a stronger partnership with Russia and the Eurasian
Economic Union.

'3In this context, a troll is a person who uses social media to sow chaos and discord.

19Tn this context, a bot is an automated account.

17In this context, social engineering refers to the manipulation and exploitation of human cognitive
biases in order to exert influence (Willemo 2019).

'81n this context, impersonation refers to the act of pretending to be another person, organisation,
newspaper or website for the purpose of manipulation (Willemo 2019).
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used to exploit human biases and vulnerabilities by amplifying certain narratives
and manipulating information in order to destabilise, undermine cohesion, and fuel
chaos. Moreover, such tactics also have the potential to undermine the situational
awareness process, thus the manipulation of social media activity can compromise
military decisions based on the analysis of activity on social media (Willemo 2019).

Such operations were used against all levels, from the political to the military.
Their aim was to disseminate negative information about key authorities of the gov-
ernment by describing it as corrupt and fascist. Furthermore, they were used to
diminish morale and promote the demobilisation on the armed forces with cam-
paigns such as “Generals betrayers of Ukraine”, “Hail to the Ukrainian Artillery”,
as well as to influence and sow confusion among the population (Danyk et al. 2017,
Sazonov et al. 2017).

Russian psychological operations on social media towards the Ukrainian mili-
tary were deployed by means of disinformation campaigns, which were based on
collected data and the use of different myths and narratives. The Ukrainian Armed
Forces were depicted as execution squads, Nazis, killers, and terrorists. Moreover,
manipulated images were disseminated that exposed atrocities supposedly commit-
ted by the Ukrainian Armed Forces, including torture, civilians being used for organ
trafficking, recruitment of child soldiers, the use of heavy weapons against civilians,
and acts of cannibalism (Cordy 2017; Sazonov et al. 2017; Miiiir et al. 2016; Lange-
Tonatamishvili and Svetoka 2015).

There are several examples of stories that were manipulated in order to discredit
and demoralise the Ukrainian Armed Forces. In 2014, a photo of a war victim in
Syria taken in 2013 was used as proof that Ukrainian soldiers had wounded a 3-year-
old-boy in Sloviansk. The boy was allegedly tortured and crucified by the Ukrainian
Armed Forces in a public square of Sloviansk in order to sow fear among the popu-
lation (Mejias and Vokuev 2017; Lange-lonatamishvili and Svetoka 2015).
Furthermore, there is evidence of targeted messages to soldiers and officers that
combined sensitive personal information and threats towards their families
(Tsybulska 2019, cited in Willemo 2019). Additionally, the group most at risk of
being manipulated within the armed forces were (and still are) young soldiers
because they sometimes maintain the habits of civil life (Sazonov et al. 2017). In
addition, rumours of the inhuman conditions of life in the Ukrainian Armed Forces
were spread, describing that the military was being ruled by violence, chaos, and
hunger, contributing to the desertion of hundreds and thousands of Ukrainian sol-
diers to join the Russian side (Sazonov et al. 2017).

According to Danyk et al. (2017), these operations aimed to discredit the
Ukrainian authorities — especially the Ukrainian Armed Forces — resulted in disaf-
fection and mistrust towards the Ukrainian military. Moreover, they created discord
concerning the necessity of military actions and also damaged the morale of sol-
diers, which in turn encouraged them to desert. Hence, the fighting capacity of the
armed forces was damaged, which in turn reduced the capability to respond to the
aggression (Molder and Sazonov 2018). According to Molder and Sazonov (2018,
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320), “the annexation of Crimea was a successfully conduct attack the Armed
Forces were not prepared and surrendered without resistance”.

4.2 Trolls, Bots, and Reforms: The Implications of the Russian
Information Operations to the Political, Security,
and Defence Sector of Ukraine

Assessing the implications of the military operations conducted by Russia on social
media against Ukraine — particularly against the Ukrainian Armed Forces — regard-
ing the offline attitudes and behaviour of military personnel is a demanding and
probably impossible task. Thus, we propose a different approach by trying to iden-
tify the main steps that were taken to address these challenges within the Ukrainian
political and military landscape. The first implication is the actual definition of mea-
sures to cope with these challenges, which is, at the minimum, public recognition of
the problem itself.

In the political context, the events led to the creation of the Ministry of Information
Policy of Ukraine in 2014. The creation of this new body was driven by the intention
to counteract the information war conducted by Russia, which is reflected mainly in
the mission and structure of this new body. The core mission of the Ministry of
Information Policy of Ukraine is to safeguard and improve the Ukraine’s informa-
tion sovereignty and environment by means of the following measures:

e Improving citizen communications;

*  Winning the information war in occupied and liberated Ukrainian territories;

* Promoting open governance and transparency on behalf of citizens;

» Protecting freedom of speech and the rights of journalists;

* Legislating media to European standards, requirements and recommendations.

Furthermore, the Ministry’s structure — one minister and two deputies — also
demonstrates its military-related dimension, considering that one of the deputies,
who was nominated from the Ministry of Defence, has the responsibility to win the
information war (Ministry of Information Policy of Ukraine n.d.).

In the political and military context, we highlight the approval of the Doctrine of
Information Security of Ukraine in 2017 following the “Russian information aggres-
sion”, whose purpose is to combat “the destructive information influence of the
Russian Federation ... with the use of the latest information technologies”
(Presidency of Ukraine 2017). One of several bodies responsible for the fulfilment
of the objectives identified in this doctrine is the Ministry of Defence, which rein-
forces the military-related dimension of this threat. In addition, among the identified
threats to Ukraine’s national interests and security in the area of information are the
challenges emanating from the operations that aimed at “undermining the defence
capacity, demoralization of the staff of the Armed Forces of Ukraine and other mili-
tary forces”, which manifested in the Ukrainian preoccupation with the implications
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of information warfare conducted by Russia on the morale of the Ukrainian Armed
Forces (Presidency of Ukraine 2017). Furthermore, within the military framework,
the Ukrainian Armed Forces established a press office in order to support the strate-
gic communications of military personnel. Additionally, a mobile group of psy-
chologists and other professionals was formed, whose mission was to support
soldiers by providing them with information that they lacked. Social media pres-
ence was also prioritised in order to bolster resilience towards information opera-
tions. Education, raising awareness, and implementing best practices were also
recognised as vital components to deal with information operations (Willemo 2019).

Finally, in 2015, “the armed aggression of the Russian Federation against
Ukraine” as well as “the Russian occupation of parts of Ukraine” and “the Russian
incitement of conflict” resulted in the revision of the Military Doctrine and the
National Security Strategy of Ukraine (Presidency of Ukraine 2015a, b). Therefore,
“the Russian threat” once again provided an argument for fostering reform in
Ukraine, particularly in the sector of defence and security. With regard to the
Military Doctrine, information security was at the core of the reforms and even
acknowledged as a game changer, among others, in relation to the nature of warfare.
Hence, the improvement of the information policy in the military and the prevention
of psychological operations conducted by foreign countries is an important objec-
tive identified of the doctrine (Presidency of Ukraine 2015a). In relation to the
National Security Strategy, Russian information warfare was also perceived as a
relevant threat to national security and thus an area were actions should be taken
(Presidency of Ukraine 2015b).

5 Final Considerations

The novelty underlying cyberspace as a security issue is reflected, for instance, in
the incipient conceptualisation of what counts as a cyber-weapon (Maness and
Valeriano 2015; Hansen and Nissenbaum 2009; Eriksson and Giacomello 2006).
The concept of cyber-weapon still lacks analytical debate, which results in a narrow
understanding of what counts as the hostile use of cyberspace generally associated
with the disruption of critical infrastructures (Stevens 2017; Lange-Ionatamishvili
and Svetoka 2015). Nevertheless, the use of social media to conduct military opera-
tions, for instance psychological operations, has demonstrated that doing harm and
damage in cyberspace can go beyond attacking machines through computer code
(Lange-Ionatamishvili and Svetoka 2015). This reflection is important for two main
reasons: on the one hand, there is an increased debate on how to regulate cyber-
space, not only regarding the acquisition and use of weaponised code, but also in
terms of social media (Stevens 2017). On the other hand, most of the operations
analysed for this investigation that take place on social media are not outlawed,
which makes retaliation even more complex.

In this context, this study analysed Russian’s use of social media in the conflict
with Ukraine in order to assess the potential of social media to be considered a
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cyber-weapon, thus going beyond attacks on critical infrastructures. In order to
accomplish this goal, we used the conceptualisation of the term cyber-weapon pro-
posed by Rid and McBurney (2012), which understands these weapons as computer
code used to cause physical, functional or mental damage or harm to structures,
systems or living beings. One opposition to this conceptualisation is the limitation
to computer code, excluding other forms of the exploitation of cyberspace, such as
the use of social media. As we tried to demonstrate, the exploitation of a social net-
work beyond the use of computer code supported the military operations of Russia
on the ground in Ukraine with political and security implications (Zeitzoff 2017;
Danyk et al. 2017; Herrick 2016; Lange-Ionatamishvili and Svetoka 2015). We sup-
port, however, the claim made by Rid and McBurney (2012) regarding the impor-
tance of delimiting what does and does not count as a cyber-weapon for security,
political, and legal reasons.

Nevertheless, as this paper tries to demonstrate, the use of social media in the
Russia-Ukraine conflict contributed to cause damage to Ukrainian structures, sys-
tems, and living beings, namely to the Ukrainian Armed Forces. According to
Danyk et al. (2017), those operations resulted in disaffection and mistrust towards
the military, and in discord concerning the necessity of military actions. Furthermore,
they damaged soldiers’ morale and consequently encouraged them to desert. Hence,
the fighting capacity of the armed forces was diminished, which in turn reduced the
capability to respond to the aggression (Molder and Sazonov 2018). Moreover, on
the one hand, assessing the causality of social media use to manipulate attitudes and
behaviours of military personnel may be challenging and difficult to prove. Yet, on
the other hand, Russia’s information aggression was used to officially justify the
creation and mission of the Ministry of Information Policy of Ukraine in 2014, the
approval of the Doctrine of Information Security of Ukraine in 2017, and the revi-
sion of the Ukrainian Military Doctrine as well as the National Security Strategy of
Ukraine in 2015. This, at the minimum, is a reflection of the Ukrainian perception
regarding the damage caused by Russia.

Based on these implications, we conclude that Russia used social media as a
cyber-weapon in the conflict with Ukraine. In this regard it is important to consider
not only the perceived damage those actions caused in Ukraine, but also to take into
account the role they played in the reform of Ukraine’s security and defence sector.
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Misinformation and Disinformation
in Social Media as the Pulse of Finnish
National Security
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and AKki-Mauri Huhtinen

Abstract Social media is becoming more and more of a security threat.
Dissatisfaction with the content and quality of the information flow is increasing not
only at a national level, but also at the level of people’s everyday lives. Social media
is one of the key channels for distributing misinformation and disinformation and
has also become a key instrument for influencing political activity in particular. We
define misinformation as shared information which is unintentionally false, whereas
disinformation refers to false information which is purposefully shared for system-
atic informational influencing as well as for propaganda. The post-Cold War age has
created a new global power order by using information — which is increasingly
shared through social media — for political purposes. Small countries like Finland
have become more and more dependent on the global information flow, while at the
same time increasingly being subjected to the proliferation of misinformation and
disinformation. Hence, social media has become an ever-more crucial factor in
terms of national security threats. At the same time, however, it is also a potential
platform for creating (generalised) trust in national security by means of sharing
correct information among citizens. This study focuses on the flow of misinforma-
tion and disinformation on social media in relation to armed forces and national
security. In this contribution, we also address issues related to the role of gener-
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alised trust for psychological resilience and explore the European Union’s role in
countering disinformation.

Keywords Disinformation - Misinformation - Armed forces - Social media -
Society - Generalised trust

1 Introduction

Digitalisation and social media as new opinion builders have changed the speed at
which information travels, the way information is produced, and the way people are
connected across national borders. The changing domain of the information space
as well as the media landscape have majorly affected today’s security environment
(Kofman et al. 2017). The use of social media has also exposed Western countries
to a new way of informational influencing. Social media is a key player in the sup-
port of authoritarianism taking media space from traditional journalism. It can be
used to fuel tensions between different groups, cause mistrust towards governmen-
tal institutions and decision-makers as well as affect political discourse and even
parliamentary elections. The exposure of citizens to large-scale disinformation,
including misleading or outright false information, is a major challenge for societies
and armed forces across the globe (Singer and Brooking 2018).

Informational influencing activities have malicious intentions, which aim at
affecting the perceptions, behaviour, and decisions of the target groups. The differ-
ent techniques are geared towards exploiting shortcuts in our thinking, either by
learning about us through the data we share or by applying ‘nudges’ that manipulate
our cognitive biases (Pamment and Agardh-Twetman 2018, 5). In countries like
Finland, where the peacetime Defence Forces are based on the conscript system, it
is also crucial to understand the aspect of young people and social media. Social
media is a core part of young people’s everyday reality. Thus, youth are constant
targets of political, commercial, and social information intended to influence their
opinions and actions. Moreover, they are exposed to hostile players, adversaries or
trolls using social media for their own ends. Especially young people feel that social
media is an integral part of their reality. Singer and Brooking (2018, 139) state that,
since the “world has come to be ruled by the whims of virality and the attention
economy, plenty of people seek to cheat their way to fame and influence. Plenty
more happily sell them the tools to do so.”

Social media has, in fact, become a security threat, given that its “decentralised
technology ... allows any individual to ignite the cycle of violence” (Singer and
Brooking 2018, 13). Distributing misinformation and disinformation as well as
exerting influence at all levels and in all sectors of society is the new global power
order in the rhizome of the internet. Spreading misinformation and disinformation
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is a growing worldwide phenomenon, a new type of hybrid warfare, which will be
used by more and more state players trying to achieve their political goals and sub-
verting political processes in other countries. Moreover, social media makes sure
that we can always find others who share our ideas, however bad and terrible
they may be.

On Twitter, popularity is a function of followers, ‘likes’, and ‘retweets’ ... On Google,
popularity is a function of hyperlinks and keywords; the better trafficked and more relevant
a particular website, the higher it ranks in Google search results. On Facebook, popularity
is determined by ‘likes’ from friends and the updates that you choose to share. The intent is
to keep users emotionally grafted to the network. Bombard your friends with silly, salacious
news stories and you’ll find yourself receiving less and less attention; describe a big per-
sonal moment (a wedding engagement or professional milestone) and you may dominate
your local social network for days (Singer and Brooking 2018, 139).

Military organisations are also becoming more than mere messengers of the gov-
ernmental strategy narrative — a trend that is not without its challenges. The demar-
cation line between politics and military actions has become blurred. The more
politics are being performed and acted out through social media, the more armed
forces are becoming involved in social media. However, armed forces will also see
advantages from using social media, which increasingly is becoming the space
where geopolitics are being shaped (Mangat 2018). “For the government, all com-
munication is strategic information-sharing to achieve particular results for the
state” (ibid., 16). Armed forces join this resource competition in the democratic
Western societies.

The security of our society faces a variety of threats, both military and non-
military. These security threats are intertwined and difficult to predict, and thus
come with little warning. Changes in the operating environment and the threat sce-
narios that mis- and disinformation bring to armed forces have therefore given rise
to a need to examine security as broadly as possible.

The purpose of this contribution is to describe the connection of misinformation
and disinformation in ambivalent social media to armed forces and national secu-
rity, as well as to understand the mechanisms and spreading of information on social
media platforms. In order to do this, we describe the challenges and possibilities of
social media for armed forces that are based on conscription. As a framework for
our contribution, we highlight the role of the European Union (EU) in countering
disinformation — given that the EU plays an important role in creating the rules and
common behaviour systems regarding social media and security — as well as the role
of generalised trust for psychological resilience.

2 Misinformation and Disinformation

Misinformation and disinformation have rapidly evolved as key concepts in public
debate when talking about online social media participation. Participation in social
media plays an important role for societal and political engagement among young



210 T. Norri-Sederholm et al.

people. Particularly the sharing of information like news content with peers is an
important form of political commitment. Thus, given that social media has become
the primary media through which young people develop their political identities
(Woolley and Howard 2017) and understanding of societal issues, the reliability of
the shared information becomes crucial. The World Economic Forum even identi-
fied the spread of misinformation online as being among the top ten perils to society
(World Economic Forum 2014).

The public concern over misinformation and disinformation has emerged due to
cases such as the 2016 U.S. presidential election and “fake news” (Bakir and McStay
2018; Guess et al. 2018; Woolley and Howard 2017), the 2016 UK Brexit referen-
dum (Woolley and Howard 2017) and the events in Ukraine (Sanovich 2017; Smith
2015), as well as Jade Helm 15, a military exercise in the U.S. perceived on the
internet as the beginning of a new civil war (Del Vicario et al. 2016), or misinforma-
tion about the Ebola epidemic among healthcare workers (Del Vicario et al. 2016).
In all these examples, social media was used as a platform for spreading propa-
ganda, setting political agendas, and engaging citizens politically based on sharing
mis- and disinformation on a global scale.

The disinformation phenomenon thus has become a global concern. Public inter-
est particularly arose based on the reports released by the U.S. Senate’s Intelligence
Committee, which revealed attempts by Russia’s Internet Research Agency (IRA) —
a Russian social-media propaganda machine — to influence the 2016 presidential
election via disinformation efforts. The Committee showed that the IRA attempted
to influence the political opinion forming of U.S. citizens through trolling, reaching
its targets on YouTube, Instagram, Facebook, and Twitter. The influence campaign
involved 187 million ‘engagements’, among which was the use of memes trying to
change people’s political mindsets. Memes have actually become powerful com-
municational means of cultural influence that may even change people’s values and
behaviour (Lyngaas 2018; Thompson and Lapowsky 2018). According to the report,
“over the past five years, disinformation has evolved from a nuisance into high-
stakes information war” (DiResta et al. 2018, 100).

In order to understand these new forms of information sharing and the funda-
mental threats they pose to societies, a more precise definition of the concepts of
information, and particularly of dis- and misinformation, would be beneficial. In
public debate, the terms misinformation and disinformation are generally used when
referring to informational content which is incorrect or untrue. Among information
researchers, information is defined as “meaningful data, which might or might not
be true” (Fetzer 2004, 224) and as “something that has representational content”
(Fallis 2014, 137), regardless of its truth value. Conversely, information is also gen-
erally considered as something that is, in fact, ‘true’ (Floridi 2011).

Pragmatic understanding defines misinformation as information whose represen-
tational content is inaccurate (Fallis 2015; Karlova and Fisher 2013; Sge 2018).
Misinformation also refers to “well-formed and meaningful data (i.e., semantic con-
tent) that is false”, mistaken or misleading (Floridi 2011, 260). However, the content
of the information is not as important as the agency and the intent behind sharing the
information, which is what makes all the difference between misinformation and
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disinformation. While misinformation describes false or inaccurate information that
is not purposefully intended to deceive, nor necessarily wilfully distributed (Fetzer
2003; Kumar and Geethakumari 2014, 3), disinformation is intended to deceive and
confuse by being “purposefully conveyed to mislead the receiver into believing that
it is information” which is true (Floridi 2011, 260; see also Sge 2018). It is impor-
tant to note that disseminating incomplete information with the aim of deliberately
deceiving others about the truth may also be a form of disinformation (Fallis 2015;
Kumar and Geethakumari 2014).

Since disinformation is the intentional “distribution, assertion, or dissemination
of false, mistaken, or misleading information” (Fetzer 2003, 228), the agency
behind distributing the information becomes essential. The difference between mis-
information and disinformation is connected to the question of agency in informa-
tion sharing. As Sge (2018) points out, the difference between mis- and disinformation
lies in the intentionality of misleading. When considering the central role online
environments play in the political and societal engagement of young people, indi-
vidual agency in forming the information becomes crucial. Sharing misinformation
is an unintended process, however, the distributor of such information may also
become an important node in disinformation networks. Simply by innocently shar-
ing content that seems interesting, the individual may unknowingly act as a con-
tributor in a planned deceit process of disinformation (Kumar and Geethakumari
2014, 14). It is catchiness, not truthfulness, that often motivates information diffu-
sion on social media (Kumar and Geethakumari 2014; Ratkiewicz et al. 2010). This
is connected to the understanding of information as a communicational process,
where the context and the purpose of the sharer of information defines the final
value and content of the information itself.

In this regard, the true/false dichotomy for distinguishing between information
and mis- and disinformation seems insufficient. This becomes particularly evident
when examining the information sharing habits of young people. In a study by Chen
et al. (2015) on how young people share misinformation, over 60% of respondents
shared misinformation, while 85% indicated that they might share misinformation
in the future. The top reasons were related to the information’s perceived character-
istics as well as to self-expression and socialising. The reasons given for sharing
misinformation relating to information characteristics included that it offered a
good topic of conversation, that it was interesting, and that it was “eye-catching”
(Chen et al. 2015, 587). The social reasons given for sharing were that it enhanced
interpersonal relations and interaction with people, and that sharing was understood
as a culture (ibid.). The accuracy of information and the authority of the information
sources were among the least important reasons for sharing, as information shared
by peers is understood to be reliable enough, which is also mentioned in several
other studies (e.g., Kim et al. 2014). This is known as an echo chamber effect, where
likeminded peers share information that follows their (shared) ideologies (Del
Vicario et al. 2016; Dubois and Blank 2018).

The fact that information might be transformed into mis- and disinformation in
online social interaction and used for propaganda naturally challenges top-down,
organisational communication and information sharing when framing societal
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issues. One such issue is young people’s understanding of safety and security.
Tackling the circulation of mis- and disinformation is not merely a matter of detect-
ing false or inaccurate information, but demands a more holistic understanding of
why information, for example on safety threats, becomes commonly distributed and
whose agenda it may serve.

3 Armed Forces and Social Media

The following chapter is based on an interview with a captain working in the Public
Information Division in Defence Command, who has 15 years of expertise in mili-
tary strategic communication and information warfare. He holds a Master’s degree
in Political Science and is also a film producer. This chapter is a summary of the
main points of the interview conducted in May 2019. The duration of the interview
is 85 min, its verbatim transcription amounting to a total of nine pages (Times New
Roman 12 pt., single spacing). This interview, through the voice of a subject matter
expert, shows that in Western armed forces, strategic communication still has not
established itself, and that experts of this field are rare in the armed forces.!

Generally, according to the interviewee, there are some basic aspects to social
media and armed forces in Western countries. Under normal circumstances, social
media is essentially a tool for communication. At the same time, however, it poses
a threat to armed forces: social media can be used as a weapon against them because
information can be weaponised and used for influencing. In essence, social media is
a collection of channels, messages, and opinions in which armed forces need to
actively participate.

The interviewee notes that information has been used as a weapon for centuries.
Messages and propaganda have been spread aiming to mislead, to frighten or to
demonstrate capability to one’s people or to the adversary, or just to deliver a politi-
cal message. Therefore, the weaponization of social media is quite natural. As a
global platform, and thus a huge agora where everyone can hear everyone’s shout,
it is actually a rather effective gun carriage. Operation Valhalla in Iraq in 2006 is an
excellent example of using social media to deliver disinformation, resulting in the
withdrawal of hundreds of U.S. Special Forces soldiers from combat. Two Special
Forces Units had defeated part of the Jaish Al-Mahdi terror group in a successful
engagement in a mosque. However, they left the bodies there. Afterwards, other
Jaish Al-Mahdi fighters came, removed the weapons and framed the situation to
make it look as though the dead had been praying. They then recorded a video
depicting the slaughter of praying Muslims by the U.S. Armed Forces. This caused
a media commotion, resulting in an investigation during which Special Forces were
withdrawn from combat. This information operation created several problems.

' All statements in the following chapter are based on the interview. For an easier reading flow, in-
text citations were omitted, except in case of direct quotes.



Misinformation and Disinformation in Social Media as the Pulse of Finnish National... 213

Many Muslims were enraged by the alleged slaughter, which only increased their
willingness to fight. Moreover, several hundred Special Forces fighters were elimi-
nated from the battlefield with just one video. Fortunately, the Special Forces sol-
diers had a Combat Camera Team with them and were in the end able to tell the truth.

From a military aspect, social media is a complex environment, and several
dimensions need to be taken into account. There are many examples of how intel-
ligence agencies have used the content in social media for targeting or — vice versa —
how, by tracking and doing detective work, operators like Bellincat were able to
reveal cases such as Skripal. Social media is a vast information bank for military
purposes. According to the interviewee, nowadays armed forces understand the
facts related to information warfare. “From an operative aspect, it is possible to win
or lose battles without firing a single shot. Everything happens in the information
environment” (Interview with subject matter expert).>

In Finland, such tactics used to be called psychological operations. Nowadays,
they are referred to as information defence, which also includes the offensive aspect.
It is one form of manoeuvre. Another dimension is the Command and Control sys-
tem (C2). Armed forces should be agile both in the information environment and in
social media. However, in reality, all systems must be well protected from cyberat-
tacks and cyber influencing. This poses quite a challenge when considering usabil-
ity and open platforms. Armed forces need to choose and use a wide variety of tools,
such as applications, networks, and accounts, and have control over them within a
large organisation and its bureaucracy. Thus, the agile and rapid nature of social
media is a challenge for armed forces, including the Finnish Defence Forces, for
several reasons. Firstly, a public safety authority always has a social and legislative
responsibility. Secondly, there is a lack of agility in organisation culture. Thirdly,
according to the interviewee, the tools and systems in cyberspace become rigid and
slow by the necessity to protect them.

Despite these challenges, the interviewee also emphasises that under normal cir-
cumstances, social media is the place for armed forces to share correct information
with citizens. By using different types of platforms (YouTube, Instagram, Snapchat,
Spotify, and Facebook), it is possible to reach a wide audience. However, being able
to release current information of good quality on six or seven different channels
requires considerable resources:

In countries like Finland, where defence is based on general conscription instead of a pro-
fessional army, it is vital to keep up the conversation in society and thus take care of soci-
ety’s and citizens’ willingness to have a conscription army. At the call-up process,
18-year-old youngsters make a choice between military service and non-military service.
By delivering mis- and disinformation in social media, it is possible to influence adoles-
cents’ mindsets and reduce their will to defend their country (Interview with subject matter
expert).

The interviewee further highlights that regardless of whether social media is
being used as a means of communication in peacetime conditions or as a weapon in

2All direct quotes taken from the interview were translated into English by the authors of this
contribution.



214 T. Norri-Sederholm et al.

wartime conditions, armed forces need to be ready at all times to react to the inten-
tional spreading of mis- and disinformation for ill intent. However, analysing the
information environment is challenging. Traditional ways of influencing, such as
framing, are still in use, and social media offers excellent platforms for them. The
key to successfully spread mis- and disinformation is to have a reliable platform
where people spend time daily and, unsuspecting of anything bad, share weaponised
information. There need only be one or two players to start a fire or add fuel to one
that is already burning. Alternatively, the players could be bots and it actually might
be artificial intelligence we are fighting. Deepfake videos and memes have become
acommon way to influence and manipulate people’s thinking — even for people with
good media literacy skills it can be difficult to recognise the underlying purposes.

“Social media has become a tool for smaller and more agile troops to do battle at
the same level as countries with powerful armies”, as the interviewee points out.
Indeed, the world has changed, and there are examples where countries like the
United States or Israel won the war on the battlefield — only to realise that the battle
is not over, but is still ongoing in the information environment. According to the
interviewee, there are countries that utilise weaponised information in order to
deliver disinformation to destabilise democratic societies and exploit vulnerabili-
ties. However, democratic countries, such as Finland, cannot weaponise social
media, as it is simply not acceptable to use these kinds of mechanisms and acts.
Despite the fact that the enemy does not follow the rules of the game, democratic
countries should uphold them. The interviewee emphasises that therefore, the aim
of the Finnish Defence Forces is to be open, honest, and credible; to share ethically
and morally strong stories, which are easy to tell and which citizens can believe. It
is crucial to remember that even after building up a reputation for 20 years, it can be
lost in seconds. Fighting on the information battlefield thus is a balancing act of
having the necessary influence, while, at the same time, being ethical and credible.

In the following, we argue how generalised trust towards society should be
understood as an effective tool against the sharing of mis- and disinformation in the
era of information warfare. Strategically, this trust is generated intra-nationally as
well as extra-nationally, for example by means of EU initiatives.

4 Generalised Trust and Resistance to Misinformation
and Disinformation

One of the key factors affecting the subjective experience of safety and security is
the trust citizens have in institutions that provide security (Limnéll and Rantapelkonen
2017). The public perception of the security authorities is based on the information
to which citizens are exposed as well as on the criteria by which the public evaluate
the actual performance, accountability, and transparency of the authorities (Blind
2006; Boda and Medve-Balint 2017; Kasher 2003). Nevertheless, in the complex
information environment, targeted information campaigns can have an impact on
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how trustworthy the national security and safety bodies are perceived by citizens
(Pamment et al. 2018). In liberal Western society, opinion formation takes place in
the public sphere (Gripsrud et al. 2010), where different narratives can strongly
influence the opinion of the masses and undermine the authority and trustworthiness
of the government and other public institutions (City of Helsinki 2018; Hakansson
and Witmer 2015; Pamment et al. 2018). Therefore, it is important to consider why
citizens place their trust in national authorities and how information influencing
activities can exploit this.

A fundamental feature of liberal democracies with a free mediasphere is trust
and a high level of confidence between the different players within society.
Nevertheless, a commitment to upholding law principles opens the door for hostile
players who wish to exploit legislation to their advantage. Disinformation and mis-
information can pose a threat to national security if they lead to an erosion of gen-
eral trust (Hybrid CoE 2019). Many countries around the world, including EU
member states, are taking action to combat misinformation and disinformation.
Countermeasures range from government task forces, media literacy campaigns,
public-radio podcasts, and public handbooks to internet shutdowns as well as the
implementation of new bills and laws and regulations targeting hate speech, the
spread of fake news, and foreign propaganda (Funke and Flamini 2020; The Law
Library of Congress 2019). As the central characteristic that distinguishes disinfor-
mation from misinformation relates to the agency and intention of the propagator
(Fetzer 2003; Fallis 2015), policymakers face a daunting challenge in trying to
structure potential regulations to counter both. The inherent challenge relates to the
compatibility of the existing human rights framework, such as freedom of expres-
sion and effective mitigating measures (Lotti 2018). The danger lies in the fact that
initiatives aimed at countering specific problems of disinformation or misinforma-
tion — either by accident or design — enable public or private authorities to restrict
free speech (Gutierrez 2018.)

Public measures regulating online content, for instance censorship, pose a chal-
lenge in liberal democracies and hence may not be the most effective measure to
combat dis- and misinformation. Consequently, besides the restrictive measures to
control online content, the need to build up citizens’ resistance to disinformation
has been identified (Palmertz 2016; West 2017). In this regard, measures to promote
media and information literacy can help citizens navigate the social media environ-
ment. In fact, research suggests that building social resilience is also an essential
contributor to resistance towards disinformation and misinformation (City of
Helsinki 2018; EEAS 2019a; West 2017). Social resilience refers to a society’s abil-
ity to cope with uncertainty and to “recover from shocks and emergencies”
(Giacometti et al. 2018, 5). Research suggests that there is a positive correlation
between societies with high social or generalised trust and social resilience (ibid., 6).

It can thus be assumed that societies with a higher public trust, such as those in
the Nordic countries, are perceived to be more resistant to information influencing,
as generalised trust promotes a sense of security and facilitates cooperation and
interaction among citizens (e.g., Bick and Kestild-Kekkonen 2019; City of Helsinki
2018; Committee on Foreign Relations 2018; Giacometti et al. 2018; Pamment
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et al. 2018). For example, according to the Finnish concept of comprehensive secu-
rity, the role of psychological resilience has been underlined as a fundamental factor
substantiating the security of Finnish society (Security Strategy for Society 2017).
Citizens’ trust in each other and in official institutions, also known as ‘generalised
trust’ (Rothstein and Stolle 2008), has a major impact not only on society’s suscep-
tibility to disinformation, but also on its resilience in the event of disruptions after
the realisation of a threat (City of Helsinki 2018). In this context, building trust in
the government and other policy-implementing bodies, such as the police, the mili-
tary or the courts, is necessary to maintain social order and avoid serious clashes.

Trust has been discussed in many contexts relating to civic culture (e.g., Uslaner
and Brown 2005), democracy (e.g., Offe 2000), and, more recently, media studies
(e.g. Bennett and Livingston 2018). Generalised trust is considered to be one of the
most important societal factors that make democracy work (Nannestad 2008;
Putnam 1993; Uslaner 2002). Moreover, it is an important precondition for a stable
and peaceful society where people tend to cooperate rather than defect (Newton
2001; Putnam 1993; Rothstein and Stolle 2003; Zak and Knack 2001). It is gener-
alised trust that creates the feeling among citizens that the basic institutions and
rules of law in democratic countries “can be relied upon to maintain a shared public
good, to legitimate political opposition, smooth transitions of power and extend the
protections of the rule of the law equally to all” (Abramson 2017, 5). In fact, gener-
alised trust extends beyond the boundaries of face-to-face interaction and incorpo-
rates people who do not know each other personally (Uslaner 2002). Unlike
society-centred approaches to generalised trust (Fukuyama 2001; Putnam 1993),
the institutional approach suggests that state institutions facilitate the development
and creation of generalised trust, thus providing a beneficial space in order to
encourage trust and reciprocity (Levi 1998; Levi and Stoker 2000; Rothstein and
Stolle 2008; Tarrow 1996). If citizens perceive government institutions, such as the
Finnish Defence Forces, to be well-functioning and fair, they are likely to consider
society to be safer and more secure as well as believe that most people have reason
to behave honestly and, consequently, that most people can be trusted (Berg and
Johansson 2016; Newton 2007; Rothstein and Stolle 2008).

According to Flome et al. (2019), when people lose faith in public institutions,
the chances of success for disinformation operations increase significantly. In the
context of sharing news information online, there is evidence that individuals are
more likely to trust, and engage with, a story if it is shared by someone in whom
they have a higher level of trust (Sterret et al. 2018). Consequently, the spread of
disinformation can be traced back to spreading legitimacy problems in many democ-
racies (Bennett and Livingston 2018). A decline in citizens’ confidence in institu-
tions undermines the credibility of official information in the news and makes the
public more open to alternative information sources. Many of those sources are
often associated with both nationalist and foreign players who aim to undermine
institutional legitimacy and destabilise the central parties, governments, and elec-
tions. According to Berzins (2018), the main focus for neutralising foreign influence
should be on reducing the gap between politics/politicians and the population. One
way to achieve this is to carry out analyses to monitor the population’s level of
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openness for information influencing as well as the vulnerabilities that might be
exploited. This requires finding out whether society in general, or a specific demo-
graphic, shows willingness to defend the country, trust in state institutions, and trust
the political and judiciary systems (Berzins 2018).

5 The European Union and Countering Disinformation

Information influencing is not a new phenomenon. However, two occurrences
increased the EU’s need to develop measures to counter disinformation and propa-
ganda. Firstly, once the so-called Islamic State of Iraq and the Levant (ISIL/Daesh)
gained global prominence in early 2014, it became evident that the EU and European
citizens were major targets. ISIL engaged in active disinformation campaigns with
the aim of undermining European values and interests. These disinformation and
propaganda campaigns were spread effectively through traditional and social media,
thus enabling the terrorist group not only to create fear, but also to radicalise
(European Parliament 2016) and recruit Western citizens, including young
Europeans (European Parliament 2015). Secondly, the terrorist attacks in Paris and
Brussels as well as the spread of jihadi propaganda signalled a need to re-think the
way in which the EU communicates not only with Arab countries, but also with its
own citizens within the EU. In both of these cases, the suspects were the citizens of
the targeted countries. They had been exposed to jihadi propaganda and were radi-
calised in Europe. Therefore, designing countermeasures and directing the strategic
communications only outside the EU’s territory would not be sufficient. The com-
munication channels, language to be used, and key messaging may differ within and
outside the EU, which should also be considered when designing the countermea-
sure toolbox and its implementation.

As a matter of fact, following the start of the Ukraine war, the terms ‘hybrid
influencing’, ‘hybrid threat’, and ‘hybrid warfare’ were adopted into EU discourse.
Hybrid warfare employs multi-layered efforts designed to destabilise a functioning
state and polarise its society (European Commission 2016). The target of hybrid
influencing, on the other hand, does not necessarily have to be any clear operation
of society. Hybrid influencing may just as well target social communications, trust,
and the opinion environment (City of Helsinki 2018). Unlike in conventional war-
fare, the “centre of gravity” in hybrid warfare is a target population (Caliskan and
Cramers 2018, 8). The desired effects may be achieved through the dissemination of
falsehoods to undermine morale by creating divisions between the different ethnic,
linguistic, and political groupings within these states or by engineering overall dis-
satisfaction with the government. Perpetrators of hybrid threats can systematically
spread disinformation, including through targeted social media campaigns, thereby
seeking to radicalise individuals, destabilise society, and control the political narra-
tive (European Commission 2016, 4-5).

In order to build up a resistance against disinformation and propaganda among
its member states, in 2015 the EU adopted measures aimed at preventing,
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identifying, and counteracting hostile actions in the information space. The EU has
strengthened its capabilities to identify and counter disinformation, for instance via
the East Strategic Communication Task Force, which functions as part of the
European External Action Service. The East StratCom Task Force monitors disin-
formation and increases awareness in Eastern Partnership countries and member
states (EEAS 2019a). Another example is the European Centre of Excellence for
Countering Hybrid Threats, which was established in Helsinki in 2017. It is not an
operational centre for anti-hybrid warfare, but rather a centre that promotes counter-
ing hybrid threats at the strategic level through research and training for participants
from the EU and NATO. The centre is an excellent example of the deepened coop-
eration between these two organisations in the field of security and defence (EEAS
2019b). Although the effects of the EU’s efforts to counter disinformation and pro-
paganda are somewhat promising, these measures are still not sufficient, as it is
challenging to tackle disinformation while protecting fundamental rights, including
media pluralism, data protection, and freedom of expression (Syed 2017). In addi-
tion, there is still no consensus regarding the best way to counter disinformation at
EU level, nor in its member states. Moreover, shared competencies between mem-
ber states and EU institutions make dealing with the problem even more challeng-
ing. Member states have a responsibility to protect their democratic structures, such
as elections (Council of the European Union 2019). However, misinformation and
disinformation are cross-national issues. Unfortunately, the availability of resources,
competences, and existing legal frameworks may differ between individual mem-
ber states.

The success of disinformation operations depends on their effects on the various
target audiences. Therefore, responses should be context-specific and targeted, as
well. The 28 EU member states represent a heterogeneous group of countries,
whose vulnerabilities differ greatly from one another, making it paramount for the
EU members states to develop country-specific countermeasures. Nevertheless,
countering disinformation at EU level is also paramount, seeing as national vulner-
abilities can have effects that reach beyond borders. Examples for this could be the
rise in anti-EU narratives and the spread of falsehoods related to EU membership
during the immigration crisis of 2015. An attack against a vulnerable node in one
country can have consequences in other countries, where such vulnerabilities previ-
ously might not even have existed. A hybrid attack exploiting national vulnerability
may therefore require not only sovereign action, but also common planning and a
common response (NATO 2018).

Disinformation and misinformation are international issues without geographi-
cal borders. Hence, resolving them calls for inter-agency as well as intra-agency
action. A mix of different instruments and players need to be employed in order to
tackle information influencing effectively. The threat towards national security is
increasingly created from within — in versatile, like-minded groups that are being
enabled by social media platforms. Consequently, the dissemination of falsehoods
seeking to promote overall dissatisfaction with the government or undermine social
cohesion by creating divisions between the different ethnic, linguistic, and political
groupings within the state should be actively monitored and countered. Employing
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measures such as strategic communications, transparency, and effectiveness to fos-
ter citizens’ trust towards public institutions is closely associated with social resil-
ience and general trust (Palmertz 2016). The best defence against information
influencing activities is to raise awareness and build societal resilience in the
long term.

6 Discussion and Conclusion

Nowadays, social media offers a platform for the dissemination of propaganda,
hoaxes, and fake news to dupe the public (Agarwal and Bandeli 2018). It is notable
that people frequently continue to rely on misinformation and/or disinformation
even after it has been retracted. Social media can also be used as a weapon for
destructive and defensive purposes, which are characterised by the term ‘informa-
tion warfare’ (Munro 2005). Weaponised information is one way to foster polarisa-
tion and consequently to destabilise the population. The best protection against this
depends on users’ own action and knowledge (Forno 2018). This is particularly
important in the case of adolescents who are in the process of constructing their
identities and worldviews. Many citizens, particularly young people, use social
media applications on a daily basis over long periods of time and may thus be con-
stantly exposed to information influencing. Social media provides massive possi-
bilities in this regard. At the same time, the malicious use of social media is posing
more and more of a security threat.

Social media has had a great impact on how armed forces operate (Mangat 2018;
Singer and Brooking 2018). Communication platforms on social media have played
an increasingly important role for military operations in recent years. Since social
media platforms can also be used as a force multiplier, armed forces have changed
their attitude towards social media practices. All organisations, including military
ones, can use social media platforms to support their day-to-day functions, official
communications, networking, and training actions. However, according to
Veerasamy and Labuschagne (2018, 47-56), “clear guidance, management and gov-
ernance are required in order to ensure that the platform is implemented correctly,
for example in military organisational processes. Within the military, there may be
a vast struggle between the demands for security and the advantages of connectivity
and openness.”

Indeed, armed forces already have some tools to answer this new social media
challenge. The armed forces of the Western world have developed their capacity to
monitor open information sources, especially in the media and also increasingly in
digital and social media. For example, social media analysis may allow a military
operation to target an adversary’s movements directly (Peritz 2015). One of the
most important tools for military operations is the concept of Presence, Posture, and
Profile (PPP), which means that military units on all levels have to take care of their
actions and movements in the media as well as in the local and global population at
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all times (NATO 2010). For this reason, it is important to strengthen and support
official channels of information as a way of disseminating accurate information.

As individual countries cannot be left to assume sole responsibility in this infor-
mation war, the EU plays a vital role in supporting Western countries in their fight
against disinformation. The EU can support common regulations and also put
mechanisms in place, which allow it to steer the overall counteractions necessary to
deal with the malicious use of social media.

In a hybrid-threat environment, a society is both an object of aggression and a
force that counters aggression. In Finland, for instance, there is a wide perception
that a unity-seeking network creates a resilience that can immunise society against
hybrid influencing (Aaltola and Juntunen 2018). Generalised trust plays a predomi-
nant role in stable societies. That is to say, trust in policy-implementing bodies, such
as the police and the armed forces, has a major impact on how individuals perceive
their personal and national security. Several conclusions can thus be drawn from the
relation between generalised trust and resistance towards disinformation. Firstly,
effective resilience requires an open dialogue between public institutions, policy-
makers, and the population about unfolding hybrid events. Effective communica-
tion can help maintaining citizens’ trust in liberal values, democratic processes, and
governance structures. Secondly, the whole of government — and beyond — is needed
to effectively build up resistance. Preparing for hybrid threats, such as misinforma-
tion and disinformation, cannot be left to traditional security players alone. Thirdly,
there is a need for strategic communication and the clear distribution of tasks. For
all the limits regarding what governments can — and should — do, it is important to
respond quickly to particular information operations once discovered, both to mini-
mise their impact and to deter other states or groups that might want to emulate
the attack.

Furthermore, to better understand the connection between social media and secu-
rity, it is of paramount importance to understand the plethora of digital social reali-
ties by which young people are surrounded, because even adolescents are targets of
political, commercial, and social information intended to influence their opinions
and actions. Moreover, social media is also exploited by cyberbullies as well as
perpetrators of more extreme violence (Norri-Sederholm et al. 2018; Peterson and
Densley 2017). As young people live in social media practically twenty-four-seven,
it is essential to understand how this has more and more of an effect on national and
international security. Thus, it is important to offer general tools to improve media
literacy skills as well as increase the understanding of information influencing and
the dark side of social media. What is more, increasing and maintaining trust in
society in general and in national security institutions, such as the police and the
armed forces, in particular is of the utmost importance. The national security institu-
tions in Finland, for instance, have made efforts to generate trust in these institu-
tions. The authorities use social media and citizens can, whenever they have a need,
chat with the police. Moreover, the Finnish Defence Forces have developed a spe-
cial social-media system through which conscripts can discuss with other soldiers
all kinds of problems they might have during their service time.
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It is difficult to single out individual contributors or culprits when it comes to the
dissemination of misinformation and disinformation, due to the ambivalent nature
of the internet and the Western approach to using social media. What is more, prin-
ciples such as ease of access to the internet, democracy, freedom of speech, and
knowledge equality also make it easier to distribute disinformation.

This contribution aimed to understand the flow of misinformation and disinfor-
mation in social media in relation to armed forces and national security. In this
respect, we suggest that it is possible to create generalised trust towards public
authorities both nationally and internationally, for example by means of EU initia-
tives. Furthermore, by describing aspects of misinformation and disinformation in
social media from a national security point of view, we were able to show that inter-
national cooperation as well as the role of the EU are important for armed forces on
this particular battlefield. Understanding the different dimensions and challenges
information warfare poses to armed forces both in peacetime and wartime condi-
tions is crucial. Finally, when thinking of national security, it is important to remem-
ber the young people — our future conscripts and soldiers — and to strengthen their
abilities to survive in a world of misinformation and disinformation.
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Social Media Use in Contemporary Armed
Forces as a Mixed Blessing

Jelena Juvan and Uros Svete

Abstract The widespread use of social media in the armed forces has caused struc-
tural changes in the armed forces’ communications with both the wider public and
the internal public. While social media has undoubtedly eased communication with
the home front, several hidden dangers can be identified. The following paper
reflects on the dangers and benefits of the use of social media platforms for the
armed forces from two different perspectives, the institutional and the individual.
This paper also tries to answer the question of how we can regulate something that
cannot be regulated, and identifies positive and negative consequences of social
media use in and by the armed forces.

Keywords Social media - Armed forces - Regulations - Slovenian Armed Forces -
Information sharing

1 Introduction

The dramatic rise in social media use has become one of the main characteristics in
contemporary societies in the last decade. Social media has become an important
communication tool not only for personal use, but also for institutional purposes.
Armed forces, which as traditional organisations are by nature slow in adapting to
changes and accepting novelties, have been rather hesitant in adopting social media
as a communication tool. One of the issues connected with the use of social media
in the armed forces is the danger of over-sharing. This does not only refer to the
over-sharing of information, but also to sharing general information — intentionally
or unintentionally — which is meant to be kept secret. In November 2017, U.S. fitness-
tracking company Strava released a global heatmap “as a visualisation of two years
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of trailing data from Strava’s global network of athletes” (Robb 2017).
Unintentionally, sensitive information about the locations and staffing of military
bases and spy outposts around the world was revealed:

The map shows every single activity ever uploaded to Strava — more than 3 trillion indi-
vidual GPS data points, according to the company. The application can be used on various
devices including smartphones and fitness trackers to see popular running routes in major
cities, or spot individuals in more remote areas who have unusual exercise patterns
(Hern 2018).

However, the published map gave away much more than the company intended.
It was detailed enough to potentially disclose extremely sensitive information about
a subset of Strava users: military personnel on active service. Analysts noted that
in locations such as Afghanistan, Djibouti, and Syria, the users of Strava seem to be
almost exclusively foreign military personnel, meaning that bases stand out brightly
on the map.

The above-mentioned case is not directly connected with the use of social media.
However, it is a good example of the type of risks new information technologies
may pose when various personal data and info is published online. Moreover, these
risks are even higher when military organisations and military personnel are
involved. A soldier who goes for the daily run inside the military base somewhere
in the middle of Afghanistan and turns on the Strava application to keep track of his
or her physical activity surely does not think about the possible consequences of
GPS tracking the route, let alone that the tracking app might be giving away top
secret information. With the widespread use of social media platforms, opportuni-
ties to share information are unlimited, which also entails several dangers and risks.
For instance, it is not just the opportunities that are unlimited, but also the reasons
for publishing and sharing information online. “Every person has a button. For
somebody there’s a financial issue, for somebody it’s a very appealing date, for
somebody it’s a family thing” (Lapowsky 2019). When trying to control social
media, we are actually trying to control individuals. The question is, how can we
regulate what is being published online by military personnel when we cannot regu-
late social media itself? The use of social media can be monitored and partially
restricted in terms of confidentiality of information and security of the execution of
tasks in peace and war times.! For this reason, the debate on social media use in the
armed forces and by the armed forces is necessary.

With regard to social media use and the armed forces, two perspectives can be
identified: firstly, the institutional perspective, meaning the use of social media as a
formal communication channel with the public; and secondly, the personal perspec-
tive, which refers to the use of social media by individual members of the
armed forces.

Tt is not only about the information we share willingly, it is also about the privacy features and
settings of social media platforms, which, according to researchers, cannot be trusted not to leak
information to other layers of the social media platform or to other users and companies with an
interest in such information (Bay et al. 2019).
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2 Methodology

The present paper is divided into two parts. The first part shows an overview of the
process of recognising the importance of social media for the armed forces, includ-
ing some theoretical concepts which can be applied when analysing the use of social
media as a new phenomenon.

The second part focuses on an empirical study by the Slovenian Armed Forces
(SAF) and the Slovenian Ministry of Defence (MoD). For this study, structured
interviews were conducted with chosen personnel in the SAF and MoD. The inter-
views were planned and conducted in order to follow the two aforementioned per-
spectives. The institutional perspective was covered by means of a group interview
with personnel in the Department for Recruitment in the Military Affairs Division
(Defence Affairs Directorate) at the MoD of the Republic of Slovenia. These per-
sonnel are responsible for managing the social media handle Postani vojak (‘become
a soldier’), whose sole purpose is to promote the benefits of employment in the SAF
for the purposes of recruitment (Interview 1 2019).

For the individual perspective, interviews were conducted with two members of
the SAF. The first interviewee was major Nina Raduha?, an experienced member of
the SAF, who was, among other things, also the first female commander of a contin-
gent in the UNIFIL mission (Interview 2 2019). Her experiences also include the
position of public relations officer and human intelligence officer, which makes her
a very suitable person to interview for the purpose of this article. The second inter-
view was conducted with a member of the SAF in the position of Chief of Staff, who
expressed the wish to stay anonymous (Interview 3 2019). He is an experienced
service member who has been employed in the SAF since 2002 and has been
deployed to missions abroad several times, including a mission to Afghanistan. He
was chosen due to his strong presence on social media as well as due to the fact that
he was a commanding officer during his deployments and is thus very familiar with
soldiers under his command over-sharing information on social media. For both
interviews, an official request was filed and later approved by the responsible
commander.

2Major Nina Raduha, B.A in Political Science — Defence studies. She holds a master’s degree in
criminal law from the Faculty of Law, University of Ljubljana. She has been employed in the SAF
since 2003 and is an infantry officer. She participated in missions in Bosnia and Herzegovina and
Lebanon. In 2016, she completed her senior staff training at the top of her class.
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3 Traditional Armed Forces and ‘“Non-traditional”
Social Media

The phenomenon of social media has thoroughly changed the way people and insti-
tutions communicate, not only among each other, but also with the public. “In the
present digital world, social media is the new frontier for signal intelligence” (Gupta
2017). The armed forces of the United States, Israel, Australia, France, Germany,
and many other Western countries maintain an online presence across various digi-
tal social media platforms, as do the armed forces of non-Western states such as
Pakistan, India, Russia, and China. One could say that all of the world’s main mili-
tary actors have acknowledged the use and the importance of social media plat-
forms. As Gupta (2017) notes, contemporary armed forces “cannot be isolated from
usage of these platforms in today’s digital world. With its unprecedented reach as
well as constructive and destructive powers, it is imperative that the armed forces
learn to harness this potent tool for achieving organisational goals.”

Social media can be also considered as a form of soft power. The concept of soft
power was introduced by Joseph S. Nye in 1990. He describes soft power as “get-
ting others to want the outcomes that you want. [...] A country may obtain the out-
comes it wants [...] because other countries — admiring its values, emulating its
example, aspiring to its level of prosperity and openness — want to follow it” (Nye
2004, 5). Furthermore, soft power tends to be “associated with intangible power
resources such as culture, ideology and institutions” (Nye 1990, 166). The media in
general is considered a soft power. Thus, new types of media such as social media
can also be considered as soft powers, seeing as they are used to influence people’s
way of thinking. The case of Cambridge Analytica in 2014 is proof of the power of
social media.

Having recognised the soft power and the influence of this new medium, the
major military powers in the world have undergone an evolution process while lay-
ing down guidelines for the use of social media. A 2010 U.S. Department of Defence
(DoD) memo states that “Internet based capabilities are integral to operations”
(Gupta 2017). As such, the U.S. Armed Forces realise that social media enables
them to communicate in new ways to a larger audience and faster than ever before —
and, most importantly, without any distortion of the content (Gupta 2017).

As the use of social media increases exponentially?, armed forces authorities
have to devise means to exploit these platforms to their advantage in numerous
fields. The purpose as to why armed forces use social media platforms and com-
munication applications is two-tiered. Firstly, social media is used to communicate
with the public, informing them about the tasks, duties, and everyday happenings
inside the armed forces, which is important for obtaining social legitimacy. Secondly,
it is used for official, internal communication among members of the armed forces.

3The number of internet users worldwide in 2019 was 4388 billion, which is up 9.1% year-on-year.
The number of social media users worldwide in 2019 was 3484 billion, up 9% year-on-year
(Chaftey 2019).
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For the purposes of official, internal communication, Facebook (Messenger) is not
appropriate, since it is not considered safe. Communication via Viber, Telegram,
Signal, Skype or WhatsApp* is safer, since these services offer end-to-end encryp-
tion. Moreover, Viber, Signal, and Telegram offer the possibility of secret chats and
setting a timer that deletes the message at the specified time. Therefore, several
armed forces have been using these applications as official communication chan-
nels. For example, as was stated by one of the interviewees who cooperated with the
Canadian Armed Forces while being deployed, Canadian forces on missions abroad
used WhatsApp to share official orders, security alerts, information, and so forth
(Interview 3 2019). A completely opposite stance regarding the use of social media
is adopted by the Russian Armed Forces, who decided to ban the use of smartphones
for soldiers while they are on duty, based on the issues of national security raised
due to their use of social media platforms (BBC News 2019).> The same approach
can be identified in the Indian armed forces (Gadgets Now 2020).

Using social media is not just about communication and spreading the news. It is
also an opportunity for military professionals to extend their span of influence
beyond the chain of command, cut through multiple layers of bureaucracy, and
potentially develop a personal form of soft power. Social media offers a vast array
of possibilities and it is down to a user’s own capabilities how well he or she will be
able to use it and for which purposes.

For decades, social institutions such as the military have been described as
greedy institutions (Coser 1974), placing extensive demands and high expectations
on their members as well as impacting their lives in multiple domains such as work,
family, and social relationships outside of duty hours (Hatch et al. 2013). As an
institution, the military is structured for its members to develop a strong identity,
which is derived from a degree of internal group cohesion, in order to sustain a force
capable of engaging in war — the ultimate purpose of any armed force — as well as
the individual motivation to fight. This is achieved by installing distinct cultural
traditions and rituals, affirming the primacy of the group and the institution over
their members through an open-ended liability for service, and in return providing
them with institutional support and care (Moskos 1986). This level of institutional-
ism is further enhanced by what Coser (1974) identified as an important character-
istic of greedy institutions, namely that they rely on voluntary compliance and, at
the same time, exert pressure on members to break ties with other institutions or
individuals who might make conflicting demands.

With their specific professional culture, armed forces are considered as some of
the most traditional organisations. Wiatr (1987, 34-35) defines the basic character-
istics of the armed forces as an institution as follows:

*WhatsApp is owned by Facebook. The merging of FB Messenger, Instagram, and WhatsApp is
planned for the near future.

In recent years, social media posts by servicemen have revealed Russia’s military presence in
eastern Ukraine and Syria, sometimes contradicting the government’s official claim of not having
troops stationed there.
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Armed forces are organisations in which professional ties prevail over personal ties. They
are bureaucratic organisations with a hierarchical structure. Armed forces are a social envi-
ronment with its own system of stratification; a battle group organised around the purpose
of winning the battle.®

The characteristics of the armed forces influence and shape the main characteris-
tics of the employed personnel. With regards to life in the armed forces, Segal
(1986, 16-22) identifies four main characteristics: “risk of injury or death”, “geo-
graphic mobility”, “separations”, and “residence in foreign countries”. Specific
characteristics of the armed forces as an organisation strongly influence all areas,
including communication with the public. Traditionally, armed forces were a closed
social group whose life was limited to military barracks and military bases, without
frequent interactions with the civilian world or sharing information to the public.
Now, due to the development of the Information Communication Technology (ICT)
and the wide spread of social media, this is no longer the case. Whether they like it
or not, the armed forces have to talk to the ‘outside’ world.

Hajjar (2014) emphasises the impact of the information age on the culture of the
U.S. Armed Forces. The information age has helped change how the military views
the world. However, while the rise of the concept of network-centric warfare in
military doctrine has strong technological connotations, it also betrays social preoc-
cupations, such as the importance of understanding, and effectively influences a
variety of people’s networks. In order to deal with these challenges, the U.S. mili-
tary hired thousands of civilians who are experts in the use of new sophisticated
systems, and active-duty military members are being taught new information skills.
Thus, for these reasons and others, the information age has substantially changed
the organisation and has contributed to an emergent post-modern military culture
(Hajjar 2014).

The debate over the extent to which the military should incorporate rapidly
expanding and changing ICT highlights another disputed aspect of military culture,
as it also applies to social media issues. Over the past decade, the use of social
media by U.S. Armed Forces personnel went from being banned to being openly
embraced, used, and promoted by DoD officials. In 2007, the Pentagon blocked its
computer networks from accessing sites, including YouTube and MySpace, in an
attempt to keep a tight rein on information about troop activities. Official docu-
ments at the time cited not only threats to safety but also the heavy burden placed on
bandwidth. In August 2009, the U.S. Marine Corps issued a ban on the use of social
networking sites, expressing concerns about the possibility of security risks. Marines
were informed that they could no longer use sites such as Facebook, MySpace, and
Twitter due to the possibility that enemy groups might use to their advantage the
information they contain (Chalmers 2011; Paganini 2013). Although these bans
were eventually lifted, the Pentagon established and allowed the launch of

®This quote was translated into English by the authors of this paper.
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TroopTube’, a military-sponsored version of YouTube, which enabled the DoD to
monitor the flow of information and allowed serving personnel to share videos with
their friends and family members only.

In 2010, U.S. Deputy Defence Secretary William Lynn ordered a review of the
military’s social networking policies to compare the benefits and drawbacks of
allowing members of the armed forces to use social media. Later that year, the
Pentagon announced it had re-authorised the use of Twitter, Facebook, and other
Web 2.0 sites across the U.S. Armed Forces, arguing that the benefits of social
media outweighed security concerns. Since 2010, the Pentagon has actively sup-
ported the use of social media in many of its efforts. While restrictions still exist,
they do not significantly differ from those in place at any other major private com-
pany (Matthews-Juarez et al. 2013).

The use of ICT for personal communication first appeared during the American
deployment in Somalia in 1993, when U.S. soldiers wished to be able to use com-
munication media, but none was readily available (Ender 2009). Limited telephone
use overcame the lack of telecommunication services in and around Somalia and
alleviated the stress for soldiers and their families. Problems with communication
between the front line and home precipitated an innovative email programme that
pleased many spouses by ultimately providing the speed, relative privacy, decen-
tralisation, and personal communication the soldiers desired (Ender 2009). More
than two decades after the deployment in Somalia, the use of ICT became a wide-
spread phenomenon among American soldiers during the war in Iraq (Ender 2009).
In 2011, the U.S. Army published its Social Media Handbook and posted it online.

For one thing, the U.S. Armed Forces recognised that social media has become
an important tool for messaging and outreach. Soldiers have always been the mili-
tary’s most effective messengers. Every time a soldier joins the armed forces’ social
media, it increases the military’s capacity for the timely and transparent dissemina-
tion of information. Moreover, it ensures that the military’s story is shared directly
with American citizens wherever they are and whenever they might want to read or
hear it. In other words, social media allows the U.S. Armed Forces to connect with
its members, and the civilian U.S. with its military.

"TroopTube was an online video-sharing platform of the U.S. Armed Forces via their organisation
Military OneSource, established to help military families connect and keep in touch while miles
apart. TroopTube allowed people to register as members of one of the branches of the armed
forces, family, civilian DoD employees or supporters. Members could upload personal videos from
anywhere with an Internet connection. The videos were reviewed for content based on the terms of
service before being posted to the site. In May 2009, TroopTube was recognised by the White
House office of New Media as an innovative way for people to connect with troops, and was fea-
tured in a video produced by the White House. While access to TroopTube was blocked at some
military bases, it was accessible via many other military bases and available to military families
around the world. On 31 July 2011, The Office of the Secretary of Defense closed the TroopTube
website, citing the decline in use as a result of the DoD’s social media policy implemented in
February 2010, which permitted wider access to social media and video-sharing platforms
(Shachtman 2009).
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For another thing, and even more importantly, it is a fairly well-documented fact
that communication between the field and home is most highly valued by soldiers
while deployed overseas (Applewhite and Segal 1990; Ender 2009). More frequent
and direct contact with the home-front can boost soldiers” morale, help solve family
issues before they get out of control, minimise boredom, and effectively ease fami-
lies’ worries regarding the security and wellbeing of their deployed family members
(Bell et al. 1999). Offering appropriate and sufficient information to families at
home adds to the quality of soldiers’ relationships both with their units and their
commanding officers (Bartone 2005). However, this is a double-edged sword, as too
much information can have the opposite effect. There is always the risk of family
receiving bad news through social media instead of official institutional communi-
cation channels.® Furthermore, worried spouses waiting at home can be bombarded
with all different types of information, which can influence the everyday life of the
whole family (ibid.). Thus, the same social media that allows families to share inti-
mate moments and events can also heighten emotions and alter behaviour when it is
used to inform a soldier of a death in the family, discuss paying bills, address child-
rearing problems or mental health issues, including substance abuse and domestic
violence. It is also through social media that depression, longing, loneliness, and
other feelings of deprivation are voiced and shared (Dao 2011). Nevertheless, the
use of social media can generally minimise boredom among deployed soldiers,
which has long been a central feature of the military due to under-utilisation, cul-
tural deprivation, lack of privacy, and isolation in time and space (Ender 2009).

While in recent years social scientists have paid increasingly more attention to
how social networks influence military family life, the dilemma as to whether the
use of ICT and digital social media should be allowed in the armed forces has not
been entirely resolved (Matthews-Juarez et al. 2013). The military’s use of social
media has been widely discussed, often based on those aspects of military culture
that militate against its use. Jones and Baines (2013) explored how military com-
manders attempt to control it, taking into consideration how social outcomes might
be pursued if the military conceded to slight conceptual and organisational adjust-
ments. Typically, this culminated in recommendations for the delegation of blog-
ging to the lowest possible level, trading risk for relevance and responsiveness. Lists
of factors to be considered in making communication via social media a success
have emerged across the Internet along with tips for ‘new media literacy’ and
authoring.

In some cases, there is a feeling that armed forces do not wish to use social
media; that they do not have a clear picture of what to do on social media platforms
or what type of information they wish to share with the public. Compared to the

#Svete and Juvan (2016) report on the case of the SAF soldier serving in Afghanistan who was shot
in the leg. The incident was reported as having occurred during the performance of regular duties,
thus insinuating that the soldier had shot himself by accident. This put the SAF Special Forces’
military skills and professionalism into question. Soldiers in Afghanistan were unable to under-
stand how such imprecise information was fed to the Slovenian public. Reading domestic com-
ments on forums and other social media, some soldiers felt sad, disappointed, and angry.
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leading armed forces of the world who have fully grasped the potential of new com-
munication technologies, we can also identify cases (for example, the Slovenian
Armed Forces) where the unlimited range of modern communication technologies
and all the facts that follow from the changed security environment and the emerg-
ing challenges are not fully understood yet.

4 The Slovenian Armed Forces and the Use of Social Media:
Institutional and Individual Perspectives

Despite the fact that the SAF have been present on social networks since 2012,
which can be considered rather early for this type of organisation, this area is still
being left to the work and energy of only one or two individuals (Interview 2 2019),
and has not been systematically addressed by the organisation (Interview 1 2019).
The SAF present themselves on social media platforms with two different pro-
files. The first one is Slovenska vojska®, which is mainly intended for informing the
general public about the activities of the armed forces. The second one is Postani
vojak'®, which is intended solely for the recruitment of new personnel. The activities
of the two profiles are strictly separated, which is also reflected in the organisational
perspective. The social media accounts of Slovenska vojska are administered by
personnel in the Public Affairs Department of General Staff, while those of Postani
vojak are administered by staff members of the Personnel Recruitment Department
in the Military Affairs Division at the MoD of the Republic of Slovenia. This rather
new division was formed in 2007 based on the experiences of some foreign armed
forces who also separated recruitment efforts from public relations (for example,
Go Army in the U.S. Armed Forces). While the retention of employed personnel has
also become a major issue in the Slovenian Armed Forces during the past years, it
should be noted that Postani vojak is meant for recruitment purposes only. Thus, all
its activities on social media are intended solely for the recruitment of new personnel.
Postani vojak is currently active on four social media platforms: YouTube,
Facebook, Instagram, and LinkedIn. The decision to be present on each one of these
platforms was not based on a strategic communication reflection, but mostly due to
individual decisions as well as popular trends among the population aged 18-27,
which is the target demographic for recruitment. Due to financial and human
resources shortages, the interviewees for this paper estimate that no additional
social media platform could be administered even if it did become very popular
among the targeted population (for example Snapchat). However, the SAF do fol-
low the trends and are familiar with new platforms and forms of social media
(Interview 1 2019). The main problem with social media use, according to the inter-
viewees, is the product they are ‘trying to sell’, namely employment in the SAF,

http://www.slovenskavojska.si.
O https://www.postanivojak.si.
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which is currently being considered a ‘bad product’ in Slovenian society in general
and among the targeted population in particular. Based on these statements, one of
the major conclusions of this small-scale research is the identification of inconsis-
tencies in the communication strategy between the main institutional public rela-
tions branches. This draws attention to the problems in the armed forces which in
turn weakens the brand and operational or tactical public relations wishing to pro-
mote a more positive picture of the SAF as well as gaining new staff.

Another institutional issue identified in the interviews is the absence of single
units of the SAF on social media (Interview 3 2019). Single units and certain parts
of the SAF are not allowed to communicate with the public and therefore are not
allowed to have their own Facebook, Twitter or other accounts. According to one
interviewee, having...

...single SAF units present on social media platforms, informing the public about their
everyday work and tasks, would make the public more informed. [...] All in all, this may be
one of the solutions for the serious recruitment issues the SAF have been facing during the
last years (Interview 3 2019)."

With regard to the use of social media platforms by individual SAF members,
thus far no regulations exist. The use of these platforms depends upon and is solely
up to the individual’s personal culture and awareness of their online activities. The
main question, then, is whether there even is a necessity for any type of regulations
to cover the individual use of social media platforms for service members. Here,
two opposite opinions were detected during the course of the interviews. Firstly,
there is a view that the personal use of social media is exclusively a private matter,
which should not — and must not — be regulated by institutional rules. In fact, any...

...kinds of rules and regulations for the members of the armed forces are not necessary,

since the use of social media for members is limited to their private lives, and they are using
social media as individuals, not as service members (Interview 3 2019).

However, this view clashes with one of the main characteristics of the military
job, which is its greediness. That is to say, a soldier is a soldier even when he or she
is off duty. Is it thus even possible to distinguish what one publishes as a civilian
from what one publishes as a service member on active duty? Based on the personal
experience of the SAF member interviewed for this paper, it is not, seeing as every
time he posts anything on social media, his ‘friends’ regard this as being from the
armed forces’ perspective (Interview 3 2019). However, the use of social media for
members of the armed forces is, in fact, limited due to OPSEC (Operational
Security), meaning that operational data is not allowed to be shared with the public.
Every member of the armed forces has to be informed as to what falls under OPSEC
limitations, which are their main guidelines when posting and publishing online,
even during work or while being deployed.

The second opinion is that it is “imperative to formulate a policy and guidelines
for the use of social media platforms for business and private use when the SAF is

A1l quotes from the interviews were translated into English by the authors of this paper.
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involved” (Interview 2 2019). According to Nina Raduha, it is of “paramount impor-
tance for the day-to-day functioning of the SAF and its members, especially since
learned and regulated behaviour on social media platforms in peace can transform
into action in potential crisis situations and in missions abroad” (Interview 2 2019).
Thus in addition to their primary purpose, rules are also necessary for several other
reasons:

Rules and policies are the basis for every action, they provide guidance and help and set
limits, and they anticipate some consequences, which is why they are the cornerstone of any
work — including the use of social networks. [...] They are necessary because they enable
the safe and smart use of social media platforms (Interview 2 2019).

Of course, policies and regulations do not work magic and thus cannot eliminate
all abusive and improper behaviour on social media platforms. Nevertheless, it is
necessary to inform service members about the possible dangers and traps of social
media, mainly from the point of view of protecting the armed forces and preserving
data confidentiality.

Service members have to be particularly aware about the dangers and risks that
the use of social media platforms brings, therefore educating them is imperative. An
interesting and rather eye-opening experiment was recently conducted by NATO’s
Strategic Communications Centre of Excellence (NATO StratCom Coe), the goal of
which was to “exploit social media and open source data to gather information on
and influence military personnel during a military exercise” (Brown 2019)."> The
experiment underscores just how much personal information is free for the taking
on social media, and — perhaps even more troubling — exactly how it can be used
against even those of us who are the best positioned to resist it. Moreover, when
professional service members are involved, this is even more dangerous. In fact, the
results of the experiment “suggest that in the current digital arena an adversary
would be able to collect enough personal data on soldiers to create targeted mes-
sages with precision, successfully influencing their chosen target audience to carry
out desired behaviours” (Bay et al. 2019).

12Many of the details about how the operation worked remain classified, including precisely where
it took place and which Allied force was involved. The NATO StratCom Coe group ran the drill
during an exercise with military approval, however, service members were not aware of what was
happening. Over the course of four weeks, the researchers developed fake pages and closed groups
on Facebook that looked like they were associated with the military exercise, as well as profiles
impersonating service members both real and imagined. The researchers also tracked down service
members’ Instagram and Twitter accounts and searched for other information available online,
some of which an adversary might be able to exploit. By the end of the exercise, the researchers
identified 150 soldiers, found the locations of several battalions, tracked troop movements, and
compelled service members to engage in “undesirable behaviour”, including leaving their posi-
tions against orders (Lapowsky 2019). More information on the experiment can be found in
Bays 2019.
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5 Conclusion: Dangers and Benefits of Social Media Use

Based on the literature review and the interviews, several benefits as well as several
dangers regarding the use of social media by and in the armed forces can be identi-
fied. From an institutional perspective, the financial benefits of social media are a
crucial aspect. Facebook, Instagram, and other social media platforms offer com-
mercial and advertising opportunities for far less money than it would cost to hire
an advertising agency and run a large-scale advertising campaign. Furthermore,
social media platforms are an excellent way to reach the younger population, which
is the main target demographic for recruitment endeavours. Social media platforms
also enable two-sided interactive communication, meaning their use is not only
about sharing information, but also about receiving feedback. Information is pro-
vided in real time, and communication is non-stop. However, this can also result in
having inappropriate and insulting comments directed at you. Moreover, it demands
quick responses from the institution communicating on social media. Seeing as
information travels through social media in a split-second, this may pose a problem
to the rigid and slow-responding armed forces.

Furthermore, the use of social media platforms enables networking and dissemi-
nating your own ideas and messages, making it very easy to connect with other
groups sharing the same interests. In certain contexts, social media platforms also
provide a mechanism for rapid command and control. Finally, for soldiers deployed
to missions abroad, social media platforms offer opportunities to stay in touch with
the home-front. It gives them the feeling of not being absent, although they actually
are. Since social media platforms enable the fast sharing of pictures and audio files,
the factor time is virtually non-present. However, as was already noted above, this
is a double-edged sword, as too much information can cause the opposite effect.
Instant interactive communication (conversations, photo sharing, messaging on
Skype, Instagram or Facebook) with family members across an electronic divide —
especially to and from war zones — can be simultaneously comforting and stressful.
According to Dao (2011), “easy communication can relieve fears — but also stoke
them. Once families become used to hearing from troops daily, lapses in communi-
cation can send imaginations racing.”

The dangers of using social media platforms for the armed forces are actually the
same as the dangers for civilians: fake news, identity theft, interpersonal bullying,
leaked information, unofficial information prevailing over the official one, hate
speech, and so forth. As one of the interviewees said, ’the greatest danger of the
digital age is preying upon the individual user, who might also be a member of the
armed forces and who is not aware of the amount of information about themselves,
their work, their loved ones, and their habits are available online” (Interview 2
2019). Soldiers deployed to missions abroad, to war zones, for instance, have to be
aware of the dangers of posting their private information such as pictures of their
family members. ““You never know who may come to your homeland to try to seek
revenge” (Interview 3 2019). Nevertheless, the use of social media on missions
abroad can also be a great advantage, both in terms of private and professional use.
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Yet it must be implemented professionally and in accordance with certain rules,
which in some armed forces, such as the SAF, are still absent, and are therefore
regulated by the contingent commander.

During recent years, social media platforms have proven that they have a vast
potential and power to mobilise nations, to start revolutions, to influence elections.
Therefore, it is imperative to educate state-leaders, professionals, and members of
the armed forces not only about the possibilities, but also about the risks and dan-
gers of social media. Social media platforms are used for a variety of organisational
purposes, such as intelligence, information, and communication, as well as for per-
sonal purposes on the level of each individual member of the armed forces.

Armed forces which have acknowledged the existence and performance of social
media in the age of modern security challenges and hybrid warfare use it as a tool
of action and influence in order to reach their planned goals and fulfil their missions.
Some of these countries, for instance the USA and the United Kingdom, are leading
the way. They are extremely well regulated and highly proficient in directing the
flow of activity on social networks as well as exploiting their full potential. Above
all, these countries are well aware of the fact that limiting troops’ activities on social
media platforms is impossible, therefore it is better to coordinate and steer them.
Offering education and training for the appropriate use of social media platforms is
crucial in order for armed forces members to be highly proficient in using social
media platforms safely, effectively, and efficiently both in a private and a profes-
sional environment.
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